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1. HammeHoBaHue TUCIUIIIINHBI
Vupasnenne HHOPMAITHOHHON O€30I1aCHOCTHIO

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM NMPOrpaMMBbI

JucuuninuHa BXOAUT B 00s3aTenbHy0 YacTh bioka « C.1 » o6pa3oBarenbHON MPOrpaMMBbI 110 HAMPaBICHUSIM
MOATOTOBKH (CMEIUATBLHOCTSIM):
CnenunanbaocTh: 10.05.03 MuadopmarnmonHas 6€301MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM
HaIpaBlIeHHOCTh be30macHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEM



3. [lnanupyembie pe3y/ibTaThl 00y4eHUs M0 AUCHUILINHE

B pesynbrare OCBOCHUS IUCIUILTNHBI Y IpaBjieHne HH(POPMALHOHHOH 6€30MaCHOCTBIO Y 00YJaroIIerocs
JOJKHBI OBITH CPOPMHUPOBAHBI CIIETYIOINE KOMITETEHITHH:

10.05.03 NudopmarmonHas 6€301MaCHOCTh ABTOMATH3WPOBAHHBIX CHCTEM (HAIpaBiIeHHOCTH : be3omacHOCTh
OTKPBITBIX HHPOPMAIIMOHHBIX CHCTEM)
OIIK.10 Criocoben pazpabaThiBaTh KOMITIOHEHTHI CUCTEM 3aIIUThl HH(OOPMAITMH aBTOMATU3UPOBAHHBIX
CUCTEM
HNuaaukaropsl
OIIK.10.1 Pa3pabaTbiBaeT TEXHUYECKYIO JOKYMEHTALIMIO HA KOMIIOHEHThI aBTOMaTHU3UPOBAHHBIX CUCTEM
OIIK.10.2 [IpoexTupyeT 3alMIIEHHbIE aBTOMAaTU3UPOBAHHBIE CUCTEMBI C YYETOM JEHCTBYIOIINX
HOPMATHBHBIX U METOJAMUYECKUX TOKYMEHTOB
OIIK.13 Crioco0eH oCyIecTBIATh pa3paboTKy, BHEIPSHHUE U IKCIUTyaTaI[MI0 aBTOMAaTH3HPOBAHHBIX CUCTEM
C y4eToM TpeOOBaHHMIA MO 3aIIUTE HHPOPMAITUH, IPOBOTUTH MMOATOTOBKY MCXOIHBIX JIAHHBIX JIJISI TEXHUKO-
9KOHOMHYECKOTO 00OOCHOBAHUS MPOCKTHBIX PEIICHHIA
HNuaukaropsl
OIIK.13.1 OnpenensieT CTpyKTypy CUCTEMBI 3alIUTHl HH(OPMAIIMA aBTOMAaTH3UPOBAHHOMN CUCTEMBI B
COOTBETCTBHUH C TPEOOBAaHUSIMHU HOPMATUBHBIX IIPABOBBIX IOKYMEHTOB
ITK.6 CriocoGeH mpoBOUTH KOHTPOIb 3alIUIIIEHHOCTH HH(OPMAIIUU OT YTEUKH M0 TEXHUYECKUM KaHallaM
HNuauxkaropsl
IIK.6.2 [ToarotaBamMBaeT OTUYETHBIE MAaTEPHUAIIBI IO PE3YJIbTaTaM CHEUATbHBIX UCCIIET0BAHUM
OIICK.2 CnocoOeH pa3pabaTbiBaTh U SKCIUTYaTHPOBATh CUCTEMBI 3aIIUTHl HH(OOPMAITUH OTKPBITHIX
MH(GOPMAILIMOHHBIX CUCTEM
Nuagukaropsbl
OIICK.2.1 OcymiecTBIseT IMJIaHUPOBAHUE M OPTAHU3AIIMIO pabOTHI IEPCOHAIa aBTOMATU3HPOBAHHOMN
CHUCTEMBI C YUYETOM TPEOOBaHUH 10 3aIIUTEe HHPOPMAITUH



4.

O0beM U coepkaHue TUCHHUILINHBI

CrnenuajbHOCTh 10.05.03 Nudopmarmonnas 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX
cucTeM (HampaBJIeHHOCTb: be30nacHOCTh OTKPBITHIX
MH(POPMALIMOHHBIX CUCTEM)
¢opma o0yuenus OYHas
NeNe TpumecTpoB, 13
BbIeJIeHHbIX IS H3YYeHHus
AUCHUTLINHBI
O0beM AUCIHUILIHHBI (3.€.) 5
O0beM JUCHUILIMHBI (AK.Yac.) 180
KonTakTHasi padora ¢ 70
npenoaaBaresieM (aK.4ac.),
B TOM 4HcCJIe:
IIpoBeneHue TeKIIUOHHBIX 28
3aHATHH
IIpoBeneHune NpakKTHYECKHUX 14
3aHAATHIl, CCMUHAPOB
IIpoBenenue Jad0paTOPHBIX 28
padoT, 3aHATHI 11O
HHOCTPAHHOMY fI3bIKY
CamocrosiTesibHass pabora 110
(ak.4ac.)
®opMbI TEKYLIET0 KOHTPOJIA Bxonnoe tectupoBanue (1)
3amuiaeMoe KOHTpoJibHOE Meporpusitue (3)
HtoroBoe koHTposnbHOE Meponpusitue (1)
®opMBbI IPOMEKYTOUHOI Ok3ameH (13 Tpumectp)
aTTecTaluu




5. AHHOTI/IPOBaHHOC OonmucaHue CoaAcpKanusd pasacjaoB U TEM TUCHUIIJIHHBI

Ynpasiaenue nuapopmaunonHoi 6esonacHocTolo. [lepBbiii cemecTp

Tema 1. BBenenne. OcCHOBHbIE MOHATHS B 00JIaCTH TEOPUM ynpaBJjieHusi. MeHeXKMeHT.
OcHOBHbIE TIOHATHUS, TEPMUHBI U onpeaenenus. [Ipenmer u 3anaun nucuurunHbl. Llenu u 3agaun Kypea u ero
MECTO B ITOATOTOBKE MarkucTpoB. B3auMocBs3b Kypca ¢ ApyruMH JUCHUIUIMHAME Y4eOHOT O IJIaHa.
Metoauueckue marepuaisl. [lepuoanaeckne n3nanus. O0s13aTeNbHAS U JOMOJHUTEIBHAS INTEPATYPA.
Omnpenenenre BXOJHBIX JaHHBIX OLEHKU. Poin u 0053aHHOCTH 1O MPOBEJCHHIO OLIeHWBaHUA. MoJienb OleHKH
nporecca. MepornpusTHs mpoliecca OLIEHUBAHUS U BHIXOJHBIC JaHHbIE OlleHUBaHUs. DaKTOPhI yCIENTHOM
OLIEHKH Ipoliecca.

Tema 2. BBenenue. bazosbie Bonpocsl ynpasiaenuss Ub
[IpoteccHslii moaxo BaxkHOCT U aKTyalbHOCTh TUCHUILTUHBL. E€ B3aUMOCBSI3b ¢ APYTUMU TUCIUILIMHAMHA
cnenuanbHocTu. ConepxaHue TUCIUIUIMHBL. Buabl konTposs 3HaHui. CymHOCTh U (QyHKUINHU yTIpaBICHHUS.
Hayka ynpasnenus. [Ipunnunel, moaxoasl ¥ Buabl ynpasienus. Llenu u 3anaun ynpasnenus Ub. [Tonstue
cuctemsl yrpasienus. [lousatue CYUB. Mecto CYUD B pamkax o011eii CHCTEMBI yIIPaBICHHSI TPEAIPUSATHEM.
Crannaptuzanus B 00J1aCTH TOCTpOEHUs cucteM ynpasieHus. Mcropus pazsurtus. [lonstue nporecca.
Meroap! hopmanm3aruu nporeccos. Llenu n 3amaun hopmanmsaiuu nporeccos. [IoHaTHE TPOIIECCHOTO
noaxona. [IponeccHslit moaxox K pa3paboTke, peann3alni, IKCIUTyaTalllu, aHAIU3Y, COMTPOBOXKICHUIO U
COBEpIIICHCTBOBaHMUIO cucTeM yrpasienus (Ha npumepe CYUB). OcuoBubie npoueccel CYUbB u TpeboBanus,
MPEABSIBISIEMBIE K HUM KaXKJIbIM U3 CTaHJapTOB.

Tema 3. Cucrema ynpasiaeHusi HHGOPMALHMOHHOI 0€30I1aCHOCTBIO.
Oo6mactp nearensHoctd CYUD. Ponesas ctpykrypa CYUD. [Homutuka CYUD. Tlorstue o0aacTu AesITEIBHOCTH
CYUb. Mexaau3Mm BeiOOpa obsactu aestenbHoCcTH. CocTaB 001aCTH A€SITEIBHOCTH (TIPOIIECCHI, CTPYKTYPHBIC
MOJpa3/IeIeHus] OpraHu3aluy, Kaapel). Onucanue o01acTH IESTENbHOCTH (CTPYKTYpa M COJIepyKaHue
nokyMmenTa). [Tonsitue ponu. Mcnonb3oBanue ponesoro npuHiuna B pamkax CYUB. [Ipeumymniectsa
UCIOJIb30BaHus pojeBoro npuHiuna. Ponesas crpykrypa CYUDB (ocHOBHBIE U JONIONIHUTENbHBIE POIH). Poiib
BBICITIETO pyKOBOIcTBa opranu3anuu B CYHWbB. Dramnbl pazpadotku u pynkimonuposanust CYUD, Ha KoTOphIx
BaYKHO y4acTue pyKOBOJCTBa opranu3anuu. CyTb ydyacTusi pyKOBOJCTBA OpraHU3alluy Ha 3THUX 3Tallax
(yTBeprkJIeHHE JOKYMEHTOB, PE3yJIbTaTOB aHAIN3a PUCKOB U T.1I.).
Ocnosuble nporneccsl CYUD. O6s3atenbhas nokymenrtanus CYUD Ipoueccel «YnpaieHue JOKyMEHTaMI» U
«YnpaBieHue 3anucaMuy (LIeIH U 3a/1a4M MIPOLECCOB, BXOIHbIE/BBIXOIHBIE JaHHBIE, POJIU YYaCTHHKOB,
o0s13aTeNbHBIE ATaIlbl IPOLIECCOB, CBsA3U ¢ Apyrumu npoueccamu CYUB). [Iponeccs! ynyumenus CYUD
(«BryTtpennuii aynur», «Koppekrupyromue neiictusy, «Ilpegynpexnatomue neictaus»). [Ipouece
«MoHUTOPHUHT 3P PEKTUBHOCTH» (BKIIOUas pazpaboTKy MeTpuk 3 dextuBHoctn). [lonsrue «3penoctsb
nporeccay. [Ipouecc «AHanu3 co CTOPOHBI BBICIIET0 pyKoBoIcTBay». [Iponecc «O0ydeHue u odbecrieueHue
OCBEJIOMJICHHOCTH.

Tema 4. Pucku UB. Cuctema ynpasiienus puckamu Ub.
[ens nporecca ananmza puckoB Mb. Dtamnsl U yyacTHHKH Tpoiiecca aHanu3a puckoB Mb. Pazpabotka
Meroavku ananu3a puckos Mb. luBeHTapu3anus aktuBoB. [lonsatue aktuBa. Tumbl aktuBoB. McTouHMKH
nHpopManuu o0 aKTUBAaX OPraHU3allM, KaK OTKPBITbIE, TaK U 3aKpbIThie. BbiOop u ananu3 yrpos b
(TEXHUYECKHX, IPOrPAMMHBIX, IPOrPaMMHO-AIIIAPATHBIX, OPIraHU3ALIMOHHBIX, B TOM YHMCJIE COLUAIbHON
MHXEHEpPUH) U yA3BUMOCTEH (CBA3aHHBIX C TEXHUYECKUMU, IPOrPaMMHBIMH, TPOrPaMMHO-aIapaTHBIMU
CPEICTBaMHU, a TAaKXKe C MEPCOHAIIOM) JIJIsl BBIJICJICHHBIX Ha 3Tare MHBEHTapu3aluu akTUBOB. OlIeHKa pUCKOB
Wb, B TOM umciie CBSI3aHHBIX C COLMATIbHON MHKeHepuel. [InanupoBanue Mep o 00paboTKe BBISIBICHHBIX
puckoB 1b, kak 3alUTHBIX, TaK U IPEBEHTUBHBIX. [IpoBeeHNe necneioBaHuil IO ONPEAEIEHUIO
YCTOMUMBOCTH MH()OPMAIIIOHHON CUCTEMBI K BHEIITHUM BO3JICHCTBHSIM. Y TBEP)KJICHHE PE3YIHTaTOB aHAIN3a



puckoB Ub y BeIciiero pykoBoacTBa. Mcrnonb30BaHne pe3ynbTaToB aHanu3a puckos b

Tema 5. CtangapTu3anusi CHCTEMbI yPaBJeHUsI HHPOPMAIMOHHOH 0€3011aCHOCTH
Cepus crangaproB 'OCT P UCO/MBK 27000. TOCT P UCO/MDK 13335. O6mue kputepun UCO 15408,
NCO 18045. Cranmapt UCO 17799. Ceprudukanus mo ISO/TEC 27001 umu T'OCT P UCO/MBK 27001.
[Tepuon skcruryatanuu CYUbB nepen ceprtuduxarnueii. Opransl o ceprudukainuu, padorarmme B PO (ux
paznuuus U TpeOoBaHus ). DTarbl cepTUPUKAMOHHOTO ayauTa. Pemenue o ceprupukanuu. CTaHaapThl cepuu
NIST, BSI, BS.

Tema 6. [lonuTuka HHPOPMALMOHHOH 6€30NIACHOCTH
[TonuTuka Ge3omacHOCTH aBTOMaTu3upoBaHHbIX cucteM. [lomutuka CYUDB. Pa3pabotka [lonuruku
6e3onacHoctr CYUB. Crangapt ynpasienus uadopmanronnoit 6ezomnacuocteio 'OCT P UCO
17799.1Tousitue [omutuku CYUB. Lenu [omutuku CYUB. Ctpykrypa u conepxkanue [lonutuku CYUBD.
Hctounuku nnpopmanuu s papadotku [lonutuku CYUB.

Tema 7. MexaHu3Mbl peajiM3aliy CUCTeMbI yIIpaBJeHUs HHPOPMALMOHHOI 0€30MaCHOCTH
CpenctBa ynpasienusi nHGOpMaIMOHHON O6e30macHoCThi0 CpeacTBa MOAIEPKKU MPOIIECCOB YIPABICHUS
nHpopmannonHoi 6ezonacHoctsio AC. [Iporpammusie peannzauuu. Mcnons3oBanue DLP cucrem u ERP
cucteM Juis ynpasnenus b B uHpopmaiimonHoii cepe opranusarium.

Tema 8. YacTHble NOJIMTUKHA UHGPOPMAMOHHOM 0€30MACHOCTH
IIponeccst CYUD. Ionutuku 6e3omnacHoCTH npuMeHuTensHO K npoueccam CYUB. Tlpumeps! peanuzanuu.
[Tpumenenne crangapra FOCT P UCO/M3BK 17799

Tema 9. YnpaBiieHue MHIMAEHTAMU UHPOPMALIMOHHOK 0€30MACHOCTH ABTOMATU3MPOBAHHBIX CHCTEM
enu u 3amaum nporecca «YnpasieHus uHIuAeHTaMu Wb, BaXHOCTH mpoliecca ¢ TOUYKH 3pEHUS yIPABJICHHS
Wb BxomHbIe/BBIXOHBIC TaHHBIC TIpoliecca. YYacTHUKH mporiecca. O6si3aTenbHbIe 3Tamnbl mpoiecca. CBs3H C
npyrumu npoueccamu CYUb

Tema 10. IIpouecc Odecneyenne HenmpepbIBHOCTH BeleHUs OM3Heca
[enn u 3amaun npouecca «O0ecrieueHrne HeMIPEPLIBHOCTH BeJIeHHsI OM3Heca». BXoIHbIe/BBIXOHBIC TaHHBIC
npouecca. Y4yacTHUKH nporecca. O6si3aTenbHble 3Tansl npouecca. Cssu ¢ qpyrumu npouneccamu CYUB.
CrannapThl INTAHUPOBAHUS U yIpaBieHus HenpepelBHOCTHIO Ou3Heca. ['OCT P MCO/MDK TO 18044-2007.
I'OCT P 53647.1,2,3- 2009. [Toctpoenne COHB.

Tema 11. YnpasieHne aTTeCTOBAHHBIMHM 00beKTaMH UH(poOpMaTH3allUN
TpebGoBaHus K aTTeCTOBaHHBIM 00BEKTaM MH(POpMaTH3aLUU. YIpaBIeHHE U3MEHEHUSIMU. Y IIpaBJIeHNE
HENPEPBIBHOCTHIO paboThl 00BEKTOB. B3anMoelicTBue ¢ opranaMu aTTeCTallu U JIMLEH3UaTaMH,
PETyISATOpPaMHU B TIPOIECCE IKCILTyaTalluu OOBEKTOB.

Tema 12. YnpasieHnue cucTeMoil Kpunrorpagu4ieckoi 3auThl HHPOpMALNH B
ABTOMATU3HPOBAHHBIX CHCTEMAaX
TpeOoBaHwMsI K CpeACTBAM KPUNITOTPAPUIESCKON 3alUTHI B OpraHU3aIui. DKCIUTyaTaIUs CHCTEMBI
kpurnrorpaduu. YopapieHue KiroueBoi nadopmanueit. PaccienoBanue HHITMICHTOB.

Tema 13. YnpasJ/ieHre cUCTEMOI 3alIIUTHI NePCOHANBHBIX JaHHBIX (C3UII/IH) B uHGoOpMaAUMOHHBIX
cucreMax o0padoTkmn nepcoHaabHbIX JaHHbIX (MCIIIH)
ITopsanox co3nanus C3UIIAn. Oxcrutyatauust UCIIJIH. BHecenue n3menennii. CucreMa ynpaBieHUs
uHpopmannoHHoi 6ezonacHocThio [1/1H B opranuzanuu. YcroiunBocts UCII/IH K BHEITHUM BO3/1EHCTBUSM.



Tema 14. YnpaBJ/ieHHe CHCTEMOIi 3alIIMTHI B rocyaapcTBeHHbIX HHpopManmoHHbIX cuctemax (I'MC).
[Topsnok cozganusa ['UC. Dxcmnyaranus [ IC. Buecenne namenenuii. Cucrema ynpaBieHHs
nHpopmarmonHoit 6e3omacHocThio ['UC.

Tema 15. KonduaeHunaabHoe 1e10NPOU3BOACTBO
Yrpasiienue opranu3anueid HHGOpMaIMOHHONW 0€30MacHOCTH B KOHPHUACHIIMATHEHOM JIOKYMEHTOO00POTE.
UcnonszoBanne DLP-cuctem. ABTOMaTu3aius KOHPUACHIMAIBHOTO JOKYMEHTO000pOTa. YTIpaBicHUE
CHUCTEMaMH 3aIUTH HH(HOPMAITUU B KOHPUICHIIMAIBHBIX CETAX

HNTorosoe KOHTPOJIbHOE MEPONIPUATHE. IK3aAMEH.
DK3aMeH MPOBOJIUTCS B YCTHOM (hopme, o OumiieTam, cofepKalluM JBa TEOPETUYECKUX BOIIPOCA IO BCEMY
KypCy OUCLUITINHEI



6. MeToanueckue YKa3aHus /151 00yYaIOUIMXCH 10 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. [lepeyeHb OCHOBHOM M IONOJHUTEIbHON YUeOHOM JIUTEPATYPbI
OcHoBHas:

1. l'amarenko, B. A. OcHOBBI HH(pOpPMAITMOHHOW Oe30MMacHOCTH : yueOHoe mocooue / B. A. I'anaTtenko. — 3-¢
n3a. — Mocksa : UaTeprer-YHusepcurer Unpopmannonnsix Texnomoruit (MHTYUWT), At [Iu Ap Menua,
2020. — 266 c. — ISBN 978-5-4497-0675-1. — Tekct : anexktponHsIii // LludpoBoit 00pa3zoBaTeNbHBIN pecypc
IPR SMART : [caiiT]. http://www.iprbookshop.ru/97562

2. l'omukoB, A. M. OCHOBBI IPOSKTHPOBAHUS 3AIIHUIIEHHBIX TEIEKOMMYHHUKAIIMOHHBIX CHCTEM : yueOHOe
nocobue ms cnienuanurera: 10.05.02 Madopmanmonnas 6e30mMacHOCTh TEIEKOMMYHUKAIIMOHHBIX CHCTEM.
Kypc nekiuit, KOMIbIOTEPHBIM MPaAKTUKYM, KOMITBIOTEpHBIE J1ab0opaTopHble pabOTHI U 3aJjaHKe Ha
camocTosaTenbHyto padoty / A. M. I'onmukoB. — Tomck : ToMckuit ToCy1apCTBEHHBI YHUBEPCUTET CUCTEM
yIpaBJIeHUS U PaIuOIEKTPOHUKH, 2016. — 396 c. — ISBN 2227-8397. — TekcT : 37IeKTPOHHBIH //
OnexkrpoHHO-O0nOHoTeunas cucremMa IPR BOOKS : [caiir]. http://www.iprbookshop.ru/72158.html

3. OcHoBBI ynipaBiieHUs HH(OpMAIMOHHOM Oe3omacHocThI0. Cepust «Bonpock! ynpasienrne HHGOpMaIMOHHON
6e3onacHocThi0". Beimyck 1 : yuebnoe nocodue / A.Il. Kypuno, H.I'. Munocnasckas, M.}O. Cenaropos, A.1.
Toncroii. — Mocksa : I'opsiuas nuaus-Tenexkom, 2012. — 244 ¢. — ISBN 978-5-9912-0271-8. — Tekcr :
3IEKTPOHHBIHN // JlaHb : 2JIeKTpOHHO-OMOIMOTEUHas cucteMa. https://elis.psu.ru/node/619854

4. Munocnasckast, H.I'. TexHndyeckue, opraHi3allMOHHbBIE U KJPOBBIE ACMIEKTHI YIIPaBIeHHUs HH(OPMAITMOHHON
6e3onacHocTbio. Cepus «Borpocs! yrpasineHre HPOPMALMOHHOM Ge30macHoCcThI0". Brimyck 4 : yueOHOe
nocobue / H.I'. Munocnasckas, M.1O. Cenatopos, A.W. Tonctoit. — Mocksa : ['opsiuas munusi-Tenekom,
2012. — 214 ¢. — ISBN 978-5-9912-0274-9. — TekcT : 3neKTpoHHbIH // JIaHb : 31eKTpOHHO-OMOIMOTEUHAs
cuctema. https://elis.psu.ru/node/619856

5. AaucumoB A. A. MeHeKMeHT B chepe HHPOPMaMOHHOM Oe30macHOCTH: YueOHoe mocodue / A.A.
AnucumoB. — M.: UnTepuer-YHuBepcurer Madopmanuonnsix rexnonoruit: BUHOM. Jlabopatopust 3HaHUH.
2009. — 176 c.: un. Taba. — (OcHoBBI HHPOPMAITMOHHBIX TexHOsIOTUi). — ISBN 9778-5-9963-0237-6. —
TexcT : 27eKTpOHHBIN // DNeKTpOHHO-0MbIMoTeuHas cucreMa bubnmmoTex : [caift].
https://bibliotech.psu.ru/Reader/Book/8807

6. Munocnasckas, H.I'. Ynpasnenue puckamu nunopmannonnoit 6e3omacHoctu. Cepus «Borpocst
yIpasiieHue HHPOopMaIMoHHOM 6e3onacHocThI0". Bhimmyck 2 : yue6Hoe nocodue / H.I'. Munocnasckasi, M.1O.
Cenaropos, A.W. Toncroit. — Mocksa : ['opsiuas nunusi-Tenexom, 2012. — 130 c. — ISBN 978-5-9912-0272-
5. — TexcT : anexTpoHHbIi // JIaHb : AMeKTpOHHO-OuOIHoTe Has cuctema. https://elis.psu.ru/node/619855

JdomosHuTeIbHAS:

1. Uadpopmanmonnoe npaso. MudopmannonHas 6€30macHOCTh U 3anuTa HHGOpMAaIu:cO. HOPMaTUBHO -
paBoOBBIX akTOB/IlepM. roc. WH-T UCKYCCTBA M KyIbTYphL.-Ilepmb:[6. 1.],2004.-328.

2. I'pebemikoB A. 0. TexHuueckas 3KCIUTyaTalys U yIpaBICHHE TSICKOMMYHHKAIIMOHHBIME CETSIMHA U
cucteMaMmu: YueoHoe nmocooue/I'pedemkoB A. FO..-Camapa:IToBomKCKH TOCYIapCTBEHHBI YHUBEPCUTET
TeneKoMMyHuKaruii 1 uHpopmatuku,2017.-199. http:// www.iprbookshop.ru/75415.html



9. Ilepeuenn pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIUILINHBI

https://searchinform.ru/informatsionnaya-bezopasnost/ caiit kommaanu SearchInform
https://www.croc.ru/ Caiit komnanuu Kpok
10. Ilepeuenb uHGPOPMAITUOHHBIX TEXHOJIOT Ui, HCIOJIb3yeMbIX IIPH OCYIIECTBJICHUMN
00pa30BaTeJIbHOIO MpoIecca Mo JMCIHUIINHE

OO0pa3zoBarenbHbIi IpoIece M0 AUCHUILIUHE YNIpaBieHue HHPOPMALIMOHHOI 0€3011aCHOCTHIO
Ipe/roiaraeT UCIOIb30BaHUE CIIEAYIOLIETr0 MPOrpaMMHOI0 o0ecreyeHus: U HH(OPMAIIMOHHBIX CIIPAaBOYHBIX
CUCTEM:

OO6pa3oBarenbHbIi Ipolece N0 AUCHUILUIMHE Y IpaBiIeHne HHPOPMAIMOHHONW 6€30I1aCHOCTH MPEoaraeT
UCIOJIb30BAaHUE CIIEIYIOIIEro MPOrpaMMHOro o0ecredeHns: 1 HH(POPMAIIMOHHBIX CIIPABOYHBIX CUCTEM:
ITporpammHoOe oOecnieueHue:

-Omneparuonnas cuctema ALT Linux;

-Oducubiit naket npunoxeHuit «LibreOfficer.

- MS Windows 7, 8, 10

- CpenctBo Microsoft Baseline Security Analyzer (MBSA) Bepcuu 1.2.1 cBoO01HO pactipocTpaHsiemas Bepcus
- 1O "T'pud", "Konnop" xomnanuu Digital Security akageMudeckast TULIEH3US

- [1O SIEM Splunk cBoGoiHO pacripocTpaHsiemMas Bepcus

- C3H "Secret Net"

- C3U "Dallas Lock"

- [10 "Wingdocs"cB060JHO pacnpocTpaHseMasi Bepcust

- I10O ouenku puckos "RA 2A" cBo00IHO pacmpocTpaHseMas Bepcusl.

CnpaBounas cuctema "Koncynprant mmoc”, "I"apant" oHmaitn Bepcus .

[Tpu ocBOeHMM MaTepHala U BHITIOJIHEHHS 3aJaHHUH MO JUCIUIUINHE PEKOMEHYETCs HCTIOIb30BaHNE
MaTepHaoB, pa3MelIeHHbIX B JInunbix kabunetax odyvaromuxcs ETUC [ITHUY (student.psu.ru).

[Tpu opranu3anu JUCTAaHIIMOHHON paObOTHl M MPOBEACHUH 3aHATUH B PEXKUME OHJIAWH MOTYT
UCIOJIb30BAThCH:

crcTeMa BUJICOKOH(pepeHIICBs3U Ha ocHoBe 1atdopmel BigBlueButton (https://bigbluebutton.org/).

cuctema LMS Moodle (http://e-learn.psu.ru/), koTopas moaaepxKuBaeT BO3MOKHOCTb UCIIOJIb30BaHUS
TEKCTOBBIX MaT€pPHAJIOB U MPE3EHTALNH, ayIN0- U BUJICOKOHTEHT, a TaK K€ TECThI, IPOBEPsEMbIE 3a/1aHus,
3aJJaHuA JJ11 COBMECTHOI paboTBhI.

cuctema tectupoBanus Indigo (https://indigotech.ru/).

11. Onucanue MaTepHAJILHO-TEXHUYECKOI 0a3bl, HE0OX0AMMO AJIs1 OCYIIeCTBJICHUS
00pa30BaTeJBHOI0 NpoLecca 1o JMCUHUILINHE

1. JIekuoHHBIE 3aHATHSI, TPYNIOBbIE (MHAMBUAYAIbHbBIE) KOHCYJIBTALUU, MEPONIPUATHUS TEKYILIETO KOHTPOJIA U
MIPOMEXKYTOYHOM aTTeCTaI[K MPOBOJSATCS B Ay JUTOPUH, OCHAILIEHHOM MPE3EHTAIIMOHHON TEXHUKOU (IIPOEKTOP,
9KpaH sl MPOEKTOPa,KOMITBIOTEP/HOYTOYK), a TAKKe MEJIOBOM (¥) WIM MapKEepPHOH JOCKOM.

2. JlabopaTopHbIe U MPAKTHUECKUE 3aHATHSI MPOBOAATCS B KoMmbroTepHOM Kitacce Kadeaps
PaMO3ICKTPOHUKH U 3aIUTHl HH)OPMAIUK ¢ TEXHHUECKUM OCHAIIICHHEM, YKa3aHHBIM B TTaCIIOPTE
KOMITBIOTEPHOT'O KJIacca

3. CamocTosTenbHas padora:

KommbroTepHslii kitacce kadeapbl paano3IeKTPOHUKH U 3aIUTHl HH(pOpMaIumy,



nomernieHus: Hayanoit 6nonuorexu [II'HUY ,ocHammeHHBIe KOMITBIOTEPHOM TEXHUKON C BOBMOYKHOCTBIO
MOAKIIOYEHUS K ceTH «IHTepHET», 00eCTIeueHHbIE JOCTYIIOM B 3JICKTPOHHYIO HH()OPMAITMOHHO-
00pa3oBaTeNbHYIO Cpely YHUBEPCUTETA.

[Tomemenust nayunoi 6mbmuorexku [ITHUY mist oGecrieuenust caMoCToSITEIbHON PaboThl 00yUYarOIIMXCS:

1. Hayuno-0ubnuorpaguueckuii otaen, kopm.l, aya. 142. OGopynoBaH 3 nepcoHalbHbIMU KOMIIBIOTEPA C
JOCTYTIOM K JIOKQJIbHOM U T7100a7IbHON KOMIIBIOTEPHBIM CETSIM.

2. YnTanpHBIN 3aJ1 TYMaHUTApHOM JUTEPATyphl, KOpI. 2, ayad. 418. O6opynoBaH 7 nepcoHalIbHBIMU
KOMIIBIOTEPAMH C IOCTYTIOM K JIOKaJIbHOH M I7T00AIbHOM KOMIIBIOTEPHBIM CETSIM.

3. UuranbHbIHN 3a71 €CTECTBEHHOM auTeparypsl, kopim.6, aya. 107a. O6opynoBaH 5 nepcoHaNbHBIMU
KOMIIBIOTEPAMH C IOCTYIIOM K JIOKaJIbHOM U INT00ANbHOM KOMIIBIOTEPHBIM CETSM.

4. OTnen nHOCTpaHHOU NUTEpaTyphl, Kopi.2 aya. 207. O6opyaoBaH 1 nepcoHaIbHBIM KOMIBIOTEPOM C
JOCTYIIOM K JIOKQJIBHOM U II100aJIbHOM KOMITBIOTEPHBIM CETSIM.

5. bubnuoTteka opunuyeckoro axkynprera, kopmn.9, aya. 4. O6opynoBana 11 nepcoHaIbHBIMU
KOMIIBIOTEPAMH C JOCTYIOM K JIOKAJbHOM U INT00AIbHOM KOMIIBIOTEPHBIM CETSIM.

6. UnranbHpli 3a1 reorpadudeckoro dakynaprera, Kopn.8, aya. 419. O6opynoBan 6 nepcoHaIbHBIMU
KOMIIbIOTEPAMH C JOCTYIIOM K JIOKaJIbHOM U INT00AIbHOM KOMIIBIOTEPHBIM CETSM.

Bce koMIbloTephl, yCTaHOBIIEHHBIE B IOMEIIEHUAX HAYYHON OMOIMOTEKH, OCHAIIEHBI CIIETYIOIINUM
MIPOTrpaMMHBIM 00€CTICYeHUEM:

Onepanuonnas cuctema ALT Linux;

Oducnerii maker Libreoffice.

CrnpaBouHo-1nipaBoBas cucreMa «Koncynprantlinroc»



@oH/IbI OLIEHOYHBIX CPEICTB AJIsl ATTECTAMM MO AUCHHUIIIMHE
Ynpasienue uHpopManuOHHON 0€30I1ACHOCTHIO

I[lnannpyemble pe3yabTaThl 00y4eHHsl 0 TUCHUILIHHE IS GOPMUPOBAHUS KOMIIETEHIIUM.
NuaukaTopbl M KPpUTEPUU UX OLleHMBAHUS

OIIK.13

Cnoco0eH ocyniecTBIATH pa3padoTKy, BHepeHHe U IKCIIYaTALMI0 ABTOMATH3MPOBAHHBIX
CHCTEM € y4eTOM TpeOGoBaHMIi N0 3a1uTe HHpOpMAUMHU, IPOBOAUTH MOAT0TOBKY MCXOAHBIX
JAAHHBIX VIl TEXHMKO-IKOHOMHYECKOIr0 000CHOBAHUS NMPOEKTHBIX pelleHuii

Komnerenuus IInanupyemsble pe3yJibTaThl Kpurtepuu oneHnBanus pe3yJbTaToB
(MHaUKaTOP) o0y4eHus o0y4eHus
OIIK.13.1 Ornpenenser CTpYyKTypy CUCTEMBI HeynoBierBopures
Omnpenenser CTPYKTypy | 3amuThl HHGOpMAIUK He 3HaeT CTpyKTypy CHCTEMBI 3aIIUTHI
CHCTEMBI 3aIIUTHI ABTOMATHU3UPOBAHHON CUCTEMBI B | HHYOPMAIIMU aBTOMAaTH3UPOBAHHOM CHCTEMBI B
uHpOopMaLun COOTBETCTBUH C TPEOOBAHUSIMU | COOTBETCTBHU C TPEOOBAaHUSIMHI HOPMATHUBHBIX
aBTOMAaTHU3UPOBAaHHON HOPMATUBHBIX MPABOBBIX MIPABOBBIX IOKYMEHTOB.

CHCTEMBI B COOTBETCTBUH
¢ TpeOOBaHUAMHU
HOPMAaTHBHBIX TPABOBBIX
JIOKYMEHTOB

JOKYMCHTOB

OTtcyTcTBUE 3HAHUI OCHOBHBIX HOPMATUBHO
MIPABOBBIX JOKYMEHTOB B 00JIACTH 3aIIUTHI
nHpopmanuu.

OTcyTCcTBHE YMEHHI HAXOJUTh COBPEMEHHbBIE
MOJTXO/IBI K CO3aHUIO CHCTEMBI 3aIlIHUTHI.

Y10BJ1€TBOPUTEJBH
OO61ue, HO HE CTPYKTYPHUPOBAaHHBIC 3HAHUS
ocHOB ynpasienus 1b.
YactuyHo c(hopMHUPOBAaHHOE YMEHUE
OTIpeICNICHUS] CTPYKTYPhI CUCTEMBI 3aLUTHI
nH(GOpPMAaIIK aBTOMATH3HUPOBAHHON CUCTEMBI B
COOTBETCTBHUH C TPCOOBAHUSIMHU HOPMATHBHBIX
MIPABOBBIX IOKYMEHTOB PETYJISITOPOB B 00J1aCTH
MH(POPMALIMOHHON 0€30MaCHOCTH.

Xopoio
OO11ue, HO HE CTPYKTYPUPOBAaHHbIE 3HAHUS
CTPYKTYPbI CHCTEMBI 3aIIUTHI HH(OPMAITUN
aBTOMATH3HPOBAHHOW CUCTEMBI.

Nwmeer npescraBieHre 00 OCHOBHBIX METO/aX
OTIPEICTICHUS] CTPYKTYPBI CUCTEMBI 3aLTUTHI
nH(pOpMaIIMK aBTOMAaTU3UPOBAHHON CUCTEMBI B
COOTBETCTBHUH C TPEOOBAaHUSIMU HOPMATUBHBIX
MIPABOBBIX IOKYMEHTOB PETYJSATOPOB B 00IACTH
nH(pOpMaITMOHHOW 0€30MMacHOCTH.

OTtiam4yHo
CdopmupoBaHHBIE CUCTEMATUYECKUE 3HAHUS
CTPYKTYPbI CUCTEMBI 3alIUThI HH(OPMALIUU
aBTOMATHU3HPOBAHHON CUCTEMBI B COOTBETCTBHHU
¢ TpeOOBaHUSIMU HOPMATHUBHBIX MPABOBBIX




KoMnerennus

IInanupyemble pe3y/bTaThl

Kpurepun oneHuBanus pe3yibTaToB

(MHAUKATOP) o0y4eHust o0y4eHust
OtiamnuyHo
JOKYMEHTOB
CchopMupoBaHHOE yMEHHE ONPEIEIATh
CTPYKTYPY CUCTEMBI 3aIlIUThI HH(OPMALIUN
ABTOMAaTU3HPOBAHHON CUCTEMBI B COOTBETCTBUU
¢ TpeOOBaHUSIMU HOPMATUBHBIX MPABOBBIX
JOKYMEHTOB PEryJsiTOPOB B 00JIaCTH
nH(pOpMaAITMOHHOW 0€30MMacCHOCTH.
OIIK.10
Crnoco0eH pa3padaTbiBaTh KOMIIOHEHTHI CHCTEM 3alIUThHI HHPOPMallui ABTOMATH3MPOBAHHBIX
CHCTEM
Komnerenuus IInanupyemble pe3y/bTaThl Kputepun oneHuBanus pe3yibTaToB
(uHaMKaTOp) o0yuyeHust o0yueHust
OIIK.10.1 Pa3pabartpiBaeT TEXHUYECKYIO HeynosiaerBopure
Pa3pabarbiBaer JOKYMCHTAIMIO Ha KOMIIOHeHThI | He 3HaeT kakas TeXxHu4eckas JOKyMEHTalHs
TEXHUUYECKYIO AaBTOMATHU3HPOBAHHBIX CUCTEM pa3pabaTbiBaeTCsi Ha KOMIIOHEHTBI
JIOKYMEHTAIMIO Ha ABTOMATU3HPOBAHHBIX CHCTEM.
KOMITOHEHTBI OTtcyTcTBUE 3HAHUH 1O TOPSAAKY pa3paboTKu
aBTOMAaTU3UPOBAHHBIX JOKYMEHTAIlMH Ha KOMIIOHEHTHI
CUCTEM aBTOMATHU3HPOBAHHBIX CHCTEM.

YnoBaerBopuTebH
OO01ue, HO HE CTPYKTYPUPOBAaHHbBIE 3HAHUS
KOMIIOHEHTOB aBTOMAaTU3HPOBAHHBIX CUCTEM.
YactiuuHo c(hOpMUPOBAHHOE YMEHUE
pa3padarbIBaTh JOKYMEHTAIIUIO HA KOMITOHEHTHI
aBTOMATH3HPOBAHHBIX CHUCTEM.

Xopoio
OOu1re, HO HE CTPYKTYPHUPOBAHHBIE 3HAHUS
KOMIIOHEHTOB aBTOMAaTU3HPOBAHHBIX CUCTEM.
Nwmeer npescraBieHre 00 OCHOBHBIX METO/IaX
pa3pabarbIBaTh JOKYMEHTAIIUIO HA KOMIIOHEHTBI
aBTOMAaTH3HPOBAHHBIX CHCTEM.

Nwmeer ¢pparmeHTapHOE NIPUMEHEHHE HAaBBIKOB
cbopa JaHHBIX 715 pa3pabOTKU JOKYMEHTAIIUU
HA KOMIIOHEHTBI CUCTEMBI 3alTUThHI
nH(popmanuu.

OTtim4yHoO
CdhopmupoBaHHbIE CUCTEMAaTHUECKUE 3HAHUS
KOMITOHEHTOB aBTOMATHU3HPOBAHHBIX CHCTEM.
CdopmupoBanHOEe yMEHHE HAXOAUTH
COBpPEMEHHBIE MOJIXObI Pa3padaThIBAThH
JOKYMEHTAIUIO HA KOMITOHEHTHI
ABTOMATH3MPOBAHHBIX CHCTEM.




KoMnerennus

IInanupyemble pe3y/bTaThl

Kpurepun oneHuBanus pe3yibTaToB

(MHAUKATOP) o0y4eHust o0y4eHust
OT1iu4HO
VYcnenrnoe v cucTeMaTHuecKoe MPUMEHEHHE
HABBIKOB cOOpa JaHHBIX I pa3paboTKu
JOKYMEHTAIIUN Ha KOMIIOHEHTHI CHCTEMBbI
3a1uUThl ”HOPMAIUH.
OIIK.10.2 [IpoekTupyer 3aniuiieHHbIe HeynosierBopureJ
[Ipoektupyer ABTOMATH3HUPOBAHHBIE CUCTEMBI ¢ | OTCYTCTBUE 3HAHUI CTPYKTYPBI 3aILUIICHHBIX
3alUIICHHbIE Y4ETOM JEHCTBYIOIINX aBTOMATHU3HPOBAHHBIX CUCTEM U HOPMATUBHBIX
aBTOMATHU3HPOBaHHbBIE HOPMATHBHBIX X METOJMYECKHX | JJOKYMEHTOB PEryJIITOPOB B 00IAaCTH 3aILUTHI
CHUCTEMBI C YIETOM JIOKYMEHTOB nH(pOpMaIIUH.
JIEHCTBYIOIINX OTtcyTcTBHE YMEHUN aHAIM3UPOBATh TEKYyIIee
HOPMATHBHBIX U cocTosiHME UH(POPMALIMOHHOM 6€30MacHOCTH
METOAMYECKUX JUTS 3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX
JIOKYMEHTOB CUCTEMax.

OTCYTCTBI/IG HABbBIKOB IIPOCKTHUPOBAHUA
3alUIICHHBIC aBTOMATU3WPOBAHHBIX CUCTCM.

YnoBaerBopuTeabH
OO1ue, HO HE CTPYKTYPUPOBAaHHbIC 3HAHUS
CTPYKTYPBI 3aIIUIIEHHBIX
aBTOMATH3MPOBAHHBIX CUCTEM U HOPMATHUBHBIX
JOKYMEHTOB PETYJISITOPOB B 00JIACTH 3aIIUTHI
uHpOpMaLUH.
YactruuHo c(hOpMUPOBAHHOE YMEHUE
aHAJM3UPOBATh TEKYIEe COCTOSHUE
MHPOPMALIMOHHOM 6€30MacHOCTH ISt
3alUIIEHHBIX aBTOMaTHU3MPOBAHHBIX CUCTEMAX.
®parMeHTapHOE MPUMEHEHUE HABBIKOB
IIPOEKTHPOBATH 3AIUIICHHBIE
aBTOMaTH3HPOBAHHBIX CUCTEMBI.

Xopomuo
CcdopMmupoBaHHbIe, HO COJIEpXKAILUE OT/IEIbHbIE
po0esbl 3HAaHUS CTPYKTYPBI 3aILUIIIEHHBIX
aBTOMAaTH3MPOBAHHBIX CUCTEM U HOPMATUBHBIX
JOKYMEHTOB PETyJIATOPOB B 00JIACTH 3aLUThI
uH(pOpMaLIUH.

B nienmom ycmenisaele, HO coaepKanue
OTAENbHBIE MPOOEITbI YMEHHUS aHATHU3UPOBATh
TEKyIlee COCTOSTHIE MHPOPMALIMOHHOM
0€30MacHOCTH ISl 3alUIIEHHBIX
aBTOMAaTH3HPOBAHHBIX CHCTEMaX.

B nennom ycneninoe, HO cozeprkaiiee
OT/eNIbHBIE MPOOEIIbl IPUMEHEHUE HABBIKOB
IIPOEKTHUPOBAHNUS 3aAIIUIICHHBIE
aBTOMAaTH3HPOBAHHBIX CUCTEMBI.




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

OT1an4yHO
Yerko chopMUPOBAHHBIE CHCTEMATUIECKIE
3HAHUS CTPYKTYPHI 3aIIHUIIEHHBIX
aBTOMATHU3HPOBAHHBIX CUCTEM U HOPMATUBHBIX
JIOKYMEHTOB PETYJIATOPOB B 00JIACTH 3aIUTHI
nHpopmanuu.
CdopMupoBaHHOE YMEHHE YMEHHUE
aHAIM3UPOBATh TEKYIIEE COCTOSTHUE
nH(pOpMaITMOHHOM 0€30MacHOCTH IS
3aIUIICHHBIX aBTOMATH3UPOBAHHBIX CHCTEMAX.
YcnenHoe u cucTeMaTHIecKoe IPUMEHEHUE
HABBIKOB MPOCKTUPOBATH 3alTUIIICHHBIC
ABTOMATHU3HPOBAHHBIX CHCTEMBI.

OIICK.2

Cnoco0eH pa3padaTbiBaTh U IKCIIYaTHPOBATh CUCTEMBI 3aIIMTHI HH(POPMALMN OTKPBHITHIX
HH(OPMAIHOHHBIX CHCTEM

Komnerenmust IInanupyemble pe3yJbTaThl Kputepun oneHuBaHus pe3yabTaToOB
(MHaUKaTOP) o0y4eHHs o0y4eHus
OIICK.2.1 Ocy1iecTBIsIET MIAaHUPOBAHUE U HeynoBierBopures
OcymecTBisieT opranusanuio paboTsl nepconana | OTCyTCTBHE 3HaHUN pabOTHI EpCOHANA

IUTAHUPOBAHKE U
OpraHU3aIHI0 PAOOTHI
nepcoHalia
aBTOMATHU3HPOBAHHOU
CHUCTEMBI C YIETOM
TpeOOBaHUI1 IO 3aIIHUTE
uHpopmaruu

ABTOMATU3MPOBAHHOW CUCTEMBI C
YYETOM TPeOOBAHHUIA O 3aIUTE
nHbopmauu

aBTOMATH3HPOBAHHOM CUCTEMBI C yYETOM
TpeOoBaHuU 1O 3aIuTe HHPOPMAIIHH.
OTcyTcTBHE YMEHHH TUTAHUPOBAHUS PAOOTHI
NepcoHaIa aBTOMAaTU3UPOBAHHOM CUCTEMBI €
y4eToM TpeOoBaHMi MO 3a1uTe HHHOpMAIUH.
OTcyTCcTBHE HABBIKOB OpPraHU3aLUU paboThI
nepcoHaja aBTOMaTH3NPOBAHHOW CHCTEMBI C
y4eTOM TpeOOBaHHMH 110 3aIIUTE HH(POPMAIHH.
Y10BJ1€TBOPUTEbH
OO1u11e, HO HE CTPYKTYPHUPOBAHHBIE 3HAHUS
paboTHI IEPCOHATa aBTOMATU3UPOBAHHON
CHCTEMBI C Y4€TOM TPeOOBaHHMA 110 3aIUTe
nH(popmanuu.
YactnyHo c(hOpMHUPOBAHHOE YMEHHE
IUTAaHUPOBaHMs pabOThI IEpCOHAIIA
aBTOMATH3HPOBAHHOMN CUCTEMBI C yU4ETOM
TpeOOBaHUH 110 3aIUTe WH(HOPMAIIHH.
@®parMeHTapHOE MPUMEHEHNE HABBIKOB
OpraHu3aIyy padoThl IEpCoHAIa
aBTOMATH3HPOBAHHOM CUCTEMBI C YYETOM
TpeOoBaHuUH 1O 3aIuTe HHPOPMAIIHH.
Xopouo
CdhopmupoBaHHBIe, HO COJIEPKAIIUE OT/IETbHbIC
npo6essl 3HaHUs paboThI IEPCOHATIA




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

Xopomuo
aBTOMATH3HPOBAHHOM CUCTEMBI C yYETOM
TpeGoBaHuUH M0 3aIuTe HH(POPMALIHH.

B nienom ycneninsle, HO coaepxKarue
OTJeNbHBbIE MPOOEIIbl YMEHHUS TUNIAHUPOBAHUS
paloThI epcoHaa aBTOMATU3UPOBAHHOM
CHCTEMBI C y4€TOM TpeOOBaHUIl 110 3aluTe
nH(popmanuu.

B nennom ycnennoe, HO cozeprkalee
OTAETbHBIE MPOOEITBI TPUMEHEHHE HABBIKOB
opraHusanuu paboTsl epcoHaa
aBTOMATH3HPOBAHHOM CUCTEMBI C yYETOM
TpeOOBaHuUH 1O 3aIuTe HHHOPMAIIHH.

OT1iau4HO
Yetko chopMupoBaHHBIE CHCTEMATHICCKUE
3HaHUA pabOThI IEpCOHAIA
aBTOMATH3HPOBAHHOUN CUCTEMBI C yYETOM
TpeOOBaHUH 1O 3aIuTe HHPOPMAIIHH.
CdhopmupoBaHHOE yMEHUE YMEHHE
IUTAHUPOBaHMU PabOTHI IEpCOHANA
aBTOMAaTH3HPOBAHHOM CUCTEMBI C yYETOM
TpeOoBaHuUH MO 3aIuTe UH(POPMALIHH.
VYcnenrHoe ¥ cucTeMaTHuecKoe MpUMEHEHHe
HaBBIKOB OpraHU3aliy padoThl MEpCcoHaIa
aBTOMAaTH3MPOBAHHOM CUCTEMBI C yUETOM
TpeOOBaHU 1O 3aIUTEe HHPOPMAIIUH.

ITIK.6

Cnocoden MNPOBOAUTH KOHTPOJIb 3alIUIIICHHOCTH I/IH(l)OpMaIII/Il/I OT YTCUKH II0 TEXHUICCKUM

KaHaJIaM

KoMmnerenuus
(MHAUKATOP)

IlnanunpyemMble pe3ybTaThl
o0y4eHust

Kputepumn onennBanusi pe3yJibTaToB
o0y4eHust

I1K.6.2

ITonroraBamBaeT
OTYETHBIE MaTEPHUAIBI 110
pe3yJibTaTam
cHeaabHbBIX
HCCIICIOBaHUI

ITonroraBianBaeT OTYETHEIE
MaTepUaJIbI IO pe3yabTaTaM
CIIEUATBHBIX UCCIIEI0BAHUN

HeynoBjsierBopuresi
OtcyTcTBUE 3HAHUN TOPSIKA IPOBEACHUS
crenanbHbIX uccaeqoBanug AC.
OTtcyTcTBUE YMEHUN POBOIUTH OLIEHKY
COCTOSIHMSI 3aIUIIIEHHOCTH C KPUTEPHUIMU
HOPMATHUBHBIX JIOKYMEHTOB PETYJIATOPA.

Ya0BJI€ETBOPUTENBH
OO1ue, HO HE CTPYKTYPUPOBAaHHbBIE 3HAHUS
MOPsIIKA TIPOBEICHUS CTICTIHAIBHBIX
uccnenosanust AC.
YactraHo c(hOpMHUPOBAHHOE YMEHHUE
MIPOBOJIUTH OLEHKY COCTOSIHUS 3alUIIICHHOCTH




Komnerenuust IInanupyemble pe3y/bTaThl Kpurepun oneHuBanus pe3yibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust
YnoBj1eTBOPUTEbH

C KpUTEPHUSIMU HOPMATUBHBIX JOKYMEHTOB
peryusTopa.

Xopouo
CdopmupoBaHHbBIE, HO COJIEpKAIINE OTACTHHBIC
poOeITbl 3HAHUS MOPSIIKA POBEICHUS
crnenMaibHbBIX uccienoBanus AC.

B uenom ycnemnsie, HO coaeprKaume
OTJEeNbHbIE MPOOEIbl YMEHUS TPOBOAUTH
OIICHKY COCTOSIHUS 3aIIMIIECHHOCTH C
KPUTEPUSIMHA HOPMATHUBHBIX TOKYMEHTOB
perymusTopa.

OT1auuHo
YeTko chopMHUPOBAHHBIE CUCTEMATHICCKHE
3HAHUS TOPAJIKA MPOBEJCHUS CIIEIIUATbHBIX
ncciaenosanusg AC.

CdopMupoBaHHOE YMEHHE MTPOBOJIUTDH OIEHKY
COCTOSIHMSI 3aIUIIIEHHOCTH C KPUTEPHUSIMU
HOPMAaTHBHBIX JOKYMEHTOB PETYJISTOPA.




OueHoYHbBIE CPEACTBA TEKYIIEr0 KOHTPOJISI M IPOMEKYTOUYHOM aTTecTanun

Cxema gocTaBku ;. ba3zoBas

Buja meponpusiTus NPOMeKYTOYHOM aTTeCTANMH ¢ DK3aMEH
Cnoco6 npoBeieHNsI MEPONIPUATHS MPOMEKYTOYHOM aTTecTanuy : OlLiEHKa M0 JUCHUIUIMHE B paMKax
MIPOMEKYTOUHOM aTTeCTAIlH ONPEENIeTCS Ha OCHOBE 0a/ioB, HAOpaHHBIX 00YYarOIIMMCS Ha KOHTPOJIbHBIX
MEPOMPHUITUSX, TPOBOJIUMBIX B T€UEHHE YUYEOHOTO NIEpUO/Ia.
MaxkcuMajbHOe KoJIu4decTBo 0amioB : 100

KonBepranusi 6a/U10B B 0TMETKH

«oTianyHo» - ot 81 1o 100
«xopowmo» - ot 61 1o 80

«yJ0OBJIETBOPUTEJbHO» - OT 44 10 60
«HeYI0BJIETBOPUTEIbHO» / «<He3aYTeHo» MeHee 44 Oaiia

KoMmnerenuus
(uHaAMKATOP)

Meponpusitue
TeKYILero KOHTPoJIs

Kountposmpyemblie 3jieMeHTbI
pe3yJibTAaTOB 00y4eHHs

BxoaHoii KOHTPOJIb

Tema 1. Beaeuue.
OCHOBHBIC TIOHATHUS B
00J1acTy TEOpUU YIIPaBICHHUS.,
MenHemKMEHT.

BxoaHoe TectTupoBanme

[TpoBepsroTCS OCTATOUHBIC 3HAHHS paHee
npoiineHHbIX quctuiuing: «lIpaBoBoe u
OpraHM3alMOHHOE OOecreyeHne
MH(POPMALIMOHHOM 0€301MacHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM),
«TexHu4eckre cpesiCTBa 3aLUThI
uHpopmanuu"

OIIK.13.1

Omnpenensietr CTPyKTypy CHCTEMBI
3aIuThl HHGOPMaIUU
aBTOMATHU3UPOBAHHOW CUCTEMBI B
COOTBETCTBHUH C TPEOOBAaHUSIMU
HOPMATHBHBIX MTPABOBBIX
JIOKYMEHTOB

Tema 3. Cucrema
YIpaBIICHUS
nH(pOpMaAITMOHHOM
0€30I1aCHOCThIO.
3amuinaeMoe KOHTPOJIbHOE
MeponpusiTue

[TonnmaHue 6a30BbIX BOIPOCOB CUCTEMBI
yrpasienus Ub.

OIIK.10.1

Pa3pabaTbiBaeT TEXHUUECKYIO
JOKYMCHTAIIUIO Ha KOMIIOHCHTBI
ABTOMATU3HUPOBAHHBIX CUCTEM
OIIK.13.1

Omnpenenser CTpyKTypy CUCTEMBI
3alUThl HHpOpMALUU
aBTOMAaTH3HPOBAHHOM CUCTEMBI B
COOTBETCTBHUH C TPEOOBAHUSIMU
HOPMaTHBHBIX ITPABOBBIX
JIOKyMEHTOB

Tema 8. HacTHBIE TTOTUTHKHA
nH(pOpMaAITMOHHOM
0e30IMacHOCTH

3amuiaemMoe KOHTPOJIbHOE
MeponpusiTue

MMOHUMaHUE MOJIMTHKNA WHPOPMAITUOHHOM
oe3onacuoctu. Pucku UB. Cucrema
yrpasieHus puckamu Ub.




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPOoJIs

KonTposnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

MK.6.2

[ToaroraBimBaeT OTYETHBIE
MaTeprabl o pe3yIbTaTaM
CTICIIATIBHBIX MCCIICTOBAHUM
OIIK.10.1

Pa3pabarpiBaeT TEXHUYECKYIO
JOKYMEHTAITUIO Ha KOMITOHEHTHI
aBTOMATH3HPOBAHHBIX CHCTEM
OIIK.13.1

Omnpenensier CTpyKTypy CUCTEMBI
3alUTHl HHPOPMAIIUN
aBTOMAaTH3MPOBAHHOM CUCTEMBI B
COOTBETCTBHUH C TPEOOBAHUSIMU
HOPMAaTHBHBIX IPaBOBbIX
JIOKYMEHTOB

Tema 13. Yopasnenue
CUCTEMOM 3alUTHI
MEePCOHANBHBIX TaHHBIX
(C3UIldn) B
MH(OPMALIMOHHBIX CHCTEMAaX
00pabOTKN ePCOHATBHBIX
nauubeix (MCITOH)
3ammiaemMoe KOHTPOJIbHOE
MeponpusiTue

3HaHue TpeOOBaHUIA K CpPEJICTBAM
KpunTorpaduueckoi 3anuTel B
opranuzanuu. [Topsaok cozganus
C3UITn.

OIICK.2.1

Ocy1iecTBiseT MIaHUPOBAHUE U
OpraHu3aluio paboThl IepcoHaa
aBTOMAaTU3MPOBAHHOW CHUCTEMBI C
y4eTOM TPeOOBaHUH 110 3aIHUTE
uHdopmaruu

IK.6.2

[ToxroraBnmuBaeT OTYETHEIE
MaTepHalIbl IO Pe3yIbTaTam
CTIEIMAIbHBIX HCCIIEIOBAHUI
OIIK.10.1

Pa3pabaTbIBaeT TEXHUYECKYIO
JOKYMEHTAIIUIO HA KOMIIOHEHTBI
aBTOMAaTH3HPOBAHHBIX CUCTEM
OIIK.10.2

[TpoekTHpyeT 3aIuIIeHHbIE
aBTOMaTH3HPOBAHHBIE CUCTEMBI C
Y4eTOM JIEUCTBYIOLINX
HOPMAaTHUBHBIX U METOJJUUECKUX
JIOKYMEHTOB

OIIK.13.1

Omnpenensier CTPYKTypy CUCTEMBI
3a1uThl HH(OpMaLUu
aBTOMATH3HPOBAHHOW CUCTEMBI B
COOTBETCTBUH C TPEOOBAaHUSIMU
HOPMAaTHBHBIX MPABOBBIX
JIOKYMEHTOB

HTtoroBoe KOHTpOIBHOE
MEpOIpUITHE. DK3aMEH.
HTorosoe KOHTpPOJIbHOE
MeponpusiTue

OneHuBaeTcsi IOHUMaHKUE BOIIPOCa O
crcTeMe yIpaBiIeHus] HH)OPMAITHOHHOK
0e30MacHOCThI0, €€ (DYHKIIUH, poIIeccax
CYUB. OnenuBaercs ymeHue
MPAKTHUYECKH pelIaTh 3a/1a4uu
dbopManm3anum pa3padaTeiBaeMbIX
nporeccoB yrpanyieHus: Ub; ¢
paspabateiBaTh U BHEAPITE CYUD n
olleHUBaTh ee IPHEeKTUBHOCTH. Takxke
OLIEHUBAETCSI CAMOCTOSITEIILHOE
nabopaTopHOE 3a/laHue, BHITOJIHIEMOE
CTYZICHTOM Ha MPOTSDKEHUH BCETO Kypca
00y4eHHs ¥ Ha OCHOBAHUU KOTOPOTO
CTYZEHT JIOITyCKAETCs 10 UTOTOBOM
KOHTPOJIbHOU TOYKH

Crnenupukanusi MeponpusiTuid TEKyero KOHTPoJIf




Tema 1. BBenenne. OCHOBHbIE IOHATHS B 00JIaCTH TEOPUM ylnpaBJieHUsl. MeHeIKMeHT.

[IpoOmKUTENBHOCTD IPOBEACHUS MEPOIIPUATHS IPOMEKYTOYHON aTTECTallUU: .S yaca
VYcnoBus npoBeaEHUS MEPONIPUATHUS: B YAChI ayINTOPHOM padoThI

MaxkcumanbHbIi 0ais, BEICTABISIEMbIH 32 MEPONPUATHE IPOMEKYTOUHON aTTecTanuu: 0
ITpoxoanoii 6amt: 0

IToxa3zaTesn oneHUBAHUS

Baniabl

OTtcyTcTBUE OMIMOOK MPU BXOJHOM KOHTPOJIE

100

Opna ommOKa Mpy BXOJAHOM KOHTPOJIE

81

JIBe ommOKu Ipy BXOTHOM KOHTPOJIE

61

Tpu omnOKy MpHU BXOAHOM KOHTPOJIE

41

Tema 3. Cucrema ynpasiennss HHGOPMallHOHHOM 0€30MIACHOCTBIO.

IIpoaomKUTENPHOCTD IPOBEAEHUS MEPONIPUATHUS IPOMEKYTOUHOM arTecTanuu: 1 gaca
VYcnoBus NpoBeaeHUS MEPONIPUATHUS: B YACHI CAMOCTOSITEIbHON PadoThI
MaxkcumanbHbIH 0ai, BEICTAaBIIsIeMbIi 32 MEPOIPUSATHE TPOMEKYTOUHOM aTTecTanuu: 20
[Tpoxonnoii 6amn: 9

IToxa3zaTenn oneHUBaHUA

Baaasl

3HaHME OCHOBHBIX (DYHKIMH yHpaBIeHUS.

3nanue npoueccoB CYUb

3nanue ¢pynkumii CYUD

3HaHue 00LIEro MOAX0Aa B MIPUHATHH YIIPaBICHYECKOTO PEIICHNUs

5
5
5
5

Tema 8. HacTHble MOJIUTUKHA HHGPOPMALITMOHHO 0€30MaCHOCTH

IIpo0mKUTENBHOCT IPOBENCHMS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTecTanuu: 1 yaca
VYcnoBus NpoBeaEHUS MEPONIPUATHUS: B YACHI CAMOCTOSITEIbHON PadoThl
MaxkcumanbHbIH 0ai, BEICTAaBIIsIEMbIi 32 MEPOIPUSATHE TPOMEKYTOUHOM aTTectanuu: 20
[Tpoxonnoii 6asmn: 9

IToxa3zaTenn oneHNBaHUA

Baaasl

3HaHME MOJIMTUKU UH(popManmoHHON Oe3onacHocTH, TpeboBanusd K [lonutuke Mb. Co3nanue
ITonmutuxu UbB. Peanmnzanusa [lomutuku b Yactasie ITomutuku Ub.

10

3HaHME OCHOBHBIX 3aj1ad , ATAaroB ynpasieHue puckamu Mb.

10

Tema 13. YnpaBiieHHe cMCTeMOM 321U THI ePCOHANbHBIX AaHHBIX (C3UII/IH) B
HH(POPMAIMOHHBIX cUCTeMaxX 00padoTKu nepcoHaAbHbBIX JaHHBIX (UCII/IH)

IIpoaomKUTENLHOCTD IPOBEAECHUS MEPONIPUATHUS IPOMEXKYTOUHOM arTecTanuu: 1 9aca
VYcnoBus NpoBeaEHUS MEPONIPUATHUSA: B YAChI CAMOCTOSITEIbHON PadoThI
MaxkcumanbHbIi 0a, BEICTAaBIsIEMbIi 3a MEPONPUSATHE IPOMEKYTOUHOM aTTecTanuu: 20
ITpoxonnoii 6amn: 9

IToxa3zaTen onleHUBAHUS

Baniabl

Vmenue YHOpaBJIATb CHCTEMOM 3allIMThBI IEPCOHAIBHBIX JAHHBIX, CO3JaHUC OpFaHHSaHHOHHOﬁ
JOKYMCHTallUU I10 I/ICHHH C IIOMOIIBIO CPCACTB aBTOMATHU3allU. anaBneHHe HU3MCHCHUAMU

10




cuctembl 3amuTel [1/1n B UCIT/IH.

3HaHue TpeOOBaHUI K CPEICTBAM KPUNTOTPAPUIESCKOM 3alUTHI B OpraHU3aliK. DKCIUTyaTaIus 10
cucTeMbl Kpunrorpaduu. YpaBieHHe KII0YeBOH HH(POpMaIie.

HTorosoe KOHTPOJIbHOE MepONIpUATHE. JK3aMEH.

IIpoOmKUTENBHOCT IPOBENCHMS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTecTanuu: 1 yaca

VYcnoBus mpoBeEeHUS MEPONIPUATHUS: B HAChI CAMOCTOSITEIbHON PadoThl

MaxkcuMaibHbIi 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATUE IPOMEKYTOUHON aTTecTauuu: 40

ITpoxoanoii 6amr: 17

IToxa3aTeu oneHUBAHUS Baaasl

CTyneHT maeT moJIHBIN, UCUEPITBIBAIOIINA OTBET Ha BTOPOM BOMPOC OuseTta 10
ITo nepBoMy BOIIPOCY CTYIE€HT IOKa3bIBAET XOPOIINE 3HAHUS B 00JIACTH CUCTEMBI yIIPaBJIECHUS 10
MHPOPMALIMOHHOM Oe3omacHOCThI0. Ha mocTaBieHHBINH BOMPOC AA€T HCUEPITBIBAIOLINI OTBET.
OTBeT Ha AOMOJHUTENIBHBIN BOMPOC 10
OTBeT Ha JOMOJHUTENBHBIN BOMPOC 10




