MHNHOBPHAYKH POCCHUH

denepanbHOe rOCyIapCcTBeHHOE 0K0IKeTHOE 00pa3oBaTesibHOE
yupeskaeHue Bpicuiero oopazosanus "'Ilepmckni
roCyIapCTBEHHbINH HAIIMOHAJIBHbIN MCCJIE10BATEIbCKHA
yHuBepcurer"

Kadeapa paguo31eKTpOHUKH U 3a1UTHI HH(POPManuu

Atopsl-coctaButeny: YepenanoB UBan HukonaeBuu
Jlyneros Urops Baagumuposuu

Pabouast mporpamMma AUCIUTIITUHBI
BUPTYAJIBHBIE YACTHBIE CETH
Kon YMK 68688

YTBEepKAECHO
[TpoToxon No4
oT «24» urons 2020 r.

ITepmb, 2020



1. HammeHoBaHue TUCIUIIIINHBI
BupryanbsHble yaCTHBIE CETH

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM NMPOrpaMMBbI

JucuuninuHa BXOAUT B 00s3aTenbHy0 YacTh bioka « C.1 » o6pa3oBarenbHON MPOrpaMMBbI 110 HAMPaBICHUSIM
MOATOTOBKH (CMEIUATBLHOCTSIM):
CnenunanbaocTh: 10.05.03 MuadopmarnmonHas 6€301MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM
cnenuanu3anus be3onacHocTh OTKPHITHIX HHPOPMAIIMOHHBIX CUCTEM



3. [lnanupyembie pe3y/ibTaThl 00y4eHUs M0 AUCHUILINHE

B pesynbrare ocBoeHUs TUCIUTUIMHB BUPTya/ibHbIe YaCcTHBIE CeTH Y 00yJaroIIerocs J0KHbI ObITh
c(hOPMHUPOBAHEI CIIEAYIONINE KOMITETCHIINH:

10.05.03 NudopmarmonHas 6€301maCHOCTh ABTOMATH3WPOBAHHBIX CUCTEM (crieruanu3anus : be3onacHocTh
OTKPBITBIX HHPOPMAIIMOHHBIX CHCTEM)

OIIK.2 Cnocob6eH pemats 3a1a4u Tpo(hecCHOHATBHOMN ACSITEIBHOCTH C UCIIOJIB30BAHUEM CYIIECTBYFOIINX
MH(OPMaLMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN U C Y4ETOM OCHOBHBIX TpeOOBaHUN HHPOPMALITMOHHOMN
0e30MacHOCTH

HNuaukaropsl

OIIK.2.3 IIpuMeHsieT Ha IPaKTUKE OMbBIT PELICHMS 3a/1a4 C UCIIOJIb30BAHUEM 0a30BBIX aJIFOPUTMOB,
aHaJM3a TUIIOB KOMMYHUKAIIUH U MHTETPAIlH PA3JIMYHBIX THIIOB IIPOTPAMMHOT0 00ECTICUeHHUS

IICK.1.1 criocoGHOCTh Ha MPAKTUKE IPUMEHATH HOPMATUBHBIE TOKYMEHTBI, OTHOCSIIUECS K 00ECIIEUEHUIO
MH(POPMALMOHHOM 6€30MaCHOCTH OTKPHITHIX HHPOPMALIMOHHBIX CUCTEM

IICK.1.2 ciocoOHOCTh pa3pabaThiBaTh M PEATM30BHIBATH MOJUTHKH HH(POPMAIIMOHHOM 0€3011acHOCTH
OTKPBITHIX HH()OPMAIIMOHHBIX CUCTEM

IICK.1.5 cniocobHocTh hopmHpoBaTh U 3(h(HEKTUBHO MPUMEHATh KOMIUIEKC Mep (TIpaBuiia, MpOLeIyphbl,
MPAaKTUYECKHE IPUEMbl, PyKOBOASIINE IPUHIUIIBI, METO/IbI, CPEICTBA) JUIs o0ecredeHnss HHPOPMALMOHHOM
0€30IaCHOCTH OTKPBITHIX MH()OPMAIIMOHHBIX CUCTEM



4.

O0beM U coepkaHue TUCHHUILINHBI

HanpaBﬂeHm[ MNOATr0TOBKH

10.05.03 NudopmarmonHnas 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX
cucTeM (HampaBJIeHHOCTb: be30nacHOCTh OTKPBITHIX
MH(POPMALIMOHHBIX CUCTEM)

¢opma o0yuenus

(ak.4ac.)

ouHas
NeNe TpumecTpoB, 11
BbIJeJIEHHbIX I H3YUYeHHus
AUCHUTLINHBI
O0beM AUCIHUILIMHBI (3.€.) 3
O0beM JUCHUILIMHBI (AK.YaC.) 108
KonTakTHasi padora ¢ 42
npenoaaBartesieM (aK.4ac.),
B TOM 4HcJIe:
IIpoBeneHue JTeKIUOHHBIX 14
3aHATHH
IIpoBenenue Ja00paTOPHBIX 28
padoT, 3aHATHI 11O
HHOCTPAHHOMY SI3BIKY
CamocrosiTesibHas padoTa 66

®opMBbI TEKyl1ero KOHTPOJIS

Bxonnoe tectupoBanue (1)
3amuiaeMoe KOHTPOJIbHOE MEpOIIpUsITHE (2)
IIuceMeHHO€E KOHTpOIbHOE MeponpusTue (1)

DopMbI IPOMEKYTOUHOM

3auet (11 Tpumectp)

aTTeCTAlluH




5. AHHOTI/IPOBaHHOC OonmucaHue CoaAcpKanusd pasacjaoB U TEM TUCHUIIJIHHBI

Bupryaabnbie yactHslie ceTu.IlepBblii cemecTp

OcHoBbl VPN
W3yuenune auana3oHOB HE JUIEH3UPYEMBIX YacTOT.
Onucanue TEXHOJIOTUI NPSAMOI0 PACIIUPEHUS CIIEKTPa U MOAYJISILMM onpeiesieHHbIX B ctanaapte 802.11
[Tpobnema MHOTOTYYEBOTO pacrpocTpaHeHus. TexXHOI0rus pa3HeCeHHOTO IpruemMa

Apxurekrypa VPN
Teopust aHTeHH
OrpaHuydeHus Mo UCIOIb30BAaHUIO aHTEHH
OO1u1re Bompockl BEIOOpA M pa3MeleHHsI aHTeHH

Tomos10ruu BUPTYAJIbHBIX YACTHBIX CeTel
Oco0eHHOCTH TEXHOJIOTUH B OECIIPOBO/IHBIX JIOKAJIBHBIX CETAX
Kananpuble miansl B nuamna3one 2,4 u 5 I'T'g
Peanuzanus oqHOBpeMEeHHON pabOThl HA Pa3HBIX CKOPOCTSX MEpeauu TaHHbIXU
OcHOBBI paboThl OecrIpOBOAHBIX MOMHO-cBs3aHHbIX (MESH) cetei

IIpaBoBbIe acneKTbI NPUMEHEHHs TeXHoaorun VPN
Touku goctyna, 6ecripoBOAHBIE MOCThI, aHTEHHBI U BCIIOMOI'aTe€IbHOE 000pyA0OBaHNUE
Kimentckue AaaInTephl AJId IMMOAKIIIOYCHUS K 6€CHpOBO)IHI)IM JJOKAJIBHBIM CETSIM
YcTpoiicTBa yrpaBieHUs KOHTPOJIA U 00CTyKUBaHUSI O€CITPOBOAHBIX JIOKAIBHBIX ceTel
Oco6ennoctu Touek nocrymna Enterprise kiacca

OcHOBHBIE TPOTOKOJIBI M cTaHAapThl VPN
Hcnonp3oBanne 66CHpOBOZ[HI>IX MOCTOB 1 aJIbTCPHATUBHBIC CHOCOOBI peuicHusd 3a1a4
@OyHKIMOHAIBHBIE poJii 000pYAOBaHUS B Paio CETU
Nudopmanusa Heobxoaumas A1 pacueTa npojeTa MeKIy AByMs 0eCIIpOBOAHBIMU MOCTaMHU

MapmpyTu3anus, NPOTOKOJIbI AHHAMHYECKOH MapImIPTYTH3ALHH
Onucanue yTHIUT [0 HACTPOMKE KIIMEHTCKUX aJIallTePOB
YcranoBka u HacTpoiika yTuiuthl Aironet Desktop Utility

OcHoBBI KOH(pUTYpPALIUH ceTell
Hanam(a ABTOHOMHBIX TOYCK JOCTYyIIa
HacTtpoiika aBTOHOMHBIX TOYEK I0CTYyIIa
Hananka u HacTpoiika 6ecripoBOHBIX MOCTOB

besonacnocrs VPN
[lepBoHauanbHas O6ezonacHocTh B cTrangapte 802.11
VYsa3BUMOCTH 6€3011aCHOCTH B OECIIPOBO/IHBIX JOKAJIBHBIX CETIX
Pemenus komnanuu Cisco Sytems mo obecrnieuenust 6€301MacHOCTH B O€CITPOBOIHBIX JIOKAJBHBIX CETSIX
Hacrpoiika cepBepa Cisco Secure ACS nis obecrieueHust ayTeHTUUKAKU 6 0eCpOBOAHBIX JOKATbHBIX CETSIX

HToroBoe KOHTPOJILHOE MEPONIPUSITHE
HToroBoe KOHTPOIBHOE MEPOIPHUITHE IPOBOJUTCS B BUJIE 3a4eTa, B MUChbMeHHOM (opme. Tak xe npu oTBere
3a/1al0TCs AOTOTHUTENIbHBIE BOMPOCHI 10 BCEMY Kypce TUCIMIUIMHBI. BOmpock! k 3a4ery:
1. Kakoe yrBepkaenue Touno onucbiBaeT Cisco IOS 1 30HBI MOTUTHKHA HA OCHOBE OpaHaMayspa?
2. Ilpu ncnionws3zoBanuu Cisco 1OS 30HBI TOJUTHKH HA OCHOBE MEKCETEBOTO DKpaHa, KaKas IMOJTUTHKA
IIpUMeHsieTcs?



3. Kakoii Tun makera He MOXET ObITh OTGUIBTPOBAH 1Mo ucxoasamum ACL?

4. Kakue 30HBI B OCHOBE TIOJUTHKE OpaHAMAaydpa ONpeaeseTcs] CHCTEMOU U pacpocTpaHsIeTcs Ha TpaduKk,
IIpeHa3HaYeHHBbIN U1 MaplIpyTH3aToOpa WIK MIPOUCXOJAIIMX U3 poyTepa?

5. Kakoe yTBepskaeHre IpaBUIHLHO OMMCHIBACT TUT (hUIIbTpauu Opanamayspa?

6. B nonosiHeHUE K KpUTEPHUSIM, UCTIOIB3YeMbIM paciuperHbie ACL, kakue ycnoBus ucnonb3ytorcss CBAC ns
¢wibTpanuu Tpadpuka?

7. Kakoe yTBepkK/IeHHE OMUCHIBAET XapaKTEPUCTHKH (PIIIBTPAIIUH TAKETOB M OpaHAMay3phl C OTCICKUBAHUEM
COCTOSIHHS, KaK OHH OTHOCSTCS K Moaenu OSI?

8. Kakue Tpu neiictBust MmoryT B ocHOBe Cisco IOS nonmutuku OpanaMayspa mpeanpruHsTh, €CJIM HACTPOCHBI C
Cisco SDM?

9. Mapmpytuzatop umeer CBAC nactpoen u Bxousmmx ACL npumensiercs k BHelHeMy nHTepdeticy. Kakue
NEeNCTBUS MPEANPUHUMACT MapUIPyTH3ATOP MPEANPUHATE MOCIE BXOISAIIET0 K UCXoaAIeMy TpaduKy, | Kakas
HOBAs 3aIUCh CO3/1aeTCs B TAOJIHIIE COCTOSHUN?

10. Jlnst 6panaMaysp ¢ OTCIICKUBAHUEM COCTOSIHUSA, Kakasi HHPOpMAIIHs XPAaHUTCS B TCUCHUE CECCUU
JTUHAMHYECKYIO TaOIuIry?

11. IIpu HacTpotike 30HBI ocHOBE Cisco 1OS monmuTuku OpanamMayspa, KOTOpbIE TPU ACHCTBUS MOTYT OBITh
MIPUMEHEHHI K Kiaccy Tpaduka?

12. Kakue nBa mapametpsl otcnexuBatorcss CBAC ans tpadpuka TCP, Ho e nist Tpaduxa UDP?

13. KakoB niepBblii miar B HacTpoiike 30Hb1 ocHOBe Cisco [IOS monutuku OpanaMay3pa ¢ TOMOIIBIO
uHTepdetica?

14. Kakue nBe xapakrepuctuku criucka ACL?

15. Kako#i T makeToB BBIXOJI€ CETH OpraHU3alMU JOKHA ObITh 3a0okupoBan ACL?

16. Ecnu BKITIO4EHO BeaeHue xypHana ais 3armucu ACL, To kak MapuipyTtuszarop naketoB gpuiabtpyercs ACL?
17. ABromatuueckoe nonyuenue [P-anpeca.

18. Ynpasnstomue npotokosibl MHTEpHETA.

19. TectupoBanue TCP/IP.

20. YTUauThl KOMaHIHON CTPOKHU Uil pabOThI C CETHIO.

21. Cnyx06a IMEH JOMEHOB.

22. IIpocTpaHCTBO UMEH JIOMEHA.

23. Pazpenienre UMeHHU.

24. IIpsmo¥t 1 00paTHBIN 3apoCHI.

25. TexHomoruu O0eCIIPOBOTHBIX CETEH.

26. Tononmorun 6€CIIPOBOIHBIX CETEH.

27. Metoapl AOCTYyMA K CETH.

28. CepBUCHL.



6. MeToanueckue YKa3aHus /151 00yYaIOUIMXCH 10 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. [lepeyeHb OCHOBHOM M IONOJHUTEIbHON YUeOHOM JIUTEPATYPbI
OcHoBHas:

1. Cemenos, FO. A. AnropuT™mbl TeTEKOMMYHUKAIIMOHHBIX ceTel. YacTh 1. AIrOpuT™MBI U IPOTOKOJIBI KAHAIOB
U ceTel mepenaun JaHHbIX : yaeoHoe mocooue / FO. A. CemenoB. — 3-¢ u3a. — Mocksa : UHTepHeT-
VYuusepcuretr Undopmannonnsix Texnomoruit (MHTYUT), At [Tu Ap Menua, 2020. — 757 ¢. — ISBN 978-
5-4497-0541-9. — Tekct : a5ekTpoHHBIH // DnexkTpoHHO-0nOmMoTeyHas cuctema IPR BOOKS : [caiit]. —
URL: http://www.iprbookshop.ru/94844.html http://www.iprbookshop.ru/94844.html

2. Onusep, 6e KomnbroTepHble ceTH U City:K0bl yaaneHHoro nocryna / Moe Onusep ; nepeson 1. B.
CunnnpiH. — 2-¢ m31. — Capatos : [IpodobpazoBanue, 2019. — 335 ¢. — ISBN 978-5-4488-0054-2. —
Tekcr : anexTpoHHbIHN // DnekTpoHHO-O0ubMoTeunas cucrema IPR BOOKS : [caii].
http://www.iprbookshop.ru/87999.html

JdomosHuTeIbHAA:

1. [TocTpoeHne KOMMYTHPYEMBIX KOMITBIOTEPHBIX ceTel : yuebnoe nocobue / E. B. Cmupnosa, U. B. backakos,
A. B. IIponerapckuii, P. A. ®enoros. — 3-e u3a. — MockBa, CapaTtoB : UHTEepHET-Y HUBEPCUTET
Nudopmanmonnsix Texnomoruit (MHTYUT), At [Tu Ap Meaua, 2020. — 428 c. — ISBN 978-5-4497-0350-7.
— Texcr : anexTpoHHbIH // DnekTpoHHO-O0nbHoTeuHas cucremMa IPR BOOKS : [caiir].
http://www.iprbookshop.ru/89464.html

2. JJabopaTopHBbIi IPAaKTUKYM IO JUCUUIUIMHE MeTOoIbl U Cpe/iCTBA 3alUThl HH(POpMAIUK B KOMIIBIOTEPHBIX
cersax/coct.: A. I'. Cumonsiz, Pexxe6 ben.-MockBa:MoCKOBCKUIT TEXHUYECKUI YHUBEPCUTET CBSA3H U
nnpopmatukm,2015.-58. http:// www.iprbookshop.ru/61742 . html

3. ®opoysan, b. A. Kpunrorpadus u 6e30nmacHoOCTh ceteii : yueoHoe nocooue / b. A. @opoy3saH ; mox
penakuueit A. H. bepnuna. — 3-e uza. — Mocksa : MaTepHeT-YHuBepcuter Mapopmannonnsix TexHonorui
(MHTYWUT), Aii [Iu Ap Meaua, 2021. — 776 c. — ISBN 978-5-4497-0946-2. — TekcT : 3MEKTPOHHBIH //
OnexrponHo-6ubmuoreynas cucrema IPR BOOKS : [caiit]. http://www.iprbookshop.ru/102017.html



9. Ilepeuenn pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIUILINHBI

https://compress.ru/ exxeMecsiuHbIN KOMIIbIOTEpHBIN KypHa «KommnberoTeplIpecc
https://ru.bmstu.wiki/ Hanmnonansnas 6ubimoreka um. H. O. baymana
https://www.intuit.ru/ Haninonanensiii oTKpbIThIN yHUBEpcUTEeT UHTYUT
10. Ilepeyenb UHPOPMAITUOHHBIX TEXHOJIOTHIA, HCIOJIb3yeMbIX IIPH OCYIIECTBJICHUMN
00pa3oBaTeJIbHOI0 MpoIecca Mo JMCUUIIIHHE

OO6pa3oBarenbHblii Ipolece N0 AUCHUILUIMHE BUpTyajbHbIe YaCTHBIE CeTH MPEAINOaraeT UCI0Ib30BaHUe
CJICAYIOIIETO MPOTPaMMHOTr0 obecrieueH st U MHPOPMALMOHHBIX CIIPABOYHBIX CUCTEM:
OO6pa3zoBarenbHbli IpoIece MO AUCHUILIUHE MTPEAoIaraeT UCIOIb30BaHUE CIeTYIOIEro HHGOPMaIMOHHBIX
TEXHOJIOTUH, TPOrpaMMHOT0 oOecreueHust U MHPOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:
- IPE3EHTAL[IOHHBIE MAaTEePHabI (CIalibl IO TEMaM JIEKLIMOHHBIX U IPAKTUYECKUX 3aHITHI);
- IOCTYT B pexxuMe on-line B DiekTpoHHyI0 6ubimortednyro cuctemy (9bC);
- IOCTYI B JIEKTPOHHYI0 MH(POpMaIMOHHO-00pa3oBarenbHol cpeny yHuBepcurera (ETUC [I'HUY);
- HHTEPHET-CEPBUCHI U 3JICKTPOHHBIE PECYpPCHI (TIOUCKOBBIE CUCTEMBI, AJIEKTPOHHAS 1T0YTa, MPOPECCHOHATLHBIE
TEeMaTUYEeCKHe YaThl U (POPYMBI, CHCTEMBI ayJJHO M BUJEO KOH(PEPEHIINH, OHJIAIH SHIIUKIONECIUH U T.1I.).
[lepedyeHpb UCTIONB3yEeMOT0 IPOTPAMMHOTO 00ECTICUCHHS:
- otkpbiTas cucrema "ALT Linux"
- oucHbI nakeT npunoxxenuii "Libre office";
- IPUJIOKEHHE TIO3BOJISIIONIEE TPOCMATPUBATh U BOCIIPOM3BOANUTE Meaua kKoHTeHT PDF-@daiinos "Adobe Acrobat
Reader DC";
- IPOrpamMMBbl IEMOHCTPAIMK BUJIe0 MaTepuaioB (nmpourpeiBarens) "Windows Media Plaer";
- IporpaMma MpocMoTpa UHTepHET KoHTeHTa (Opay3ep) "Google Chrome"

JIOTOJIHUTENBHO B paMKaxX Kypca OyayT MPUMEHSThCS TEXHOJIOTHH CETEBOT0 OOMEHa TaHHBIMHU IO CPEACTBAM
cteka nmpotokosioB TCP/IP, anropuT™bl CHMMETPUYHOTO U ACUMMETPUYHOTO K POBAHUS, TIPOTOKOJIBI
BUpYTaibHbIX yacTHbIX cetel (PPTP, L2TP, TLS, IPSec)

[Tpu ocBOeHMM MaTepHalia U BHITOJIHEHHS 3aJaHH M0 JUCUUIUIMHE PEKOMEHIYETCs HCIIOJIb30BAHNE
MaTepHaoB, pa3MelIeHHbIX B JInunbix kabunetax odyvaromuxcs ETUC [ITHUY (student.psu.ru).

[Tpu opraHu3anyy AMCTaHIIMOHHOW PaOOTHI U IPOBEACHUH 3aHATHUH B PEKHME OHJIAIH MOTYT
UCIOJIb30BAThC:

crcTeMa BUJICOKOH(pepeHIICBs3U Ha ocHoBe 1atdopmel BigBlueButton (https://bigbluebutton.org/).

cuctema LMS Moodle (http://e-learn.psu.ru/), koTopas moaaepKuBaeT BO3MOKHOCTb UCIIOJIb30BaHUS
TEKCTOBBIX MaT€PHAJIOB U MPE3CHTAIINH, ayIN0- ¥ BHJICOKOHTEHT, a TaK JK€ TECThI, IPOBEPsEMbIE 3a/1aHus,
3aJ]aHus JJ11 COBMECTHOM paboTHI.

cuctema tectupoBanus Indigo (https://indigotech.ru/).

11. Onucanue MaTepHAJIBLHO-TEXHUYECKOI 0a3bl, HEOOX0AMMOM AJIsl OCYIIeCTBJICHUS
00pa30BaTeJBHOI0 NpoLecca Mo JMCUHUILINHE

Jlex1IMOHHBIE 3aHATHS, TPYNIOBbIC (MHIUBUAYaIbHbIC) KOHCYIbTALUU, MEPOIPUATHS TEKYILEro KOHTPOJIS U
IIPOMEXKYTOYHOM aTTeCTallMK POBOJATCS B Ay JUTOPUH, OCHAILIEHHON MTPE3EHTALIMOHHON TEXHUKOU (IIPOEKTOP,
9KpaH AJIs MPOEKTOPa, KOMIIBIOTEP/HOYTOYK), @ TAK:Ke MEJIOBOM (M) WIM MapKEepPHOH TOCKOH.

Jlabopartopusble 3aHsATHS poBoasATCS B KoMnbioTepHOM Kjiacce kadeapsl painodIeKTPOHUKH U 3aIUTHI
nH(pOpPMaLIMU C TEXHUYECKUM OCHAIIIEHHWEM, YKa3aHHBIM B ITACOpPTeE.



Aynuropus Ui CaMOCTOSITEIbHON pabO0Thl: KOMITBIOTEPHBIN Ki1acc Kadeapbl paaHodIeKTPOHUKHU U 3aIIUTHI
nHpopmaruu ,B ToM unciie nomemienus Hayunoit 6nbnuorexu [II'HUY, ocHameHHbIE KOMITBIOTEPHON
TEXHHUKOH C BO3MOKHOCTBIO MOJKITIOUEHHS K ceTh «HTepHeT», oOecrieueHHbIE JOCTYIIOM B 3JIEKTPOHHYIO
MH(pOPMAITMOHHO-00Pa30BATENBHYIO CPEly YHUBEPCHUTETA.

[Tomemenust nayunoi 6ubmuorexku [ITHUY mist oGecniedenust caMoCcToSITEIbHON PaboThl 00yUarOIIMXCS:

1. HayuHo-Oubnuorpaguueckuii otaen, kopm.l, aya. 142. O0opynoBaH 3 nepcoHalnbHbIMU KOMIIBIOTEPA C
JOCTYTIOM K JIOKQJIbHOM U T7100aIbHON KOMIIBIOTEPHBIM CETSIM.

2. YuTanpHbI{ 3aJ1 TYMaHUTAPHOM JUTEpaTyphl, Kopm. 2, aya. 418. O6opynoBaH 7 mepcoHaIbHBIMU
KOMIIBIOTEPAMH C IOCTYIIOM K JIOKaJIbHOHM U I7T00AIbHOM KOMIIBIOTEPHBIM CETSIM.

3. UuranbHbIH 3a1 €CTECTBEHHOM auTeparypsl, kopi.6, aya. 107a. O6opyaoBaH 5 nepcoHanbHbIMU
KOMIIBIOTEPAMH C IOCTYIIOM K JIOKaJIbHOM U INT00ANbHOM KOMIIBIOTEPHBIM CETSM.

4. Otnen MHOCTpAaHHOM UTEpaTyphl, Kopm.2 aya. 207. O6opynoBaH | mepcoHaTbHBIM KOMITBIOTEPOM C
JOCTYTIOM K JIOKaJbHOM U T7100abHONM KOMIBIOTEPHBIM CETSIM.

5. bubnuoTteka opunuyeckoro axkynprera, kopmn.9, aya. 4. O6opynoBana 11 nepcoHaIbHBIMU
KOMITBIOTEPAMH C JOCTYIOM K JIOKaJIbHOU U T7100a1bHONH KOMIBIOTEPHBIM CETSIM.

6. UntanbHpli 3a1 reorpadudeckoro dakynaprera, Kopn.8, aya. 419. O6opynoBan 6 nepcoHaIbHBIMU
KOMIIBIOTEPAMH C JOCTYIOM K JIOKaJbHOW U T7100a1bHONH KOMIIBIOTEPHBIM CETSIM.

Bce koMIbloTephl, yCTAaHOBIIEHHBIE B IOMEIIEHUAX HAYYHON OMOIMOTEKH, OCHAIIEHBI CIIETYIOIINUM
MIPOTPaMMHBIM 00€CTICYeHUEM

Onepanuonnas cuctema ALT Linux;

Oducueriit maker Libreoffice.

CrnpaBouHo-1nipaBoBas cucreMa «Koncynprantlinroc»



DoH/IbI OLIEHOYHBIX CPEACTB JJIsl ATTECTAIMHU MO TUCHHUILIHHE
BuprtyanbHble YacTHBIE CETH

I[lnannpyemble pe3yabTaThl 00y4eHHsl 0 TUCHUILIHHE IS GOPMUPOBAHUS KOMIIETEHIIUM.
NuaukaTopbl M KPpUTEPUU UX OLleHMBAHUS
OIIK.2
Crnoco0eH pemiaTh 32124 NPo(ecCHOHAIBLHOM AeSITeJIbHOCTH € UCI0JIb30BAHNEM
CYyHIeCTBYIOIIHUX HH(POPMAIMOHHO-KOMMYHUKANMOHHBIX TEXHOJIOTHI M € y4€TOM OCHOBHBIX
TpeOoBaHuil HHGOPMaIIMOHHOH 0€30IIACHOCTH

Komnerenmust Ilnanupyemble pe3yJbTaThl Kputepun oneHuBaHus pe3yaibTaToOB
(MHaUKaTOP) o0y4eHus o0y4eHus
OIIK.2.3 3HaTh METO/IbI IPOESKTUPOBAHUSI U HeynoBierBopures
[TprMeHseT Ha IPAKTHKE | SKCILIyaTalluy BUPTYaIbHBIX OTcyTcTBHE 3HAHUN IPOSKTHPOBAHUS U
OIIBIT PELIeHHUs 3a7a4 C | YACTHBIX CeTeil HKCIUTyaTallil BUPTYAIBHBIX YACTHBIX CeTe
UCIIOJIb30BaHUEM Y10B1€TBOPUTEIBH
0a30BBIX AJITOPUTMOB, OO6mwme, HO HE CTPYKTYPUPOBAHHBIC 3HAHMS
aHaJln3a TUIIOB METOOB IPOSKTHPOBAHUS M SKCILUTyaTalluu
KOMMYHHKAIIHI 1 BUPTYaJIbHBIX YaCTHBIX CEeTEH
MHTETpaIH Pa3IU4HbIX Xopomo
THUIIOB IIPOIPAMMHOIO CdopMupoBaHHbIE, HO COJIEPKAIINE OTACTHHBIC
o0ecrnieyeHus IpOoOEIIbl 3HAaHUSI METOI0B IPOEKTUPOBAHUS U
IKCILTyaTaIl[ui BUPTYATbHBIX YaCTHBIX CETEH
OT1iu4HO
CdopMupoBaHHBIE CHCTEMAaTHIECKUE 3HAHMS
METOOB IPOSKTUPOBAHUS M IKCILUTyaTallul
BHUPTYaJIbHBIX YACTHBIX CeTeH

IICK.1.1

CIOCOOHOCTH HA MPAKTHKE NPUMEHSITh HOPMAaTHBHbIE JOKYMEHTBI, OTHOCSIIIHECS K o0ecniedeHHI0
HH(OPMALMOHHOI 0€30IIACHOCTH OTKPBITHIX HH(POPMALIMOHHBIX CHCTEM

Komnerenmust IInanupyemble pe3yJbTaThl Kputepun oneHuBaHus pe3yaibTaToOB
(uHaAMKATOP) o0yueHust o0yueHust
IICK.1.1 3HaTb HOPMAaTUBHBIE JOKYMEHTHI, Heynosiersopureln
CIIOCOOHOCTH Ha OTHOCSIIIHECS K 00€CTICYCHHUIO OTcyTCcTBUE 3HAHMM HOPMATHUBHBIX
MPAKTUKE TPUMEHSTh UH()OPMAIIMOHHOM 0€30MacHOCTH | JOKYMEHTOB, OTHOCSIINECS K 00€CIIeueHHIO
HOPMATUBHBIC OTKPBITHIX HMH(POPMAIIMOHHBIX WH(OPMAIMOHHON 0E€30MMaCHOCTH OTKPBITHIX
JIOKYMEHTHI, CUCTEM MH(OPMAIIMOHHBIX CUCTEM
OTHOCSIINECS K YMeTh Ha IpakTUKE MPUMEHSITh YnoBaeTrBopuTebH
o0ecrieueHunto HOpPMaTHUBHBIC TOKYMEHTHI, OO0mue, HO He CTPYKTYPUPOBAHHBIC 3HAHHUS
nH(OpMaAITMOHHOM OTHOCSIIIHUECS K 00eCTIeUeHHUI0 HOPMAaTUBHBIX JOKYMEHTOB, OTHOCAIIUECS K
0e30MacHOCTH OTKPBITHIX | HHPOPMALIMOHHOI Ge30macHocTH | 00ECIEYeHHIO HH(POPMALIMOHHOM 6€30M1acHOCTH
WH(POPMAITMOHHBIX OTKPBITHIX HH(POPMAIIMOHHBIX OTKPBITHIX HH()OPMAIIMOHHBIX CHCTEM
CHUCTEM CHUCTEM Xopomio
BJIaZICTI) HaBBIKAMHU pa6OTI>I C C(bOpMI/IpOBaHHHC, HO coacpiKalue OTACIbHBIC
HOPMAaTUBHBIE JJOKYMEHTEI, Hp06eHLI 3HAHUS HOPMATUBHBIX TOKYMCHTOB,
OTHOCSILIKMECS] K 00ECIICYEHHIO OTHOCALIMECS K 00ECTICUECHHIO




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

nH()OpPMAITMOHHOMW 0€30MMacHOCTH
OTKPBITHIX HH()OPMAITHOHHBIX
cHCTEM

Xopomuo
MH(POPMALMOHHOM 0€301MacCHOCTH OTKPBITHIX
MH(POPMALIMOHHBIX CHCTEM

OT1ian4Ho
CdopmupoBaHHBIE CUCTEMATUYECKUE 3HAHUI

HOPMATUBHBIX IOKYMEHTOB, OTHOCSIIIUECS K
obecrniedeHnto nHHOPMAIIMOHHON OE30MaCHOCTH
OTKPBITBIX HH()OPMAIIMOHHBIX CUCTEM

IICK.1.2

CMOCOOHOCTH pa3padaTbIBATh M PeaIu30BbIBATH NOJIUTHKH UH(POPMAITMOHHOMH 0€e30IaCHOCTH
OTKPBITHIX HH(POPMAIMOHHBIX CHCTEM

KoMmnerennus Ilnanupyemsble pe3yibTaThl Kpurtepun onennBanus pe3yJibTaToB
(MHAUKATOP) o0yueHust o0y4eHmst
ICK.1.2 3HaTh METOJIbI Pa3pabOTKu HeynosierBopureJ
CIIOCOOHOCTh MOJINTUKU MH(HOPMAITHOHHON OTtcyTcTBUE 3HAHUH MO pa3paboTKe U
pa3palaThIBaTh U 0€30MacHOCTH OTKPBITHIX pean3anuy MOIUTUKYA HHPOPMAITMOHHON
peann30BbIBaTh MH()OPMAITMOHHBIX CUCTEM. 0€30MacCHOCTH OTKPBITHIX HHPOPMAITHOHHBIX
MTOJIUTHKHU YMeTh co3aBath, CUCTEM
MH(POPMALIMOHHOM aHAJIM3UPOBaTh, pa3padaThIBATh Y0Ba€TBOPUTEILH
0€30I1aCHOCTH OTKPBITBIX | K PEaTM30BbIBATH MOJUTUKH OO01ue, HO HE CTPYKTYPUPOBAHHBIC 3HAHUS TIO
I/IH(i)OpMaIII/IOHHbIX I/IH(I)OpMaI_II/IOHHOI‘/'I 0€e30IMaCHOCTH pa3pa60TI<e " p€ain3alii IOJIUTHKU
CUCTEM OTKPBITBIX I/IH(I)OpMaLII/IOHHBIX HH(l)OpMaHHOHHOﬁ 0€30IMMaCHOCTH OTKPBITBIX
CHUCTEM WH()OPMAITMOHHBIX CUCTEM
Bnaners HaBbIKaMu paboThI Xopowo
HOJIUTUKAMU PIH(I)OpMaHI/IOHHOﬁ C(l)OpMI/IpOBaHHBIC, HO COACPIKAIUEC OTACIbHBIC
0€e30MacHOCTH OTKPBITBHIX Hp06eJ'IBI 3HaHMA I10 pa3pa60TKe " pealin3alivun
HH(bOpMaI_[I/IOHHLIX CHCTEM. IIOJIMTHUKH HH(bOpMaHHOHHOﬁ 0€e30macHOCTH
OTKPBITHIX HH()OPMALIMOHHBIX CUCTEM
OT1iu4HO
CdopmupoBaHHbIe CUCTEMATUYECKUE 3HAHUI
o pa3paboTKe M peanu3alyu MOJIUTUKH
nH(pOpPMaAITMOHHOW 0€30MaCHOCTH OTKPBITHIX
MH(OPMALIMOHHBIX CUCTEM
IICK.1.5

cnocoOHOCTh GopMUPOBATH U 3P PEeKTUBHO NPUMEHATH KOMILIEKC Mep (MIPaBWJIa, MPoUeaypbl,
NpaKTHYeCKHe MPpUeMbl, PYKOBOASILIME NPUHUIMIIbI, METOAbI, CPeICTBA) JJIA 00ecredeHus
UHGOPMANMOHHO 0€30IACHOCTH OTKPBITHIX HH(POPMALMOHHBIX CHCTEM

KoMmnerennus Ilnanupyemsble pe3yibTaThl Kpurtepun onennBanus pe3yJibTaToB
(MHAUKATOP) o0yueHust o0y4eHmst
ICK.1.5 3HaTh KOMIUIEKC Mep (IIpaBuia, HeynosierBopureJ
CIOCOOHOCTD MIPOLIETYPbl, IPAKTUUECKUE OtcyTcTBUE 3HaHMIM KOMILIeKca Mep (IpaBuIa,




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

dhopMHUpPOBATH U

3¢ (PEeKTUBHO TPUMEHSATH
KOMIUIEKC Mep (TIpaBuiIa,
TPOIIC Ty PHI,
MIPAKTUICCKHUE TPUECMBI,
PYKOBOISIIIHE
MPUHIUITBI, METOIB,
CpelcTBa) JIst
obecrnieueHus
MH(POPMALIMOHHOM
0€301acHOCTH OTKPBITHIX
UH(POPMAIIMOHHBIX
cUCTEM

NPUEMBI, PYKOBOISIITHE
NPUHITAITBL, METOIbI, CPEJICTBA)
I o0eceueHus
nH()OpPMAITMOHHOM 0€30MMacHOCTH
OTKPBITHIX HH(POPMAITMOHHBIX
CUCTEM.

YMeTh co3/1aBaTh, aHAIM3UPOBATH
U peaJn30BBIBATh KOMIUIEKC Mep
(mpaBuIia, TPOLIETYPHI,
MPAKTHYECKHUE TTPUEMBI,
PYKOBOJISIIIHE IPUHIIHITHI,
METO/JIbI, CPEJICTBA) [
obecrnieueHus HHHOPMALIMOHHON
0€30MaCHOCTH OTKPBITBIX
UH(POPMAIMOHHBIX CHCTEM.
BrnaneTs HaBbIKaMH PabOTHI €
KOMITJIEKCOM Mep (TpaBuiIa,
IPOIIETyPBI, TPAKTHIECKUE
MIPUEMBI, PYKOBO/ISIIIHEC
MIPHUHIIAIIBI, METOJIBI, CPEJICTBA)
JUTs1 o0ecrieueHust
UH(POPMALIMOHHON O€30MTaCHOCTH
OTKPBITHIX HH(POPMAIIMOHHBIX
CUCTEM

HeynosierBopureJ
MPOLEAYPHI, IPAKTHYECKUE TIPUEMBI,
PYKOBOJISIIIIME TTPUHIIUITBI, METO/IBI, CPE/ICTBA)
11 obecriedeHns: UHPOPMALMOHHOM
0€30MacHOCTH OTKPBITHIX HHPOPMAIIHOHHBIX
CUCTEM

YnoBj1eTBOPUTEIbH
OO61ue, HO HE CTPYKTYPHPOBAHHBIC 3HAHUS
KOMIUIEKca Mep (TpaBuiia, MPOUeaypHl,
MIPAKTUYECKHUE MTPUEMBI, PyKOBOISIIIHE
MIPUHIIMIIBI, METO/IbI, CPEICTBA) AJIS
obecrieuenrs HHPOPMAITMOHHOM 0€30MMacCHOCTH
OTKPBITHIX HH()OPMALIMOHHBIX CUCTEM

Xopomuo
CdopmupoBaHHbIe, HO COJEpKaIIKe OTAEIbHbIC
npoOesbl 3HAaHUST KOMITIeKca Mep (TIpaBuiia,
MPOLEAYPHI, IPAKTUYECKHUE IPUEMBI,
PYKOBOJISIIIIHE TTPHHIIAITEI, METOJIBI, CPEJICTBA)
1 obecriedeHust UHPOpPMallMOHHOM
0€30MMacCHOCTH OTKPBITHIX HHPOPMAITHOHHBIX
CHCTEM
OT1iu4HO

CdopMupoBaHHbIE CUCTEMATHIECKUE 3SHAHUI
KOMILIEKca Mep (IpaBuiia, IPOLEIypHl,
MIPAKTUYECKHUE MTPUEMBI, PYKOBO/ISIIIHEC
MIPUHIIHAITBI, METOJIBI, CPEJICTBA) IS
obecnieueHus HHHOPMAITMOHHON 6€30MacHOCTH
OTKPBITBIX HH()OPMAIIMOHHBIX CHCTEM




OueHo4YHbIE CPEACTBA TEKYHIET0 KOHTPOJIS U MIPOMEKYTOYHOM aTTecTalun
Cxema gocrtaBku : CYOC

Bujx MeponpusiTusi NpOMeKyTOYHOM aTTecTANMH : 3a4eT

Cnoco0 npoBeeHnsi MepONIPUATHS MPOMEKYTOYHOM aTTecTanuu : OIeHKA 0 AUCLUIIIMHE B paMKax
IPOMEKYTOUHOM aTTeCTallUU OIIPEJIENIIETCsl Ha OCHOBE 0ayIoB, HAOpAHHBIX 00YUYAIOIIUMCS Ha KOHTPOJIbHBIX
MEpONPUATHSX, IPOBOJUMBIX B TEUEHUE YUeOHOT0 epro/a.

MaxkcumanbHoe Koan4decTBo 6a/uios : 100

KonBepTanusi 6a/U10B B 0TMETKH

«otau4Ho» - ot 81 1o 100

«xopomo» - ot 61 no 80

«YAOBJIETBOPHUTEIBHO» - OT 43 10 60
«HEeYI0BJIETBOPUTEIbHO)» / «He3a4TeHo» MeHee 43 Oaiia

Komnerenuus Meponpusitue KoHnTpo/smmpyemble 3j1eMeHTbI
(mHaUKaTOP) TeKYILero KOHTPoJIs pe3yJbTaToB 00y4eHHs
BxoaHoi KOHTPOJIb OcHoBbl VPN VY CTyZIEHTOB IPOBEPSAIOTCS 3HAHMS
Bxoaunoe rectupoBanue OCBOCHHBIX PAHEE TUCLHUILINH

"Undopmaruka", "Opranuzauus 9BM u
cucrteM".

IICK.1.1 Tonosornu BUPTyaIbHBIX 3HaHUE METOJOB MPOCKTUPOBAHUS U

CIIOCOOHOCTH Ha TIPAKTUKE YaCTHBIX CeTer OKCILTyaTaluHy BUPTYyaJbHbIX YaCTHBIX

NPUMCHATH HOPMAaTHUBHBIC 3ammiaeMoe KOHTPOJIbHOE| CETEH

JOKYMCHTBI, OTHOCAIIUECCA K MeponpusaTne

obecriedeHnto HHPOPMALIMOHHOM
0€301acHOCTH OTKPBITHIX
UH()OPMAIIMOHHBIX CHCTEM
MCK.1.5

CIOCOOHOCTH (POPMUPOBATH U

3¢ (PEeKTUBHO TPUMEHSATH
KOMIUTIEKC Mep (IpaBuIIa,
HPOLEAYPHI, TPAKTUIECKUE
HpUEMBI, PyKOBOAIINE
HPUHIIUIIBI, METO/IbI, CPE/ICTBA)
JUTst obecrieueHust
MH(POPMALIMOHHON 0€30MacHOCTH
OTKPBITBIX HH(POPMAITMOHHBIX
CHCTEM

besonacnocts VPN 3HaHME METOJI0B MHCTPYMEHTAJIbHOI'O
3amumaeMoe KOHTPOJIbHOE| MOHUTOPUHIA BUPTYaIbHBIX YACTHBIX
MeponpusiTue ceren




Komnerenuus Meponpusitue

KonTposnpyemble 3jieMeHTbI

(MHaOMKATOP) TeKYILero KOHTPOJIs pe3yIbTaTOB 00y4eHHs
MCK.1.1 HtoroBoe KOHTpOJILHOE 3HaHue apxXuTekTypsl VPN, 0OCHOBHBIX
CIIOCOOHOCTH Ha MPAKTHKE MEepONpUsITHE METO/IOB IMOCTPOCHUE 3AIIUIIIEHHBIX
HNPUMEHATE HOPMATHBHBIC ITucbMeHHOe KOHTPOJIbHOE | KAHAJIOB CBSI3U
JOKYMCHTBI, OTHOCAIIUECA K MeponpusTue

obecnieueHno MHGOPMAITMOHHON
0€3011acCHOCTH OTKPBITHIX
MH(POPMAIMOHHBIX CHCTEM
MCK.1.2

CIOCOOHOCTH pa3padaThIBaTh U
peaT30BBIBATH MOJTUTHKH
MH(POPMALIMOHHOM 6€30MacHOCTH
OTKPBITBIX HH(POPMAITMOHHBIX
CHCTEM

IICK.1.5

CIOCOOHOCTH (POPMUPOBATH U

3¢ (PEeKTUBHO TPUMEHSTH
KOMIUIEKC Mep (IpaBuIia,
HPOLIEAYPHI, TPAKTUIECKUE
HpUEMBI, PyKOBOAIINE
NPUHINIBI, METO/IbI, CPEICTBA)
JUIsl obecrieueHust
nH(pOpPMallMOHHON 06€30MacHOCTH
OTKPBITBIX HH(POPMAITMOHHBIX
CHCTEM

OIIK.2.3

[IpuMeHsieT Ha MPAKTUKE OTIBIT
peleHus 3aa4 C UCIOIb30BAHUEM
0a30BbIX aJITOPUTMOB, aHATIN3A
THUITIOB KOMMYHHKALUH 1
MHTETPalUy Pa3InIHbIX THIIOB
POrpaMMHOTO 00eCTICUeHHS

Crnenudukanuss MeponpuATHI TEKylIero KOHTPOJIA

Ocuosbl VPN

HpOI[OJ'I)KI/ITeJ'IBHOCTB IMPOBCACHUA MCPOIIPUATHUA HpOMe)KYTOqHOﬁ aTTecTaluu: .S yaca

YcnoBus TpoBEAEHUS MEPOTIPUSITHUS: B YAChI ayAUTOPHOH padoThI

MakcumanbHbIH 0asul, BRICTABISIEMBIN 32 MEPOTIPUITHE MMPOMEKYTOUHOM arTectanuu: ()

[Tpoxoanoii 6amt: 0

Iloxka3atenu oueHMBaHUSA Banasbi
[Tpu TecTupoBaHUM CTYJEHTaMU JOIyIIEeHO omubok MeHee 10% 81
[Tpu TecTupoBaHUM CTYJEHTaMU JOIyIIEHO omubok MeHee 30% 61
[Tpu TecTupoBaHUM CTYJEHTaMU JOIYIIEHO OO0k MeHee 50% 41




[Tpu TecTupoBaHUM CTYJEHTAMH JOIYIIEHO OmMO0oK 6onee 50% 0
Tomosiornu BUPTYyaabHBIX YACTHBIX CeTeil
ITpomomKUTETLHOCTD TPOBEACHUS MEPOTIPHUSTHS IPOMEKYTOUHON aTTecTanuu: 1 yaca
VYcnoBust MPOBEACHUS MEPOTIPHUATHSA: B Yachl ayANTOPHOI padoThl
MaxkcumanbHbIi 0aii, BEICTABIsIEMbIH 32 MEPONPUATHE TPOMEXKYTOUHOM aTTectanuu: 30
[Tpoxoxnoii 6amr: 13
Iloxa3aTesn oeHMBaHUSA Banast
3HaHHUE apXUTeKTypsl VPN 10
3HaHue OCHOB 3alIMIIEHHOT0 0OMeHa HHpopMaruei 10
3Ha"ue Tononorun VPN 10
besonacnocts VPN
[TpomomKUTELHOCTD IPOBEACHUS MEPOTIPHUSATHS IPOMEKYTOUHON aTTecTanuu: 1 yaca
VYcnoBust MPOBEACHUS MEPOTIPHUATHSA: B Yachl ayANTOPHOI padoThl
MaxkcumanbHbIi 0aii, BEICTABIsIEMbIH 32 MEPONPUATHE TPOMEXKYTOUHOM aTTectanuu: 30
[Tpoxoxnoii 6amr: 13
IToxa3aTen oeHMBaHUSA Banasbt
3HaHME OCHOBHBIX ITPOTOKOJIBI U cTaHAAapThl VPN 10
yMEHHE KOH(PHUTYpUpPOBATh 3aLIUICHHBIX CETEeH 10
3HAHHUE IPOTOKOJIOB TMHAMWYECKOU MapIIPyTU3aLUU 10
HToroBoe KOHTPOJIbHOE MEPOTIPUSITHE
[TpoomKUTELHOCTD IPOBEACHUS MEPOTIPHUATHS IPOMEKYTOUHON aTTecTanuu: 1 yaca
YcioBust MPOBEACHUS MEPOTIPUATHS: B Yachl ayAUTOPHOI padoThl
MaxkcumanbHbIi 0ai, BEICTABIsIEMbIH 32 MEPONPUATHE TPOMEXKYTOUHOM aTTectanuu: 40
[Tpoxoxnoii 6amr: 17
IToxa3aTen oeHMBaHUSA Banabt
YMeHue NpoeKTUpOBaHus BupTyanbHbIX ceTen 10
Ywmenus kondurypammst VPN cepsep Ha [PSec 10
3HaHUE OCHOBHBIX IPOTOKOJIOB co3aanust VPN 10
3HaHue aCHHXPOHHBIX METOJIOB MU(PPOBaHUS, HHPPACTPYKTYPHI OTKPBITHIX KOTIOYEH 5
3HaHue 0a30BBIX APXUTEKTYPa BUPTYAIbHBIX CETEH 5






