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1. HammeHnoBaHue JUCHUININHBI

be3omacHoCTh pacnpeaeeHHbIX BRIUUCIUTENBHBIX CETEN

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM NMPOrpaMMBbI

JucuuninuHa BXOAUT B 00s3aTenbHy0 YacTh bioka « C.1 » o6pa3oBarenbHON MPOrpaMMBbI 110 HAMPaBICHUSIM
MOATOTOBKH (CMEIUATBLHOCTSIM):
CnenunanbaocTh: 10.05.03 MuadopmarnmonHas 6€301MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM
HaIpaBlIeHHOCTh be30macHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEM



3. [lnanupyembie pe3y/ibTaThl 00y4eHUs M0 AUCHUILINHE

B pesynbrare ocBoeHus: AUCHUIUIMHBL Be3onacHocTh pacnpenejeHHbIX BBIYHCIUTEIBHBIX ceTel y
00y4aromerocs JOKHbI ObITh CHOPMHUPOBAHBI CIICTYIOIIHE KOMIETCHITHH:

10.05.03 NudopmarmonHas 6€301MaCHOCTh ABTOMATH3WPOBAHHBIX CHCTEM (HAIpaBiIeHHOCTH : be3omacHOCTh
OTKPBITBIX HHPOPMAIIMOHHBIX CHCTEM)

ITK.10 crtocoOHOCTB y4acTBOBaTh B pa3pabOTKE 3aIIUIIEHHBIX aBTOMATH3UPOBAHHBIX CUCTEM IO MPOPHUITIO
cBOEH po(hecCHOHATTEHOMN ACATEIHPHOCTH

ITK.11 criocoGHOCTh yuacTBOBaTh B pa3padb0TKe KOMIOHEHTOB aBTOMAaTU3UPOBAHHBIX CUCTEM B cepe
PO eCCUOHATBHON IEATETLHOCTH

IK.12 cnocoGHOCTH pa3pabaThIBaTh MOJUTHKH HH(OPMAIIMOHHON 0€30I1aCHOCTH aBTOMAaTH3HUPOBAHHBIX
CUCTEM

IK.13 criocoGHOCTh Y4acTBOBATh B IPOSKTUPOBAHUH CUCTEMBI YIIPABJICHUS HHPOPMALTMOHHOM
0€30MacHOCThIO aBTOMAaTU3UPOBAHHOMN CUCTEMBbI

IIK.14 ciocoOGHOCTb y4acTBOBAThH B MPOEKTUPOBAHUH CPEJCTB 3aALUTH MH()OPMAIIMH U CPEICTB KOHTPOJIS
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHOMN CUCTEMBbI

ITK.15 c1ocoGHOCTH MPOBOIUTH KOHTPOJIbHBIE IPOBEPKU PabOTOCIIOCOOHOCTH U 3((HEKTUBHOCTH
MPUMEHSEMbIX IPOTPaMMHO-aIIapaTHBIX, KPUIITOTPahUIECKUX U TEXHUUYECKUX CPEJICTB 3alUThl HH(pOpMaIuu

ITK.18 criocoGHOCTh MPOBOAUTH HHCTPYMEHTAIBHBIN MOHUTOPUHT 3aIUIIIEHHOCTH aBTOMaTH3UPOBAHHBIX
CUCTEM

ITK.23 crioco6HOCTh pa3padaThiBaTh MPOEKTHl HOPMATUBHBIX U METOJIMYECKUX MAaTEPUAJIOB,
pErIaMeHTHPYIOIMUX paboTy Mo o0ecreueHn0 HHPOPMAITMOHHON 0€30MaCHOCTH aBTOMAaTH3UPOBAHHBIX
CHCTEM, a TaK)Ke MOJIOKEHUH, MHCTPYKIUI U IPYTHX OPraHU3allMOHHO-PACTIOPSAUTEIbHBIX IOKYMEHTOB B
chepe npodeccrnoHambHOM A TEIBHOCTH

IIK.29 criocoOHOCTh aAMUHUCTPHUPOBATH MOACUCTEMY MH(POPMAIIMOHHON 0€30MaCHOCTH
aBTOMATH3HPOBAHHOW CUCTEMBI

IK.30 criocoGHOCTH BBITIOIHITH NOJTHBIN 00beM paboT, CBA3aHHBIX C peaTn3alreil YaCTHBIX MOJTUTHK
MH(POPMALIMOHHOM 0€301MacHOCTH aBTOMATU3UPOBAHHON CHCTEMBI, OCYIIECTBIISTH MOHUTOPHHT 0€3011aCHOCTH
aBTOMAaTH3HPOBAHHOM CUCTEMBI

IIK.5 criocobHOCTh pa3pabaThiBaTh MOAETH YIPO3 U MOJIEIN HAPYLIUTEN HHPOPMAIIMOHHOM 0€301MacHOCTH
aBTOMaTU3UPOBAHHOM CUCTEMBI

ITK.6 criocoOHOCTh MPOBOJUTH aHAU3 PUCKOB MH()OPMAIIMOHHON 0€3011aCHOCTH aBTOMAaTH3HUPOBAHHOM
CHCTEMBbI

ITK.7 cnocoOHOCTh MPOBOIUTH aHATU3, Ipe/yIaraTh 1 000CHOBBIBATH BBIOOP pellieHui 0 00eCeUeHUI0
Tpebyemoro ypoBHs 3G (HEKTUBHOCTH MPUMEHEHHS aBTOMAaTU3UPOBAHHBIX CUCTEM

ITK.9 cniocoOHOCTH MPOBOIUTH CUHTE3 U aHAINU3 MPOEKTHBIX PEIICHUI Mo obecreyeHno 6e30MacHOCTH
aBTOMATHU3HPOBAHHBIX CHCTEM



4.

O0beM U coepkaHue TUCHHUILINHBI

HanpaBﬂeHm[ MNOATr0TOBKH

10.05.03 NudopmarmonHnas 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX
cucTeM (HampaBJIeHHOCTb: be30nacHOCTh OTKPBITHIX
MH(POPMALIMOHHBIX CUCTEM)

¢opma o0yuenus OYHas
NeNe TpumecTpoB, 8
BbIJeJIEHHbIX I H3YUYeHHus
AUCHUTLINHBI
O0beM AUCIHUILIMHBI (3.€.) 5
O0beM JUCHUILIMHBI (AK.YaC.) 180
KonTakTHasi padora ¢ 70
npenoaaBartesieM (aK.4ac.),
B TOM 4HcJIe:
IIpoBeneHue JTeKIUOHHBIX 28
3aHATHH
IIpoBenenue Ja00paTOPHBIX 42
padoT, 3aHATHI 11O
HHOCTPAHHOMY SI3BIKY
CamocrosiTesibHas pabora 110

(ak.4ac.)

®opMBbI TEKyl1ero KOHTPOJIS

Bxonnoe tectupoBanue (1)
3amuiiaemMoe KOHTpoJbHOE MeporpusiTie (1)
HTorosBoe koHTposibHOE Meponpustue (1)
IIuceMeHHO€E KOHTpOIbHOE MeponpusTue (1)

DopMbI IPOMEKYTOUHOM
arrecTauuu

Ok3ameH (8 TpumecTp)




5. AHHOTI/IPOBaHHOC OonmucaHue CoaAcpKanusd pasacjaoB U TEM TUCHUIIJIHHBI

Be3onacHocTh pacnpeae/ieHHbIX BHIYHCINTEIBHBIX CeTel
JucuuminHa "be3onacHoCTh pacipeeieHHbIX BEIUUCIUTENIBHBIX CeTeill" UMeeT 1eNbl0 00yYUTh CTYACHTOB
OCHOBaM MOCTPOCHHS U IKCIUTyaTaIli BEIYUCIUTENBHBIX CETEH, MPUHIIUIIAM U METO/1aM 3aIIUThHl HHPOPMALIUU
B KOMITBIOTEPHBIX CETSIX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHMSI, TOCTPOEHMsI, 00CITy>KHUBaHUS U aHAIIN3a
3aIUIIECHHBIX BBIYMCIUTEIBHBIX CETEN.

BxoaHoii KOHTPOJIb
Bx0o/1HO# KOHTPOIIE UMEET MENBI0 OIICHUTh HABBIKU U 3HAHUS CTYJICHTOB, HEOOXOIUMBIE IS YCTIEITHOTO
OCBOCGHUS JJAHHOU JUCIUIUIMHBL. Ha BXOTHON KOHTPOJIb BRIHOCSITCS 0a30BbIC 3HAHUS W HABBIKU PAOOTHI CO
ciryx0amu cetr IHTEpHET, akTHBHBIM M TTACCUBHBIM 000pyaoBanreM BC, HaBbIKH KOH(PUTYPHPOBAHUS
ocHOBHBIX ceTeBbIX cepBrcoB B OC Linux, Windows, RouterOS, Cisco 10S.

Paznen 1. UndpopMmanmonHasi 6€30acCHOCTb B CeTSIX NMepeaayn JaHHbIX
HNudopmanronHast 6€30MacHOCT — N U 33/1a4u. APXUTEKTYPbl OTKPBITHIX CeTei, KOPIOPATUBHBIX CETEH,
CeTeil OTIepaTOPOB CBSI3U, IICHTPOB 00PAOOTKH JaHHBIX. CTaHAAPTHI 110 HHPOPMAITMOHHOMN 0€30MaCHOCTH U
6e3onacHoctH ceteit. O030p crangapra [SO IEC 27002:2005. YVs3BUMOCTH MOTUTHIECKUE, TEXHOIOTUUECKHE,
koH(uryparuonusie. [Tonutuka 6e3onacunoct. Knaccudukanus yrpo3 v TUIbl atak. TeXHOIOTHH U
MHCTPYMEHTHI aHAIN3a CETU U OTOKOB JIaHHbIX. PacripocTpaHeHHbIE MTPOTOKOJIBI U UX TEXHOJIOTUYECKUE
YA3BUMOCTH. 3aIIII/IIII€HHI)Ie AHAJIOT'! MMOITYJIAPHBIX ITPOTOKOJIOB

Paznen 2. KourpoJs goctyna K cetu
KoHntpois noctyna k cetu
Texnonoruu ayTeHTU(UKAIMK, aBTOPU3ALNY U yUeTa IPH JIOCTYIIE K CeTeBbIM pecypcaM. Ciry:KObl U
IIPOTOKOJIbI POBEPKH MOAJIMHHOCTHA U KOHTPOJISI 10CTyIa. MeTo bl MPOBEPKH NMOAIUHHOCTU. [TprHIIMIIBI
pabotel cuctem RADIUS, TACACS+, Kerberos.
3ammTa ypoBHS I0CTyTa
3amuTa TOMoJIOTUU BTOpOro ypoBHs. Uaentuduuupyromuii (mepexBaThIBalONINi) MPOKCH — pean3alliy,
YSI3BUMOCTH. 3alIMIIEHHOCTh CeTeBOM MH(PPACTPYKTYPhI M 3aLUILEHHOCTH MoJsib3oBaTelns. KoHTponb
BbIenienus [P-aapecoB u yuer. 3ammura cinyxeOHbix mpotokooB DHCP u ARP. Cetu xpaHeHus: JaHHBIX U
0€3011aCHOCTb.
IPv4 + IPv6 first-hop-security.
KoHnTpons noctyna Ha ypoBHE 1opra
Habop crangapros 802.1X B IpUMEHEHNH K IPOBOJHBIM U OECTIPOBOIHBIM ceTsAM. [IpoBepka MoAJIMHHOCTH Ha
nopty ycrpoiictsa. OrpaHuueHue npas JocTyna Ha HopTy. M3o1upoBanre NopToB 10CTyMA. Y A3BUMOCTH
n3osmpoBanus noptoB. [Ipumenenne 802.1x coBmecTtHO ¢ VOIP. YA3BUMOCTh MPOTOKOIOB TIEpeayu rojioca u
Bujaeo no IP

Pa3nen 3. BupryanbHble 4YacTHbIE CeTH M X 3a10UTA
TexHOI0THH MOCTPOCHUS BUPTYAIBHBIX KAHAJIOB B OTKPBITHIX CETAX. TEXHOJIOTUU 3alIUTh BUPTYaJIbHBIX
ka"ayoB. [Iporokonsl Tynuenei. Texunonorun u nporokonsl VLAN, MPLS, GRE, PPTP, L2TP, PPPoE. O630p
MPOTOKOJIOB Habopa ctanaapToB IPSec. 3amura TpancnoptHas u TyHHeabHas. [Iporokonst AH u ESP.
AHOHUMHOCTG B ceTu MHTepHeT. [IpaBoBbIe BOMPOCH MpUMEHEHUs MU(PPOBAHUS JAHHBIX

Pa3nen 4. UHCcneKnMs MOTOKOB JAHHBIX: MeKCeTeBOe IKPAHMPOBAHNE U CHCTEeMbl O0HAPYKeHHUS H
NpeI0TBPALICHUS BTOPKEHUH
MexceTeBoe SKpaHUpPOBaHUE
Me:xcereBble dkpaHbl. CIIMCKM KOHTPOJISA JOCTYIA — MPUHLIMIIBI PEATU3aluU U IIPaBUJIa IPUMEHEHUS.
IlepconanbHble MexceTeBble 3KpaHbl. COUCKH 10CTYyIa Ha OPTY, BUPTyanbHOM uHTEpdeiice, VLAN.
OOBeKTHBIE CTIUCKU AOCTyMa. MeKceTeBOi SKpaH ¢ KOHTPOJIEM COCTOSIHUE MOAKIIoueHUH. KOHTeKCTHBIN



KOHTPOJIb JIocTyna. MHCIeKTHpOoBaHNe MOTOKOB TpaduKa.

CucteMbl 0OHapYKEHUS U IPEIOTBPAILCHHUS BTOPKEHUN

ApPXUTEKTYypa CUCTEM O0HAPYKEHUS U MPeIOTBPAIECHHUS BTOPKEHHNA. | TyOOKast HHCIIEKIUS TakeToB. TUIOBbIe
CHOCcOObI aHaNTM3a MOTOKOB JaHHbBIX. DBpUCTHYECKUE alropuTMbl. Kimaccuduxaris mnotokoB Tpaduka.
KonTpons knaccudunrpoBaHHbIx MOTOKOB. Pacrio3HaBaHue MpuiiokeHUH. ACCUMETPUYHBIE TOTOKU JaHHBIX

Pa3znen 5. TexnoJsioruu odecrnevdeHusi HeMPepPbIBHOCTH PadOTHI CETH
HenpepwiBHOCTS OHM3HECA, HAZIC)KHOCTD, OTKA30yCTONYUBOCTE
PesepBupoBanme pa3IMuHbBIX yPOBHEH CETEBOI TONMOIOTHU U HHPPACTPYKTYpHI. TOUKH OTKa3a.
B3anmogeiicTBue cetn n obcmykuBaromeid HHGPacTpyKTypsl. Jucrneruepusanmsi, KOHTPOIb MapaMeTpOB
OKpY’Karolllel cpesibl Ha y3iax cBsA3H. [[porao3upoBanue Harpy3ku U 0TKa30B. J[BOMHbBIE OTKa3bI.
banancupoBka Harpy3ku u pacnpeieIeHue Harpy3Ku.
PezepBupoBanue B MapuipyTH3aUH
PesepBupoBanue kananos noctyna B urepner. [lonutnyeckue u KoHPUTyparmoHHbIE YSI3BUMOCTH MPOTOKOIA
BGP. IIpoToko:nsl pe3epBupoBanHus U OanaHCUpoBKH Harpysku 1nutto3a: HSRP u GLBP. Opranuzarus kaHaioB
MEXy YCTPOHUCTBAMU OJTHOTO YPOBHSI.
Pe3epBupoBanue B KOMMyTallu
Pe3epBupoBaHre aKTUBHBIX YCTPOMCTB U KAHAJIOB. 3alllMTa TOMOJIOTUHA. ATPETHPOBAHUE KAHAJIOB.
Pe3epBupoBanne BOCXOISIMINX KaHATIOB 0€3 MOTEpH MPOMYCKHOM criocoOHOCTH. BupTyanu3anus BeIIIECTOSIINX
KOMMYTaTopoB. OTClIeKUBaHUE COCTOSIHUS TIOPTOB.
KauecTBo 00cmyKnuBaHus
Texnonorun obecneueHus kauectra oocmyxxuBanus (QoS). [Ipornozupyemsbie moka3aTesin OTKINKA CETH TPH
Oonbiux Harpyskax. MuTerpupoBanusie u auddepennrpoBannbie yeayru. Peanuzanus. Kontponas
MIPEIOCTABIIIEMOH MOIOCHI MpoITycKaHus. [[poBepKM COOTBETCTBUS COTTIAIICHU 00 YpOBHE CEpBHCa



6. MeToanueckue YKa3aHus /151 00yYaIOUIMXCH 10 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. IlepeyeHb OCHOBHOM M IONOJTHUTEILHON Y4eOHOH JTUTEPATYyPHI
OcHoBHas:

1. [Tenemenko, B. C. MeHe)KMEHT UHITUIEHTOB HH()OPMAITMOHHONW 0€30MTaCHOCTH 3alTUIIICHHBIX
aBTOMATHU3MPOBAHHBIX CHCTEM yIpaBieHus : yaeoHoe nocoodue / B. C. [Tenemenko, C. B. 'oBopoBa, M. A.
Jlarmuna. — CraBponoins : CeBepo-KaBkasckuii ¢enepanbabiii yauBepcuteT, 2017. — 86 ¢. — ISBN 2227-
8397. — Tekcrt : aneKTpOoHHBIN // DnekTpoHHO-0nbanoTeunas cucrema IPR BOOKS : [caiiT].
http://www.iprbookshop.ru/69405.html

2. AepuenkoB B. 1. Aynut unpopmaronHoit 0ezonacHoctu: YuebHoe nocobue ais By30B/ABepueHKOB B.
WN..-bpsiack:bpsaHCckHil rocyiapcTBeHHBIN TexHu4Yeckuil yauepeurteT,2012, ISBN 978-89838-487-6.-268.
http://www.iprbookshop.ru/6991

3. CoBpeMeHHbIE PaIuO3IEKTPOHHBIE CPEACTBA M TEXHOJIIOTUU UH()OPMAIIMOHHON 0€30IacHOCTH | MOHOTpadus
/ B. A. Maiictpenko, A. A. Conosse, M. 1O. [Tnackun, A. M. TuxonoB. — OMck : OMcKuii TOCYJapCTBEHHBIH
TexHn4Yeckuil yuusepcutet, 2017. — 356 c. — ISBN 978-5-8149-2554-1. — TekcT : 3neKTpOHHBIH //
OnexkrponHo-6ubnmuoreynas cucrema IPR BOOKS : [caiit]. http://www.iprbookshop.ru/78508.html

4. TexHUYeCKUE CPECTBA U METO/IbI 3aIIUThI UH(pOpMauu:ydeOHoe nocodue s CTYAEHTOB BY30B,
obyuatomuxcs 1o crienuaabHocTsM 090102 "KommnbroTepHas 6e3omacHocTs", 090105 "KommiekcHoe
obecrieyeHrne MHPOPMAITMOHHOW O€30MaCHOCTH aBTOMATH3UpoBaHHbIX cucteM", 090106 "MudopmarmonHas
0e30MmacHOCTh TeIeKOMMYHUKaMOHHBIX cucteM"/A. I1. 3aiiues [u np.] ; mox pen. A. I1. 3aiiniesa, A. A.
[llenynanoBa.-4-e u3na., ucnp. u gom..-Mocksa:I'opsuas iunus - Tenexom,2012, ISBN 978-5-9912-0084-4..-
616.-bubauorp.: c. 608-609

JdomosHuTeIbHAS:

1. FonukoB, A. M. OCHOBBI IPOEKTHPOBAHUS 3AIIUIICHHBIX TEJIEKOMMYHUKALMOHHBIX CUCTEM : yueOHOe
nocobue s crerupanurera: 10.05.02 MudopmarmonHas 6€30macHOCTh TEIEKOMMYHUKALMOHHBIX CUCTEM.
Kypc nekuunii, KOMObIOTEpHBIN NPAKTUKYM, KOMITBIOTEPHBIE J1a00opaTOpHbIe padOThI U 33JaHUE HA
camocrosTensHyo padoty / A. M. I'onukoB. — Tomck : ToMckuii rocy1apcTBEHHBI YHUBEPCUTET CUCTEM
yIpaBJICHUS U PaIU0IeKTPOHUKH, 2016. — 396 ¢. — ISBN 2227-8397. — TekcT : 351eKTpOHHbIH //
OnexkrponHO-OnbHoTeunas cucremMa IPR BOOKS : [caiir]. http://www.iprbookshop.ru/72158.html

2. bezonacuocts UT:[Kpunrorpaduueckue ocHOBBI 6e30macHOCTH. OCHOBBI MH(POPMALMOHHON 6€30MacHOCTH.
ITpoToKOIIBI 6€30MacHOT0 CETEBOT0 B3auMoAeHCTBH. CTaHAapThl HH()OPMAITMOHHON
6e3onacHoctu|/HTEepHET- Y HUBEPCUTET HH(POPMAIIMOHHBIX TeXHOJI0rHit.-M.:HoBbIit nuck,2006.-1.



9. Ilepeuenn pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIUILINHBI

https://blog.ipspace.net/search/label/security ipspace.net
https://dyn.com/blog/category/security/ dyn research
10. Ilepeuenb uHGPOPMAITUOHHBIX TEXHOJIOT Ui, HCIOJIb3yeMbIX IIPH OCYIIECTBJICHUMN
00pa30BaTeJIbHOIO MpoIecca Mo JMCIHUIINHE

OO6pasoBarenbHblii mpoliece Mo AucuuminHe be3onacHocTs pacnpeaeseHHbIX BIYHCIUTEIBHBIX ceTel
Ipe/roiaraeT UCIOIb30BaHUE CIIEAYIOLIETr0 MPOrpaMMHOI0 o0ecreyeHus: U HH(OPMAIIMOHHBIX CIIPAaBOYHBIX
CHCTEM:

OO6pa3zoBarenbHbli Ipolece MO AUCHUILIMHE MTPEANoIaraeT UCIOIb30BaHUE CIeTYIOEro HHGOpMaIMOHHBIX
TEXHOJIOTUH, TPOrpaMMHOT0 obecreueHust U MHPOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:

- IPE3EHTAL[IOHHBIE MAaTEepHabI (CIalibl IO TEMaM JIEKLIMOHHBIX U IPAKTUYECKUX 3aHITHI);

- IOCTYT B pexxuMe on-line B DiekTpoHHyto 6nbimortednyro cuctemy (9bC);

- IOCTYI B JIEKTPOHHYI0 MH(POpMAIMOHHO-00pa3oBarenbHol cpeny yauBepcurera (ETUC [I'HUY);

- HHTEPHET-CEPBUCHI U 3JICKTPOHHBIE PECypPCHI (TIOUCKOBBIE CUCTEMBI, AJIEKTPOHHAS 1T0YTa, MPOPECCHOHATLHBIE
TEeMaTU4YeCKHe 4aThl U (POPYMBI, CHCTEMBI Ay IO ¥ BUJEO KOH(EPEHIINH, OHJIAIH SHIIUKIONECIUH U T.1I.).
[lepedeHp UCTIONB3yEeMOT0 IPOTPAMMHOTO 00ECTICUCHHS:

- oTkpsITas cucrema "ALT Linux"

- oucHbI nakeT npunoxxenuii "Libre office";

- IPUJIOKEHHE TIO3BOJISIIOIEE TPOCMATPUBATh U BOCIIPOM3BOANUTE Meaua kKoHTeHT PDF-@daiinos "Adobe Acrobat
Reader DC";

- IPOrpaMMBbl IEMOHCTPAIIMK BUJIe0 MaTepuaioB (nmpourpeiBarens) "Windows Media Plaer";

- IporpaMma MpocMoTpa UHTepHEeT KoHTeHTa (Opay3ep) "Google Chrome"

baza 3nanwmii - k.psu.ru (Buku, daiaooOMeH, OJIOT pernogaBaTes).

Omynstop Cisco PacketTracer.

Nutepuet ¢ Bo3moxHOCThIO TTosTydeHust BGP full-view c route-cepsepos, Llentp o6pabotku nannsix [I'HUY,
nabopartopubiii ctena Axkagemun Cisco.

[Tpu ocBOeHMM MaTepHalia U BHIOJIHEHHS 3aJaHHH MO JUCHUIUIMHE PEKOMEHIYETCsl HCIIOJIb30BAHNE
MaTepHaoB, pa3MelIeHHbIX B JInunbix kabunetax odyqaromuxcs ETUC IITHUY (student.psu.ru).

[Ipu opranuzanuu AUCTAHIIMOHHON paOOTHI U MIPOBEICHUU 3aHSATHI B pEXKUME OHJIAH MOTYT
UCTIOJIb30BAThCS:

cucTeMa BUeoKOoH(epeHIICBsA3H Ha ocHOBe TuiaTdhopmbl BigBlueButton (https://bigbluebutton.org/).

cuctema LMS Moodle (http://e-learn.psu.ru/), koTopas moanepKuBaeT BO3MOKHOCTh UCIIOJIb30BAHUS
TEKCTOBBIX MaTepPHAJIOB U MPE3EHTAIINH, ayINO0- ¥ BHICOKOHTEHT, a TaK JK€ TECTHI, IPOBEPSEMbIE 3a/IaHus,
3aJJaHus JJ1 COBMECTHOM paboTHI.

cuctema tectupoBanus Indigo (https://indigotech.ru/).

11. Onucanue MaTepHAJILHO-TEXHUYECKOI 0a3bl, HEOOX0AMMOM AJIs1 OCYLIeCTBJICHUS
00pa3oBaTeJBLHOIO0 Npouecca Mo AUCHHUILINHE

JlexuimoHHBIE 3aHATHS, TPYIIIOBBIC (MHINBUYabHBIC) KOHCYIbTAIIMH, MEPOIIPHUITHUS TEKYIIIETO KOHTPOJIS U
MIPOMEKYTOYHOM aTTECTAIlMH IPOBOJIATCS B Ay TMTOPHU, OCHAIIEHHOHN NMPE3EHTAIMOHHOW TEXHUKOH (TIPOEKTOD,
9KpaH ISl MPOEKTOPa, KOMIBIOTEP/HOYTOYK), a TAKKE MEJIOBOM (M) I MapKEePHOM JTOCKOH.

AyauTopus uisl 1aG0paTOPHBIX 3aHATHMA.
JlabopatopHble 3aHATHS MPOBOJATCS B KOMIIBIOTEPHOM Kjlacce Kadeaphl pailodIeKTPOHUKH U 3aLUThI



PIH(l)OpMaI_II/II/I, TCXHUYCCKOC OCHAIICHUE KOTOPOI'0 IMPCACTABJIICHO B ITACIIOPTC KOMIIBIOTCPHOI'O KJIaccCa.

Jlist mpakTraeckux 3ausatui - [1K, ¢ ycranonennoit OC windows uiu linux, o000py/10BaHHBIE CETEBBIMH
agantepamu ethernet 10/100/1000.
Ji1s 1a00paTOPHBIX 3aHATU:
MexcereBoit sxkpan Cisco ASAS5520 - 2 mir.
MexcereBoit skpan Cisco PIX515E - 2 mir.
1K, ¢ unTepdeiicom RS232, - 3mT.
KommyTtaropsr Cisco Catalyst 2960 - 3 mT.
Mapmpytuzatopst Cisco 2811 - 3 mT.
Touxu nocryna WiFi Ubiquity AirGrid - 2 mir.
IP-Tenedons Cisco 7911 - 3 mr.
[Taty-xopast UTPS - 2Mm, - 6 mwit.
Ka6enbubrit Tectep Fluke DTX-1800.
KpoccupoBounstit HOX, 00xkuMka Ha KoHHEKTOp RJ45 (8P8C).
Konnexropsr RJ45(8P8C) - 20mT.
[Taty nmanens EIA/TIA-568B na 16 mopToB.
Butas mapa UTP Cat5 - 10m.
Aynuropus Ui CaMOCTOSITEIbHON pa0boThl, B TOM uucie nomemnienuss Hayunoii 6ubnuorexku [I'HUY,
OCHAIIICHHBIE KOMITBIOTEPHOU TEXHUKON C BOZMOKHOCTHIO TTOAKIIOUEHUS K ceTh « HTepHeT», 00ecrneueHHbIe
JOCTYTIOM B 3JIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO Cpely YHUBEPCHTETA.
[Tomemenust HayuHoii 6nbmuoreku [II'HUY mist oGecrieueHus: caMOCTOSTEIbHONU PabOThl 00yUYaOIUXCS:
1. Hayuyno-Oubnuorpadudeckuit otaen, xopi.l, aya. 142. O6opynoBaH 3 nepcoHaIbHBIMH KOMIIBIOTEpA C
JOCTYTIOM K JIOKQJIBHOM U II100aJIbHON KOMITBIOTEPHBIM CETSIM.
2. YuTanpHbli 3aJ1 TyMaHUTApHOM JUTEpaTyphl, Kopi. 2, aya. 418. O60opyaoBaH 7 nepcoHabHBIMU
KOMIIBIOTEPAMH C IOCTYIIOM K JIOKaJIbHOM U INT00ANbHOM KOMIIBIOTEPHBIM CETSM.
3. UnTanbHBIN 331 €CTECTBEHHOH JIUTEpaTyphl, KOpIL.6, aya. 107a. OGopyaoBaH 5 nmepcoHaIbHBIMH
KOMITBIOTEPAMH C JOCTYTIOM K JIOKaJbHOW U TT100aTbHONH KOMIBIOTEPHBIM CETSIM.
4. Otnen MHOCTPAHHOM HUTEpaTyphl, Kopm.2 aya. 207. O6opynoBan | mepcoHaIbHBIM KOMIBIOTEPOM C
JOCTYTIOM K JIOKaJIbHOM U T7100aIbHONW KOMIIBIOTEPHBIM CETSIM.
5. bubnuoTteka opunuyeckoro axkynprera, kopmn.9, aya. 4. O6opynoBana 11 nepcoHaIbHBIMU
KOMIIBIOTEpPAMH C JOCTYIOM K JIOKaJbHOW U T7100a1bHONH KOMIIBIOTEPHBIM CETSIM.
6. YuranbHbll 3a1 reorpaduueckoro ¢axynbrera, kopn.8, aya. 419. O6opynosan 6 nepcoHaIbHbIMU
KOMIIBIOTEPAMH € JOCTYNOM K JIOKaJIbHOW U T7100a1bHON KOMIIBIOTEPHBIM CETSIM.
Bce xoMIbloTephl, yCTaHOBJICHHBIE B TOMEUICHUAX HAyYHOU OMOINOTEKH, OCHAIIIEHBI CIICAYIOIINM
IIPOTPaMMHBIM 00eCTIeYeHUEM:
Omnepanuonnas cuctema ALT Linux;
Oducusliii maker Libreoffice.
CrnpaBouHo-nipaBoBas cucreMa «KoncynprantlIroc»



DoH/IbI OLIEHOYHBIX CPEACTB JJIsl ATTECTAIMHU MO TUCHHUILIHHE
Be3onacHocTh pacnpeaesieHHbIX BBIYMCJIANTENbHBIX ceTel

I[lnannpyembie pe3yabTaThl 00y4eHHsl 0 TUCHUILINHE IS GOPMUPOBAHUS KOMIIETEHIIUM.
NuaukaTopbl M KPpUTEPUU UX OLleHMBAHUS

I1K.29

CIIOCOOHOCTH A/IMUHUCTPHPOBATH MOACUCTEMY HH(POPMALMOHHOM 0€30I1ACHOCTH
aBTOMATH3MPOBAHHON CHCTEMBbI

KoMmnerenuus IlnanupyemMsble pe3yJibTaThl Kpurtepun oneHnBanus pe3yJibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust
IIK.29 3HaATh CTPYKTYPY NOACUCTEMBI HeynosierBopure
CHOCOOHOCTD uHpopmanronHoi 6ezomnacHoctr | CTyIeHT HE MOKeET CPOPMYITHPOBATH CTPYKTYPY
aIMUHUCTPHUPOBATH AC. MOJICUCTEMBI HH(GOPMAIIMOHHOHN 06€30MacHOCTH
MIOJICUCTEMY YMeTb aIMUHUCTPUPOBATh AC.
UHGOPMATMOHHON noacucremy Ub AC. He 3naeT nprembl aAMUHUCTPUPOBAHHUS
0e30MmacHOCTH Bnazners HaBbIKaMK pELLICHUS] noacuctemsl Ib AC.
aBTOMATU3HPOBAHHON oneparuBHbIX 3a1a4 Ub AC. CTyneHT He BIaJeeT HaBbIKAMH PELICHUS
CUCTEMBI onepaTuBHbIX 3a1au b AC.
YnoBaerBopuTeabH
CryneHT BiajeeT CreurabHON TEPMUHOIOTHEH
Ub.
Nwmeer npeacrarieHne 00 OCHOBHBIX 2JIEMEHTAX
noxcuctemsl b AC.
Xopouo
CrTyneHT 1eMOHCTpUPYET MOHUMAaHUE
OCHOBHBIX 3JIeMeHTOB noacuctemsl Ub AC.
Bunaneer cnenumansHoi TepMuHonoruen Ub.
Nwmeer npeacrasieHune o mpuemMax
anmuHuctpupoBanus b AC.
O1anyHo
CTyaeHT 1eMOHCTPUPYET 3HAHUE CTPYKTYPbI
MOJICHCTEMBI HHPOPMALIMOHHON 0€30MacHOCTH
AC.
3HaeT NpueMbl A IMUHUCTPUPOBAHUS
noxcuctemsl Ub AC.
Bnianeer HaBbIkaMu penieHus: ONepaTUBHBIX
3anau b AC.
IIK.30

CMOCOOHOCTH BHINMOJIHATH MOJHBII 00beM PadoT, CBA3AHHBIX C peaju3anyeil YaCTHBIX MOJUTHK
HH(OPMAIHOHHOII 6€30IACHOCTH ABTOMATU3UPOBAHHOM CHCTEMbI, OCYIIeCTBJIATH MOHUTOPHHT
0€30MacCHOCTH ABTOMATU3UPOBAHHOM CUCTEMBbI

Komnerenuus IInanupyembie pe3yJibTaThI Kpurtepuu oneHnBanus pe3yjbTaToB
(MHaUKaTOP) o0y4eHHs o0y4eHus
K.30 3HaTh BapUaHThI peain3aluu HeynoBjerBopures

CHOCOOHOCTH BBITIOIHATH

yacTHBLIX TOIUTUK Wb cetent

CryneHT He BJIaJIeeT TEPMUHOIOTHEH.




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

MOJTHBIN 00beM padoT,
CBSI3aHHBIX C
peanu3anyen 4acTHbIX
TIOJTUTHK

nepenavyn JaHHbIX.
YMeth npuMeHsaTh noautuku b
B CHCTEMe Iepeiayll TaHHBIX

(CILI)

HeynosierBopureJ
He 3naeT BapraHTOB NPUMEHEHHUSI YACTHBIX
noautuk Ub B CIT/.

YaoBaerBopuTeabH

nH(pOpMaAITMOHHON BnaaeTts HaBpIKaMK MOHUTOpPHHTA| CTYACHT 3HAKOM C BApUAHTAMH YaCTHBIX
0e30IacHOCTH 6ezomacuoctu CII/. nonutuk b CIII.
aBTOMAaTU3MPOBAHHON Biageer cnienmanbHOM TEPMUHOIOTUEH.
CUCTEMBI, OCYILECTBIIATH Xopomo
MOHHTOPHHT CTYJICHT 3HaeT HA3HAYCHUE YACTHBIX MOJIUTUK
0e30macHOCTH Wb cereit nmepenaun JaHHBIX.
aBTOMAaTU3UPOBAHHOMN CTYJICHT 3HA€T BapUAHTBl IPUMEHEHUS MTOJIUTHUK
CHUCTEMBI Ub CIIA.
CTYJICHT 3HAeT Moka3areiau Mouutopunra b
CILL.
OTtiamn4yHo
CTYJICHT 3HA€T BapUAHThl peaIn3alliy YaCTHBIX
nonutuk Wb ceret nepenaun qaHHbIX.
CTYJIEHT yMeeT NpuMeHATh noiutuku 1b B
CILL.
CTYJICHT BJIaJIC€T HaBBIKAMA MOHUTOPHUHIA
oe3omacaoctu CII/I.
IIK.7

CIIOCOOHOCTH MPOBOAUTH AHAJIN3, IPeJIAraTh H 000CHOBBLIBATH BHIOOP peLIeHUI M0
ol0ecneyeHHI0 TPeOyeMOro ypoBHsi 3¢ (peKTHBHOCTH IPMMEHEHHs] aBTOMATH3HPOBAHHBIX CHCTEM

Komnerenuus IlnannpyemMsble pe3y/ibTaThl Kpurtepun oneHnBanus pe3yJibTaToB
(uHaMKaTOP) o0yuyeHust o0yueHust
K.7 3HaTh aHATM3UPYEMBbIS HeynosierBopure

CIOCOOHOCTH MPOBOJUTH
aHaJm3, MpeyIaraTb u
00OCHOBBIBaTh BBIOOP
pELIECHH IO
o0ecreYeHnIo
TpeOyeMoro ypoBHs

3¢ (HeKTUBHOCTH
NPUMCHEHHS
aBTOMAaTH3MPOBAHHBIX
CHCTEM

ToKa3aren 0e30MacHOCTH CeTe
nepeaayy JaHHbIX.

YMeTb aHaIM3UpOBATH
XapaKTePUCTHUKU U MTOKa3aTeIn
ceTen.

Brnageth HaBbIKaMU OLICHKH

s dexTHBHOCTH TOKa3aTenen
0e30MMacHOCTH CeTeH.

CTyneHT He 3HaeT MoKaszaTeld 0€30MacHOCTH
ceTel nepenavn TaHHbIX.
Y10BJ1€TBOPUTEJBH
3HaeT aHAIM3UPYEMBbIE TTOKa3aTeln
0€30IaCHOCTH CETEH Mepeavun TaHHbIX.
Xopomuo
3HaeT aHAJIM3UPYyEMbIE TTOKA3aTeNn
0€30IaCHOCTH CETEH Mepeavun TaHHbIX.
YMeeT aHaTu3upOBATh XapaKTEPUCTHKU U
IOKa3aTelIM CeTEeH.
OT1au4Ho
3HaeT aHAIM3UPYEMBbIe TTOKa3aTeln
0€301aCHOCTH CETEH Mepeavun TaHHbIX.
YMeeT aHaTu3upOBaTh XapaKTEPUCTUKU U
IOKa3aTelIM CeTEeH.
B coBepiieHCcTBE BiiasieeT HAaBBIKAMU OIICHKH
3¢ PeKTUBHOCTH TTOKa3aTese 0€301MacHOCTH




KoMnerennus

IInanupyemble pe3y/bTaThl

Kpurepun oneHuBanus pe3yibTaToB

(MHAUKATOP) o0y4eHust o0y4eHust
OtiamnuyHo
ceTen.
IIK.6
CMOCOOHOCTH MPOBOAUTH AHAJIU3 PUCKOB MH(OPMALMOHHOI 0€30MACHOCTH ABTOMATH3UPOBAHHOI
CHCTEMbI
Komnerenuus IInanupyembie pe3yjbTaThl Kpurepun oneHuBaHus pe3yibTaToB
(MHAUKATOP) o0y4eHust 00y4eHust
IIK.6 3HaTh OCHOBHBIE COCTABIIAIOIINE HeynoBierBopureJ

CIIOCOOHOCTH MPOBOJIUTH
aHaJIN3 PUCKOB

puckoB b B ceTsix nepegauun
JTAHHBIX.

CryneHT He 3HaeT ocHoBHbIE pucku Wb cereit
nepeaayn JaHHBIX.

nH(pOpMalMOHHON yMETb aHaJau3upoBath pucku b YaoBaeTBopuTenbH
0e301acHOCTH CUCTEMBI Ilepejaun JaHHbIX CryneHT 3HakoM ¢ ocHOBHBbIMHU puckamu Wb
aBTOMAaTH3MPOBAHHOM (CILI). CeTel Mepeavyy JaHHbIX.
CUCTEMBI BJIaJ€Th HAaBBIKOM aHaIn3a Xopouio
puckos Wb no 3aianHoii cxeme | 3HACT OCHOBHBIE cocTaBistomue puckos Vb B
Wb CII/. CEeTSIX NepeJaun JaHHbIX.
ymeet aHanusuposats pucku Ub CIT/.
OT1iau4HO
3HAeT OCHOBHBIE cocTaBirsroniue puckos 1b B
CEeTSIX NepeJaul JaHHbIX.
ymeet aHanusuposats pucku Ub CIT/.
B COBEPILUEHCTBE BJIAJICET HABBIKOM aHAJIN3a
puckoB 1b no 3anannoii cxeme b CII/.
IIK.18

CIOCOOHOCTh MMpoBOAUTH HHCTpYMeHTaJILHLIﬁ MOHUTOPHUHT 3aIIMUIINCHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM

Komnerennus Ilnanupyemsble pe3y/ibTaThl Kpurtepun onennBanus pe3yJibTaToB

(MHAUKATOP) o0y4eHust o0y4eHust
IK.18 3HATh TPeOOBAHUS K HeynosierBopureJ
CIIOCOOHOCTH NMPOBOJIUTh | HHCTPYMEHTAILHOMY CTYJCHT HE 3HaeT TPeOOBaHUS K
WHCTPYMEHTAJIbHBIN MOHUTOPUVHTY 3aIUIIEHHOCTH WHCTPYMEHTAIIbBHOMY MOHUTOPUHTY
MOHUTOPHUHT ABTOMAaTHU3UPOBAHHBIX CUCTEM, 3alIUIIEHHOCTA aBTOMATU3UPOBAHHBIX CUCTEM,
3AIIUAIIEHHOCTH YMETb IIPOBOIUTH HE yMEET NPOBOAUTh HHCTPYMEHTAJIbHBII
ABTOMATU3HPOBAHHBIX WHCTPYMEHTAJIbHBI MOHUTOPUHT | MOHUTOPHMHT 3aIIUIIEHHOCTH
CHUCTEM 3aIUIIEHHOCTH ABTOMATU3MPOBAHHBIX CUCTEM, HE BIIAJICET

aBTOMAaTU3UPOBAHHBIX CUCTEM
BJIJICTh HABBIKAMHU IIPOBEICHUS
UHCTPYMEHTAJIBHOIO
MOHUTOPUHTIA 3alUIICHHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM

HaBBIKAMH TIPOBEJICHUS] HHCTPYMEHTAIBLHOTO

MOHHUTOPHHTIA 3alIMIICHHOCTH

ABTOMATU3HUPOBAHHBIX CUCTCEM
Ya0BJI€ETBOPUTENBH

CTYJICHT YaCTUYHO 3HAET TPEOOBAHUS K




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

YnoBj1eTBOPUTEbH
HHCTPYMEHTaJIbHOMY MOHUTOPHUHTY
3aIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM

Xopouo
CTYZEHT 3HaeT TPeOOBaHUS K
MHCTPYMEHTAJIbHOMY MOHUTOPUHTY
3alUIEHHOCTH aBTOMAaTHU3UPOBAHHBIX CHCTEM,
yMeeT MPOBOAUTh HHCTPYMEHTAIbHBII
MOHHUTOPHHT 3aIIUIIEHHOCTH
aBTOMAaTU3MPOBAHHBIX CUCTEM, BJIaJI€eT
HaBBbIKAMU MPOBEJICHHSI UHCTPYMEHTAILHOTO
MOHHUTOPHHIA 3aIUIIEHHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM

OTtim4yHo
CTYZAEHT 3HaeT TpeOOBaHUs K
UHCTPYMEHTAJIbHOMY MOHUTOPUHTY
3alUIEHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM,
yMeeT MPOBOJUTH HHCTPYMEHTAIBHBIN
MOHHUTOPHHT 3aIIUIIEHHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM, B COBEPILICHCTBE
BJIaJIceT HaBBIKAMU TPOBEICHHS
MHCTPYMEHTAJILHOT'O MOHUTOPHUHTA
3alUIEHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM

IHK.15

CIIOCOOHOCTH POBOAUTH KOHTPOJIbHbIE IPOBEPKHU Pad0oTOCIOCOOHOCTH H 3PPEKTHBHOCTH
NPUMEHAEMBIX IPOrPaAMMHO-ANNAPATHBIX, KPUNTOrpaguYeCKUX U TEXHHYECKUX CPeACTB

3aluThl HHpopManun

Komnerenuus IInanupyemble pe3y/bTaThl Kputepun oneHuBanus pe3yibTaToB
(uHaHMKaTOP) o0y4eHHUs o0y4eHus
IK.15 3HATH MTOPAIOK IMTPOBEACHUS U HeynosierBopure

CIIOCOOHOCTH MPOBOJUTH
KOHTPOJIBHBIE TIPOBEPKHU
paboTocrnocoOHOCTH U
3¢ (HeKTUBHOCTH
PUMEHSICMBIX
POTrPaMMHO-
arnrnaparHbIX,
KPUNTOTpaQHUECKUX U
TEXHUYECKHUX CPEIICTB
3aImuThl THHOPMAITHI

TpC6OBaHI/I$I K KOHTPOJIbHBIM

HpoBepKaM paboTOCIIOCOOHOCTH U

3¢ (HEeKTUBHOCTH MPUMEHSIEMBIX
POrpaMMHO-AIMAPATHBIX,
KpUnTorpagpuueckux u
TEXHUUYECKUX CPEACTB 3aIUTHI
undopmaruu B CI1/,

YMETh MMPOBOUTH MPOBEPKH
paboTocrocoOHOCTH U
3(PEKTUBHOCTH TPUMEHSIEMBIX
IPOrpaMMHO-aIAPATHBIX,
KpUnTorpapuueckux u
TEXHHYECKUX CPEACTB 3aIUTHI

HE 3HAET MOPSI0K MPOBEACHUS U TpeOOBaHUS K
KOHTPOJIBHBIM ITPOBEPKaM pabOTOCTIOCOOHOCTH
1 3QGEKTUBHOCTH MPUMEHSIEMBIX IPOTPaMMHO-
anImapaTHbIX, KPUITOTPapHIECKUX U
TEXHUYECKHUX CPEJICTB 3AIIUTHI HHPOPMALIUH B
CIIZ,

YnoBaerBopuTeabH
3HAET MOPSIOK MPOBEACHUS M TPEOOBAHUS K
KOHTPOJILHBIM IPOBEPKaM paboTOCTIOCOOHOCTH
1 3(ppekTBHOCTH TPUMEHSIEMBIX TIPOTPAMMHO-
annapaTHbIX, KpUITOTpapUUECKUX U
TEXHUYECKHUX CPEJICTB 3aIIUThHl HHPOPMALIUH B

CIIL,




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

nHdopmaruu B CI1J1

BJIa/IETh HABBIKAMH MPOBEPKH
paboTocrmocoOHOCTH U
3(PEKTUBHOCTH TPUMEHSIEMBIX
CPEJICTB 3alIUThl THPOPMAUU B
CI1Jg

Xopomuo
3HAET MOPSAJOK MIPOBEACHUS U TPEOOBAHUS K
KOHTPOJIbHBIM IIPOBEPKaM paboTOCIIOCOOHOCTH
1 3(ppeKTUBHOCTH NPUMEHSIEMBIX IPOTPAMMHO-
anmnapaTHBIX, KPUMITOTpapUIECKUX U
TEXHUUYECKUX CPECTB 3allUThl HH(pOpMaluu B
CIIL,
yMEET NMPOBOJUTH MPOBEPKHU
pabotocrocoOHOCTH U 3PHEKTUBHOCTH
MPUMEHSIEMBIX TPOTPAMMHO-AIapaTHBIX,
KPUNTOTPaQUUIECKUX ¥ TEXHUIECKHX CPEJICTB
3ammThl nHpopmarmu B CIT/I

OT1iu4HO
3HAET MOPSIOK MTPOBEACHUS M TPEOOBAHUS K
KOHTPOJIbHBIM IPOBEPKaM pabOTOCIOCOOHOCTH
1 3(ppexTBHOCTH TPUMEHSIEMBIX TIPOTPAMMHO-
anmapaTHbIX, KPUITOTPaPUUECKUX U
TEXHUYECKHUX CPEJICTB 3aIIUThHI HHPOPMALIUH B
CIIL,
yMeeT MPOBOANUTH MPOBEPKU
paboTocioco6HOCTH U 3PPEKTUBHOCTH
MIPUMEHSIEMBIX [TPOTrPAMMHO-AIMIAPATHBIX,
KpUnTorpaguueckux U TEXHHUECKUX CPEICTB
3amuThl nHGopmaruu B CI1J]
BJIa/IC€T HAaBBIKAMH MPOBEPKHU
pabotocrocoOHOCTH U 3PHEKTUBHOCTH
MIPUMEHSIEMBIX CPEJICTB 3alIUTH HH)OPMAINH B

CTIJT

I1K.9

CIMOCOOHOCTH MPOBOJANTH CHHTE3 W AHAJIM3 MPOEKTHHIX PelIeHNH M0 00ecneYeHn 0 0e30MACHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM

Komnerennus IInanupyembie pe3y/bTaThl Kpurepun oneHuBaHus pe3yibTaToB
(uHaHMKaTOP) o0y4eHHUs o0y4eHus
K.9 3HATh XapaKTEPUCTUKU HeynosiaerBopure

CIIOCOOHOCTH MPOBOJUTH
CHHTE3 U aHAJIN3
IIPOEKTHBIX PEIICHUM 110
o0ecreyeHno
0e3onacHoCTH
aBTOMaTU3HPOBAHHBIX
cHCTEM

IIPOCKTHBIX PEILICHUI 110
obecreueHH0 0€30IMacHOCTH
CIII,

YMETh COCTABJIATH IPOEKTHHIC
pelieHus o 00eCIeYeHHI0
oe3omacHoctu CII/I,

BJIJICTh HABBIKAMHU Pa3paObOTKH
MPOEKTHBIX PEUICHUN 10
obecrieueHno 0€30MacHOCTH
CIIA.

HE 3HAET XapaKTEPUCTUKH IMPOECKTHBIX PEIICHUI
o obecrneuenuto 6ezonacuoctu CIIJI,

YnoBiaerBopuTebH
3HAET XapaKTEePUCTUKH MMPOEKTHBIX PEIICHUH O
obecneueHuro 6e3zomacaocta CIT/]

Xopouo

3HAeT XapaKTEePUCTUKH MPOEKTHBIX PEIICHUH O
obecneuenuro 6e3omacHoctu CII/I,
YMEET COCTABJIATH IPOEKTHBIE PEIICHHUS 1O
obecnieuenuto 6e3omacuoctu CII/I,




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3yJbTaThl
o0yueHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

OT1iu4HO
3HAET XapaKTEPUCTHUKHU MPOCKTHBIX PEIICHUI 1O
obecneuenuto 6e3omacuHoctu CIT/I,
yMEEeT COCTABIISATh MPOEKTHBIE PEIICHHUS 1O
obecneuenuro 6e3omacHoctu CII/I,
B COBEPIIICHCTBE BJIaJICCT HABBIKAMU
pa3pabOTKH MPOSKTHBIX PEHICHHUH 110
obecneueHuro 6e3zomacaoctr CIT/I.

IIK.5

CIoco0HOCTH pa3padaTbIBaTh MO/IEJIH YTPO3 H MOJeJIM HAPYLIUTE/Isl HHpOpMaunoHHOT
0€3011aCHOCTH ABTOMATHU3MPOBAHHOM CHCTEMBbI

Komnerenuus IlnanupyemMsble pe3y/ibTaThl Kpurtepun onennBanus pe3yJibTaToB
(uHaMKaTOp) o0yueHust o0yuyeHust
IIK.5 3HaTh TUIMOBBIC MOJCIIHA YTPO3 U HeynosiaerBopure
CIOCOOHOCTD MOJIEJIA HApYyIINUTENSA He 3HaeT TMnoBeie MOAEnN yrpo3 U MOJENH

pa3zpabaThIBaTh MOJICTTH
yTpO3 U MOZAETH
HapYIIATEIS
MH(POPMALIMOHHOM
6e3onacHoCTH
aBTOMAaTH3HUPOBAHHOM
CHCTEMBI

UH(POPMALMOHHON OE30MTaCHOCTH
CIIA.

YMmetsb pa3pabaTeiBaTh MOJEIN
yIpo3 U MOJAETH HAPYIINUTEIs
UH(POPMALMOHHON 6€3011aCHOCTH
CIIA.

Brnaners HaBbIKaMM OLIEHKH
aKTyaJbHOCTHU MOJIENIN YIPO3
nmaanoun CITJ.

HapymuTess HHOOPMAITMOHHOW 0€30MMacHOCTH
CIIA.
YnoBaerBopuTebH

3HaeT TUMOBBIEC MOJIEIH YTPO3 U MOACIH
HapymuTess HHOOPMAITMOHHOM 0€30MMacHOCTH
CIIAI.

Xopomuo
3HaeT TUMOBBIC MOJICIH YTPO3 U MOJACIH
HapymuTess nHOOPMAITMOHHOM 0€30MMacHOCTH
CIIAI.
VYmeeT pazpabaTbiBaTh MOJENIN YTPO3 U MOJIETH
HapymuTesns HHOOPMAITMOHHOM 0€30MMacHOCTH
CIIA.

OT1iu4HO
3HaeT TUMOBBIE MOJIEIH YTPO3 U MOAEIHU
HapymuTesns nHOOPMAITMOHHOM 0€30MMacHOCTH
CIIA.
VYMmeeT pazpabaTbiBaTh MOJENIN YTPO3 U MOJIETH
HapyIuTesns THPOPMAITMOHHOHN 0e301acHOCTH
CIIA.
Brnageer HaBbIKaMU OLIEHKH aKTyaJIbHOCTH
Mozenu yrpo3 ganHoi CITJL.

IIK.12

CIOCOOHOCTH pa3padaTbiBaTh MOJUTHKH HH(POPMALMOHHOK 0€30I1aCHOCTH
aBTOMAaTH3MPOBAHHBIX CHCTEM

KoMmnerennus I[lnannpyemMble pe3yJibTaThl Kpurtepun onennBanus pe3yJibTaToB
(MHAUKATOP) o0yueHust o0y4eHust
MK.12 3HATh TPEOOBAHUS K MOJTUTHKE HeynosierBopurei




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

CITOCOOHOCTE
pa3palaThIBaTh
MTOJTUTHUKHU
nH(OpMaAITMOHHON
0e30macHOCTH
ABTOMATH3MPOBAHHBIX
CHCTEM

nH()OpPMAITMOHHOMW 0€30MMacHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM U
ceTell mepeiayn JaHHbIX, YMETh
dbopmynupoBath noautuky Ub
CIIA.

HeynosierBopureJ
HE 3HaeT TPeOOBAHMSI K MMOJTUTHKE
MH(POPMALMOHHOM 0€301MacHOCTH
aBTOMAaTH3HPOBAHHBIX CUCTEM U CeTel
nepenayu JaHHBIX

YoB1€TBOPUTEJIBH
3HaeT TpeOOBAaHMUS K OJIUTUKE
MH(POPMALMOHHOM 0€301MacHOCTH
aBTOMAaTH3MPOBAHHBIX CUCTEM U CeTel
nepenayn JaHHBIX

Xopomuo
3HaeT TpeOOBAaHHUS K MOJIUTUKE
MH(POPMALIMOHHOM 0€301MacHOCTH
aBTOMATHU3HPOBAHHBIX CUCTEM U ceTel
nepenavyu JaHHBIX, yMeeT POopMyTHUpOBaThH
nonutuky Mb CIT/I.
OTtim4yHoO

3HaeT TPeOOBaHUSI K IMOJUTUKE
nH(pOpMAIMOHHOM 0€30MMacHOCTH
aBTOMATHU3HPOBAHHBIX CUCTEM U ceTel
neperayu JaHHBIX, yMeeT POopMyIUpOBaTh
nonutuky Mb CIT/I.
B COBEPILICHCTBE BJIa/ICCT HABBIKAMH aHAJIN3a
cootBerctBus CIIJ] momutuke Ub.

ITK.23

CIOCOOHOCTH pa3padaTbIiBaTh NPOEKThl HOPMATHBHBIX U METOMYECKMX MATEPHAJIOB,

perjaMeHTHPYIOIHX padoTy no odecneyeHn 0 HHPOPMALMOHHOI 0€30MaCHOCTH

aBTOMATH3MPOBAHHBIX CHCTEM, a TAK:Ke MOJIOKEHN I, HHCTPYKUMI U APYTrUX OPraHu3annoHHO-
acopsi/INTEJbLHBIX JIOKYMEHTOB B c(epe npodeccunoHaTIbLHOMN NeITeJTbHOCTH

Komnerenuus IInanupyemsble pe3yJibTaThl Kputepuu oneHnBanus pe3yjbTaToB
(MHaUKaTOP) o0y4eHHs o0y4eHus
IK.23 3HaTh TpeOOBaHUS K HeynoBaerBopures
CIIOCOOHOCTH HOPMAaTHBHBIM M MeToandeckum | He 3HaeT TpeboBaHMii K HOPMaTUBHBIM H

pa3pabaThiBaTh MPOCKTHI
HOPMATUBHBIX U
METOINYECKUX
MaTepuasos,
perIaMeHTHPYIOIINUX
paboTy 1o oOecrieYeHUIO
nH(pOpMaAITMOHHOM
0e301acHOCTH
ABTOMATH3MPOBAHHBIX
CHCTEM, a TaKXKe
MTOJIOXKEHU M, HHCTPYKIUI

MaTepuaiam,
perIaMeHTHPYIOIIHUM paboTy 1Mo
obecreueHnI0 HHGOPMAITMOHHON
0e30MacHOCTH
ABTOMATH3HPOBAHHBIX CHCTEM.
YMeTh pa3pabaTeiBaTh MPOCKTHI
HOPMATHUBHBIX H METOHMYECKUX
MaTEepPUAJIOB, PETIIAMCHTHPYOIINX
paboTty 1o o6ecreYeHNI0
UH(POPMALIMOHHON O€30MTaCHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM.

METOAMYECKUM MaTepualiam,
periaMeHTHPYIOIUM paboTy Mo 00eCTIeUeHUIO
MH(POPMALIMOHHOM 0€301MacHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM.
YnoBaerBopuTeabH

3HaeT TpeOOBaHUS K HOPMATUBHBIM H
METOAMYECKUM MaTepualiam,
periIaMeHTHPYIOIUM paboTy MO 00eCTIeYeHUI0
MH(POPMALMOHHOM 0€301MacHOCTH
aBTOMAaTH3HPOBAHHBIX CUCTEM

Xopomo




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

U JIPyTHX
OpraHu3aIMOHHO-
pacropsAUTeIbHBIX
JIOKyMEHTOB B chepe
poQeCCHOHAIBHON
JIESITSIIBHOCTH

Xopomuo
3HaeT TpeOOBaHUS K HOPMATUBHBIM U
METOJIMYECKUM MaTepHaliaM,
periIaMeHTHPYIOIUM paboTy Mo 00eCTIeYeHUI0
nH(pOpMaAIMOHHOM 0€30MMacHOCTH
aBTOMATHU3HPOBAHHBIX CHCTEM.
3HaeT cocTaB HOPMATUBHBIX U METOJUYECKHUX
MaTepUajIoB, PerIaMeHTUPYIOIIUX paboTy 1Mo
obecrieueHnI0 HHPOPMAITMOHHON O€30MaCHOCTH
ABTOMATH3HPOBAHHBIX CHCTEM.

OT1iu4HO
3HaeT TpeOOBaHMS K HOPMATHUBHBIM U
METOJIMYECKUM MaTepHaliaM,
periaMeHTHPYIOIUM paboTy Mo 00€CTICUeHUIO
nH(pOPMaLlMOHHON 6€30M1aCHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM.
VYmeer pazpabaTeiBaTh MPOEKTHI HOPMATUBHBIX
U METOJIMYECKUX MaTEPUAJIOB,
periIaMeHTHPYIOIUX padoTy Mo 00eCeueHHIO
MH(POPMALIMOHHOM 0€301MacHOCTH
aBTOMAaTH3HPOBAHHBIX CHCTEM.

IIK.13

CIOCOOHOCTH YYACTBOBATH B IPOEKTHPOBAHMYU CHCTEMbI YIIPaBJIeHUsI HH(pOpMauMOHHOT
0e30MaCHOCTHI0 ABTOMATH3MPOBAHHON CHCTEMBbI

KoMmnerennus Ilnanupyemsble pe3yibTaThl Kpurtepun onennBanus pe3yJibTaToB

(MHAUKATOP) o0y4ueHust o0y4eHust
IK.13 3Hath TpeOoBaHMs, HeynosierBopureJ
CIOCOOHOCTD MPEABSBISIEMBIE K CUCTEME He 3Haet TpeGoBanus, mpeabsaBiIsieMble K
y4acTBOBATh B ynpasnenust Ub CII/I. cucteme ynpasienust b CIIJI.
MIPOEKTUPOBAHUU CnocoOGHOCT CO3/1aBaTh U YaoBiaerBopure/bH
CUCTEMBI YIIPaBICHUS peann30BBIBATh IPOEKT co3aanus | YaCTHIHO ChOPMHUPOBAHHEIE 3HAHMS
nH(pOpMaAITMOHHOM cuctemsl ynpasnenus Ub CII1/I. TpeOoBaHUi, MPEABABISAEMBIE K CUCTEME
0€30MacHOCThIO ynpasinenust Ub CII/.
aBTOMATU3UPOBAHHON Crioco0eH co3/laBaTh MPOEKT CO3/IaHus
CUCTEMBI cuctemsl ynpasienuss Ub CII/I.

Xopomuro
3HaeT TpeOOBaHMsI, IPEABSIBISEMbIC K CUCTEME
ynpasnenus b CII/.
Crioco0eH co3/1aBaTh U peaqn30BbIBATH MPOSKT
co3nanus cucremsl yrpasienus Ub CIT/I.
OTtim4yHoO
[TonHOCTBIO CPOPMUPOBAHHBIC 3HAHUS
TpeOOBaHUl, IPEABSABISIEMbIE K CHCTEME




KoMnerennus

IInanupyemble pe3yJbTaThl

Kpurepun oneHuBanus pe3yibTaToB

(MHAUKATOP) o0yueHust o0y4eHust
OtiamnuyHo
ynpasienus b CI1J]. CnocoGen co3naBats 1
pean30BbIBATh IPOEKT CO3/1aHUsl CUCTEMBI
ynpasnenus b CII/.
IIK.14

CIIOCOOHOCTh Y4aCcTBOBaTh B IPOCKTUPOBAHUU CPEACTB 3allIUThI I/IH(I)OpMaI_(I/lI/I n CPEaACTB
KOHTPOJA 3aIIMHINCHHOCTH aBTOMaTI/I3I/Ip0BaHHOI71 CUCTEMBI

Komnerenuust IInanupyemble pe3yJbTaThl Kpurepun oneHuBanus pe3yibTaToB
(MHAUKATOP) o0yueHust o0y4eHust
IIK.14 3Hath TpeOoBaHMUs, HeynosierBopureJ
CIOCOOHOCTD peIbsIBIsieMble K CPEJICTBAM He 3naet TpeboBaHus, mpeabsaBiIsieMbIe K
y4acTBOBaTh B 3alUThl HHGOpPMAIUH. CpeICTBaM 3alIUTHl HHPOPMAITIH.
MIPOEKTUPOBAHUU 3HaTh TpeOOBaHMs, He 3naet TpeboBanus, npeabsaBisieMble K

CPEICTB 3aIUThI
nH(OpMaIU U CPEICTB
KOHTPOJIS
3aIUIIEHHOCTH
aBTOMAaTU3UPOBAHHOU
CUCTEMBI

NPEIbSBISIEMBIE K CPEICTBAM
KOHTPOJIS 3aIUIIIEHHOCTH
UH(pOpMaLIUH.

CriocoOHOCTB cO3aBaTh U
peaTu30BbIBATH MPOCKT CO3aHHUS
Cpe/CTBa 3alIUThl HHPOPMAIIUH.
CnocoOHOCTh cO37aBaTh U
PEaTM30BBIBATh MMPOEKT CO3AHHUS
CpEeIICTBA KOHTPOJIS
3aIIUIIICHHOCTH HH(POPMAIIHH.

CpeICTBaM KOHTPOJIS 3alUIIIEHHOCTH
nHpopmanuu.

Y10BJ1€TBOPUTEIbH
3Haet TpeOOoBaHMUsI, IPEABSIBISIEMBIC K
CpeICTBaM 3alIUThl HHPOPMAITIH.
3Haet TpeOoBaHUs, IPEABABIIEMbIE K
CpeaCcTBaM KOHTPOJIS 3alIUIIIEHHOCTH
nHpopmaruu

Xopomuo
3Haet TpeOoBaHUs, IPEABABIIEMbIEC K
CpEeICTBaM 3alIUThl HHPOPMAIIH.
3Haet TpeOoBaHUs, IPEABABIIIEMbIE K
CpeAcTBaM KOHTPOJIS 3alUIIEHHOCTH
uH(pOpMaLIUH.
CrniocobeH co31aBaTh IPOEKT CO3/IaHUS
CpeJICTBA 3aIUTH HHPOPMAIIHH.
CrnocobeH co31aBaTh IPOEKT CO3/IaHUS
CpEeICTBA KOHTPOJIS 3alUIIIEHHOCTH
uHpOpMaLUH.
Otiamn4Ho

3Haet TpeOoBaHUs, IPEABABIIAEMBIE K
CpeICTBaM 3alIUTHl HHPOPMAITIH.
3HaeT TpeOOBaHMsI, IPEABSIBISEMBIC K
CpeICTBaM KOHTPOJIS 3alUIIEHHOCTH
uHpOpMaLUH.
Crnioco0eH co3/1aBaTh U peain30BbIBATH MPOSKT
CO3/IaHHUs CPEJICTBA 3aIIUTH HHPOPMAITHH.
CriocoGeH co3/1aBaTh U peain30BbIBATH MPOEKT
CO3/IaHHUS CPEJICTBA KOHTPOJIS 3alUIIIEHHOCTH
nHpopmanuu.




IIK.10

CIMOCOOHOCTH YYAaCTBOBAThH B pa3padoTKe 3alIMIIEHHBIX ABTOMATU3MPOBAHHBIX CHCTEM 110
npopuio ceoeil NpodhecCHOHAIbHON NeATeJIbHOCTH

Komnerennus Ilnanupyemsble pe3yibTaThl Kpurtepun onennBanus pe3yJibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust

K.10 Brnaners HaBbIKamMu pa3pabOTKU HeynoBierBopureJ
CIIOCOOHOCTD JJIEMEHTOB 3aIMIIEHHBIX ceTell | He 3HaeT xapakTepucTHk 000pyA0BaHUs U
y4acTBOBATh B nepenayu JaHHbBIX. npoTokojoB, cranaaptToB CKC, snemeHTOB
pa3paboTke 3HaTh XapaKTEPUCTUKHU 3aIUTBI CETH.
3AIIUAIIEHHBIX 000pyI0BaHUs U IPOTOKOJIOB, HE 3HAET COCTaB 3JIEMEHTOB 3alIUIIEHHBIX
aBTOMATHU3UPOBAHHBIX crannaptoB CKC, anemeHTOB ceTel mepeiayu JaHHbIX.

CUCTEM 10 MPOQHITIO
CBOEH
npoQecCuOHAIbLHON
ACATCIIbHOCTHU

3allUThI CCTH.

Y0BJ1€TBOPUTEIbH

3HaeT cOCTaB HJIEMEHTOB 3AILUIIEHHBIX CEeTeH
nepenavyu JaHHBIX.
3HaeT XapaKTepUCTUKH 000PYI0BaHUS U
MpoToK0JI0B, cTanaapToB CKC, sneMeHToB
3aIUTHI CETH.

Xopouo
Brnagets HaBbIKaMu pa3pabOTKH 3JIEMEHTOB
3aIUIICHHBIX CeTel nepenayn TaHHBIX.
3HaeT XapaKTepUCTUKH 000PYI0BaHUS U
potokoyoB, cranaaptToB CKC, snemeHToB
3aIUTHI CETH

OT1iu4HO
Brnageer HaBbIkaMu pa3paOOTKH 3JIEMEHTOB
3aIUIICHHBIX CeTel nepenayn TaHHBIX.
CriocoGeH co3/1aTh NPOEKT pa3padOTKU
AJIEMEHTOB 3AIIUIICHHON CETH TIepeIadn
JTAHHBIX.
3HaeT XapaKTePUCTUKU 000PYAOBAHUS U
npotokojoB, cranaaptoB CKC, snemeHTOB
3alUTHI CETH.

IIK.11

CIOCOOHOCTH YYACTBOBATh B Pa3padoTKe KOMIIOHEHTOB ABTOMaTH3MPOBAaHHBIX CHCTEM B cepe
npogeccunoHATbHOM AeATeJIbHOCTH

Komnerenuus IInanupyemsble pe3yJibTaThl Kpurtepuu ouneHnBanus pe3yjbTaToB

(MHaUKaATOP) o0y4eHus o0y4eHusn
nK.11 Bnaneet HaBbIkamMu pa3pabOTKu Heynosiiersopuren
CIIOCOOHOCTB 3JIEMEHTOB CeTel neperadyn He 3HaeT TepmuHosioruu. He 3Haer
y4acTBOBaTh B JTAHHBIX. XapaKTepUCTUK 000pyI0OBaHUS U TIPOTOKOJIOB,
pa3paboTke 3HATh XapaKTEPUCTUKU crangapros CKC.
KOMIIOHEHTOB 000py10BaHUS U IPOTOKOJIOB, YaoBaerBopuTenbH
aBTOMAaTH3UpOBaHHBIX | cranaapToB CKC. Bnaneer repmunonorueit. 3uaer
cucreM B chepe XapaKTepUCTUK 000pyI0OBaHUS U IIPOTOKOJIOB,
npogeCCHOHAIBHON crangapto CKC.
JIEATEIIbHOCTH Xopouo




Komnerenuust IInanupyemble pe3y/bTaThl Kpurepun oneHuBanus pe3yibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust

Xopomuo
3HaKOM ¢ pa3pabOTKOI JIEMEHTOB ceTei
nepeaayu JaHHBIX.
3HaeT XapaKTepUCTUKH 000PYIOBaHUS U
npoTokooB, ctangapToB CKC.
Otim4yHo
B coBepiieHCTBE Bi1aIeeT HaBBIKAMU
pa3paboTKU 2JIEMEHTOB CeTel nepeaayn
JTAHHBIX.
[TonHOCTBIO CPOPMUPOBAHHBIE 3HAHUS
XapaKTepUCTUKU 000PYI0BaHUS U TPOTOKOJIOB,
crannaptoB CKC.




OueHo4YHbIE CPEACTBA TEKYHIET0 KOHTPOJIS U MIPOMEKYTOYHOM aTTecTalun
Cxema gocTaBku ;. ba3zoBas

Buja meponpusiTHs NPOMeKYTOYHON aTTeCTANMH ¢ DK3aMEH

Cnoco6 npoBeieHNsI MEPONIPUATHS MPOMEKYTOYHOM aTTecTanuy : OlLieHKa N0 JUCHUIUIMHE B paMKax
MIPOMEKYTOUHOM aTTeCTAIlK ONPEENIeTCsS Ha OCHOBE 06ayioB, HAOpaHHBIX 00YYarOIIMMCS Ha KOHTPOJIbHBIX
MEPONPHUITUSX, TPOBOJIUMBIX B T€UEHHE YUYEOHOTO TIEpUO/Ia.

MaxkcuMajibHOe KoJIn4decTBo 0aioB : 100

KonBeprauusi 60a/U10B B 0TMETKH

«otau4Ho» - ot 81 no 100

«xopomo» - ot 61 1o 80

«YAOBJIETBOPUTEILHO» - OT 50 10 60
«HEeYI0BJIETBOPUTEIbHO» / «He3auTeHo» MeHee 50 Oaia

Komnerenuus Meponpusitue KonTposnpyembie 3jieMeHTBI
(mHaUKaTOP) TeKYILero KOHTPoJIs pe3yJbTaToB 00y4eHHs
BxoaHo# KOHTPOJIb BxonHoi KOHTpOIIB [IpoBepsitoTcst 6a30BbIe 3HAHUS U HABBIKU
Bxoanoe TectupoBanune paboTsI co ciayxOamu cetn HTepHeT,

aKTHBHBIM H MTACCHBHBIM 000pYI0OBaHUEM
BC, HaBbIKM KOHQUTYpUPOBAHUS
OCHOBHBIX ceTeBbIX cepBrucoB B OC Linux,
Windows, RouterOS, Cisco 10S.




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPOoJIs

KonTposnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

K.7

CIOCOOHOCTH MPOBOJIUTH aHAIU3,
npesiarate 1 000CHOBBIBATh
BBIOOD PEIICHUI 110 00ECTICUYEHHUO
TpeOyeMoro ypoBHs

3¢ (PEeKTUBHOCTH TPUMEHEHUS
aBTOMATH3HPOBAHHBIX CHCTEM
IK.10

CIIOCOOHOCTH Y4acTBOBATh B
pa3paboTKe 3alUIIEHHBIX
aBTOMATHU3HPOBAHHBIX CUCTEM TIO
npoduIIo CBOEH
po(hecCHOHAEHOM e TEIIbHOCTH
IK.11

CIIOCOOHOCTh Y4aCTBOBATh B
pa3paboTKe KOMIIOHEHTOB
aBTOMATHU3HPOBAHHBIX CHCTEM B
chepe npodeccroHaTbHOM
JIeSITEIIbHOCTH

IIK.23

CIIOCOOHOCTH pa3pabaThIBaTh
MPOEKTHl HOPMATHUBHBIX U
METOAMYECKIX MAaTEePHAJIOB,
pEerIaMEeHTHPYIOMINX padoTy 1O
obecriedeHno HHPOPMALMOHHOM
6e3omacHoOCTH
aBTOMATHU3MPOBAHHBIX CHCTEM, &
TaKKe I0JI0KEHUH, UHCTPYKLUN U
JIPYTHX OPraHU3aIOHHO-
paclopsAUTEIbHBIX IOKYMEHTOB B
chepe npodeccroHaTbHOM
JIeSITEIIbHOCTH

I1K.30

CIIOCOOHOCTbH BBITIOJIHATD MOJTHBIH
00beM paboT, CBSI3aHHBIX C
peanu3anyen YaCTHbIX MOJTUTUK
nH(pOpMallMOHHON 06€30MacHOCTH
aBTOMAaTH3HPOBAHHOW CUCTEMBI,
OCYIIECTBIISITH MOHUTOPUHT
6e3onacHoCTH
ABTOMATHU3WPOBAHHOW CUCTEMBI

Paznen 3. BuprtyanbHbie
YaCTHBIC CETU U UX 3aluTa
ITncbMeHHOE KOHTPOJIbHOE
MeponpusiTue

3HAaHME BaApUAHTOB PeAIM3aLUN YaCTHBIX
nosmtuk Wb cereil nepegaun TaHHBIX.

ITpumenenne nonutuk Ub B CII/I.

Brnanenne HaBbIKaMU MOHUTOPUHTA
oe3omacHocTu CII/I.




Komnerenuus Meponpusitue KonTpoaupyembie 3jieMeHTbI

(MHaUKATOP) TeKYyIero KOHTPOJIs pe3yJbTaTOB 00yYeHUs
IK.9 Paznen 5. Texnonorun 3HaHHUE aHATU3UPYyEMbI€ TTOKa3aTeNn
CHIOCOOHOCTB MPOBOIUTEL CHHTE3 U | 00€CIICUEHHUS 0€3011acCHOCTH ceTell nepeayu JaHHbIX.
aHaIM3 MPOCKTHBIX PEIICHUIT 110 | HeNpepbIBHOCTH PaGOTEI CETH Vyenme aHAJIM3UPOBATh XapAKTEPUCTUKU U
obecrieuenmio dezomacHoCTH 3ammuiaeMoe KOHTPOJIBHOE| r1okazateny cereit. HaBbIKuU OLIEHKHU
ABTOMATU3HUPOBAHHBIX CUCTEM MeponpusiTHe .
K.13 s pexTuBHOCTH n0£<a3aTeJIeH
CIIOCOOHOCTH y4acTBOBATH B Oe3omacHOCTH ceTeH.

MMPOCKTUPOBAHNUU CUCTCMBbI
yrpaBieHus: HH)pOpMamoOHHON
0€3011acCHOCTHIO
aBTOMaTHSHpOBaHHOﬁ CHUCTCMbI
MK.14

CIIOCOOHOCTH Y4acCTBOBAThH B
NPOEKTUPOBAHUY CPEICTB 3AILUTHI
UH(pOpPMAIIMU B CPEICTB KOHTPOJIS
3aIIMIIEHHOCTH
aBTOMATH3HPOBAHHOMN CHCTEMBI




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPOoJIs

KonTposnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

MK.5

CIIOCOOHOCTH pa3pabaThIBaTh
MOJIENI YTPO3 H MOJIEIN
HapYIIATEIsT HHPOPMAITHOHHOMN
0e30macHOCTH
ABTOMATHU3WPOBAHHOW CUCTEMBI
I1K.6

CIIOCOOHOCTH TIPOBOJIUTH aHAIHU3
PHUCKOB HH(POPMALIMOHHOM
0e3omacHoOCTH
aBTOMATHU3HPOBAHHOU CUCTEMBI
MK.7

CIOCOOHOCTH MPOBOIUTH aHAIU3,
npejyiarath 1 000CHOBBIBATh
BBIOOD PEIICHUI 110 00ECIICUYEHHUIO
TpeOdyeMoro ypoBHs

3¢ PEeKTUBHOCTH TPUMEHEHUS
aBTOMATH3UPOBAHHBIX CHCTEM
MK.9

CIIOCOOHOCTH IPOBOJUTH CUHTE3 U
aHaJIN3 IPOEKTHBIX PELICHUN 110
obecrieueHHI0 6€301MacHOCTH
ABTOMATHU3MPOBAHHBIX CHCTEM
IK.10

CIIOCOOHOCTH Y4acCTBOBAThH B
pa3paboTKe 3alUIIeHHbBIX
aBTOMATHU3UPOBAHHBIX CUCTEM TIO
npoduiIto cBoeH
poeCCUOHATIBHOM I TEITLHOCTH
MK.11

CIIOCOOHOCTh Y4aCTBOBATh B
pa3paboTKe KOMITIOHEHTOB
aBTOMATH3HPOBAHHBIX CHCTEM B
cdepe npodeccruonanbHON
JIESITCIIBHOCTH

MK.12

CIIOCOOHOCTH pa3pabdaThIBaTh
MOJIMTUKU WH(POPMAITMOHHON
6e3omacHoOCTH
ABTOMATHU3HPOBAHHBIX CHCTEM
IK.13

CHOCOOHOCTH Y4acTBOBAThH B
MPOEKTUPOBAHUU CHUCTEMBI
yrpaBiieHus: HHGOpMaIMOHHON
0€301acHOCThIO

Pa3nen 5. Texaonorun
obecneueHuUs
HETIPEPBHIBHOCTU PAOOTHI CETH
HTorosoe KOHTpPOJIbHOE
MeponpusiTiue

[Tomutnka 6e3omacHoctu Ub CIT/I.Cxema
3aITUIICHHON CeTH Mepeiayu TaHHBIX.

Pesynbrat ananuza 3amuimenHocty CII u
cooTBeTcTBUA nonuTtuke Ub.




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPOoJIs

KonTposnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

aBTOMATH3HPOBAHHOW CUCTEMBI
MK.14

CIIOCOOHOCTH Y4aCTBOBAThH B
MIPOSKTHPOBAHUH CPEJICTB 3AIIUTHI
WHPOPMAIIUU B CPEICTB KOHTPOIIS
3alUICHHOCTH
aBTOMATH3HPOBAHHOW CUCTEMBI
MK.15

CIIOCOOHOCTH MPOBOIUTH
KOHTPOJIbHBIE POBEPKHU
paboTocrnocoOHOCTH U

3¢ (HEeKTUBHOCTH MPUMEHSIEMBIX
MPOTPaMMHO-aIapaTHbIX,
KpUNTOTpagHUECKUX U
TEXHUYECKUX CPEIICTB 3aIUThI
nHpopmanuu

MK.18

CIIOCOOHOCTH MPOBOJIUTH
WHCTPYMEHTAJIBHBII MOHUTOPUHT
3aIAIICHHOCTH
aBTOMAaTH3HPOBAHHBIX CHCTEM
MK.23

CIIOCOOHOCTH pa3pabaThIBaTh
MPOEKTHl HOPMATUBHBIX U
METOAMYECKUX MaTepPHajIOB,
periIaMeHTHPYIOIUX padoTy Mo
obecreyeHno HHPOPMALMOHHOM
0e3omacHOCTH
ABTOMATH3HPOBAHHBIX CHCTEM, a
TAKXeE MOJI0KEHUH, UHCTPYKIUH U
JPYTUX OpraHU3alMOHHO-
pacropsANTEIbHBIX JOKYMEHTOB B
chepe npodeccruonanbHON
JeSITeTTHHOCTH

IK.29

CTIOCOOHOCTH aIMHHUCTPUPOBATH
noJicucTeMy MH(OPMALIMOHHON
6e3omacHoCTH
aBTOMAaTH3HPOBAHHOM CUCTEMBI
IIK.30

CIIOCOOHOCTH BBITIOJIHSTH MOJTHBIN
00beM paboT, CBSI3aHHBIX C
peanu3aiuel YaCTHBIX MOJTUTHK
nH(pOPMaIMOHHON 6€30MacHOCTH
ABTOMATH3HPOBAHHOW CUCTEMBI,




Komnerenuus Meponpusitue KonTpoaupyembie 3jieMeHTbI
(MHaUKATOP) TeKYyIero KOHTPOJIs pe3yJbTaTOB 00yYeHUs

OCYIIECTBIIATH MOHUTOPUHT
0€e30macHOCTH
ABTOMATH3MPOBAHHOW CUCTEMBI

Crnenudukanusi MeponpuATHI TEKylIero KOHTPOJIA

BxoaHoi KOHTPOJIb

[IponoKUTENHbHOCTE TPOBECHUS] MEPOTIPUATHS MPOMEKYTOYHOM aTTECTALNU: .S yaca
VYcnoBus mpoBEAEHUS MEPOTIPUSITHUS: B YAChI ayAUTOPHOM padoThI

MakcumanbHbIH 0asul, BRICTABISIEMBIN 32 MEPOTIPUITHE MPOMEKYTOUHOM arTectanuu: ()
[Ipoxonnoii 6am: 0

IToxa3zaTean oneHMBaHUA

Baaasl

[Tokazarens bannKoppekTHas uaTeprperaiys anroputmMa padboTsl 3 ceTeBbI3 IPOTOKOIOB

KaHaJIbHOI'0, CCTEBOTI'O U TPAHCIIOPTHOT'O ypOBHeﬁ

Koppekrnas unrepnperanus cxemsl JIBC ¢ nonkmouennem k Uatepuet

Koppekrtnas Hactpoiika 2 cereBbix cepBucoB B Cisco [0S u RouterOS

KoppekTtHas HacTpoiika 2 cereBbix cepBucoB B Linux u Windows

Pasnen 3. BupryanbHble YaCTHBIE CeTH M UX 3a1MTA

IIpoaomKUTENLHOCTD IPOBEAECHUS MEPONIPUATHUS IPOMEXKYTOUHOM arTecTanuu: 1 gaca
VYcnoBus npoBeAEHUS MEPONIPUATHUS: B YAChI ayANTOPHOM padoThI

MaxkcumanbHbIH 0ai, BEICTAaBIsIEMbIi 32 MEPOIPUATHE TPOMEKYTOUHOM aTTectanuu: 30
ITpoxoanoii 6amn: 15

IToxa3zaTesm oneHUBAHUSA

Banabl

3HaHue BapUaHTOB peann3aiuil YacTHIX noauTuk b cereii nmepegaun maHHBIX.

10

CTyIeHT a/IeKBaTHO PacIiO3HAET Yrpo3bl 0€30MaCHOCTH MTOCPEICTBOM MOHUTOPHHTA
oe3omnacHoctu CIT]]

10

[TpaBmibHO npumensiercs noautuka Ub B CI1/I.

10

Pa3zpnen 5. TexHnosiornu odecrneyeHusi HENMPEePbIBHOCTH PA0OTHI CeTH

IIpoaomKUTENLHOCTD IPOBEAECHUS MEPONIPUATHUS IPOMEXKYTOUHOM arTecTanuu: 1 gaca
VYcnoBus npoBeAEHUS MEPONIPUATHUS: B YAChl ayANTOPHOM padoThI

MaxkcumanbHbIH 0ai, BEICTAaBIIsIEMbIi 32 MEPONPUATHE TPOMEKYTOUHOM aTTectanuu: 30
[Tpoxoanoii 6amm: 15

IToxa3zaTesm oneHUBAHUS

Banabl

3naet He MeHee 10 mokazareneil 6€30MacHOCTH CETeH Mepeiayu JaHHbBIX.

10

CTyneHT KOppEeKTHO aHaIU3upyeT He MeHee 10 XxapaKTepuCcTHK U Ioka3aTesel paboThl ceTeit
nepenayy JaHHbIX.

10

KoppektHo ouenuBaet agpdextuBHocTh 10 peanuzoBanubix mep Ub 3anannoit CI1/]

10

Pa3zpnen 5. TexHnosiornu odecrneyeHusi HENMPEePbIBHOCTH PA0OTHI CeTH




ITpoaomKUTENTEHOCTD IPOBEICHUS MEPONIPUATHUS IPOMEXKYTOUHOM arTecTanuu: 1 yaca
VYcnoBus npoBeaEHUS MEPONIPUATHUS: B YAChl ay/IMTOPHOM padoThI

MaxkcuMaibHbIi 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATUE POMEKYTOUHON aTTecTauuu: 40
IIpoxoanoii 6amn: 20

COOTBETCTBYIOIICH MOTUTHKE 0€30MMaCHOCTH U TEXHUYEeCKoMY 3ananuto. He menee 10 eauaMI
aKTHUBHOT'O M NTACCUBHOI0 000pyA0BaHMs, He MeHee 10 y310B ceTH.

IToxa3aTeIu onleHUBAHUS Baaasl
CTyZleHT KOPPEKTHO MPOBOAUT aHAJIM3 3AIIMUIIEHHOCTH CETH MEePEeIadn TaHHBIX M0 3aJaHHON 10
CXeMe WM TeXHHYECKOMY 3aaHuio. [IpoBOAUT aHAINU3 COOTBETCTBHS MOJIUTUKE 0€30MaCHOCTH.
He menee 10 paznuunbix mMep.
CTyaeHT co3/1aeT TEXHUYECKOE 3aJJaHue Ha MOJICPHU3AIINIO CETU Mepeadn JAaHHBIX C LEIbI0 10
MIPUBECTU CETh B COOTBETCTBUE TPEOOBAHMIM TOJUTUKH O€30MacHOCTH mpennpusatus. He menee
10 myHKTOB 4YaCTHOM MOJIEIH YIPO3.
CTyaeHT co3/iaeT MOJIMTHKY 0€30MMacCHOCTH CETH TIepeIaun JaHHBIX COOTBETCTBYIOTYIO 10
TpeOOBaHUSM 3aKOHOIATEIHCTBA U MOJUTUKU npeanpusitus. He menee 10 mMyHKTOB, COTJIACHO
YaCTHOW MOJIETIN yTPO3.
CTyaeHT co3/iaeT apXUTEKTYPHBIH IUIaH 3alIMILIEHHON CETU Nepeaadyn JaHHBIX, 10




