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1. HaumeHOBaHUE TMCHUTLIHHBI
OcHOBBI KHOEPOE30MaCHOCTH

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM MPOrpaMMBbI

JlucuumniauHa BXOAUT B 00s3aTenbHy0 YacTh bioka « b.1 » o0pa3oBarenbHON IpOrpaMMBI 110 HANIPaBICHUSIM
MTOATOTOBKH (CMEIUATBLHOCTSIM):

Hamnpasnenue moarorosku: 44.03.01 Ilegarorudeckoe o6pa3zoBanue

HaIpaBJIeHHOCTh Jo1KoIpHOE 00pa3oBaHue



3. [Inanupyembie pe3y/abTaThl 00y4eHUs MO AUCHUILINHE

B pesynbrare ocBoeHust AUCHUILTHHBEI OCHOBBI KHOEP0e30NMacHOCTH Y 00yJatoerocs J0KHBI OBITh
c(OpPMHUPOBAHBI CIIETYIONTNE KOMIIETECHIIHH:

44.03.01 Ilexarornueckoe oOpa3oBaHue (HAMPaBICHHOCTS : JIOMIKOILHOE 0Opa30BaHue)
YK.1 CriocobeH ocymiecTBIATh IOUCK, aHAIN3 U CUHTE3 HH(POpMaIuu, TPUMEHSATh CUCTEMHBIN TTOIXO0/T TS
paspelnieHns IpoOJIeMHBIX CUTyalui
Nupukaropsl
YK.1.2 PaboTaeT ¢ npoTHBOPEUYHBON HHPOPMAIIMEH U3 pa3HBIX HCTOYHUKOB, HAXOIUT MPOOECITHI B
He0oOX0IUMOM Ui pa3peleHus npoodaeMbl HH(YOPMALIUHY, ONIPEIEIsSeT BApUaHThl yCTPAaHEHHS PoOesIoB
YK.9 3HaeT npaBoBbIE€ U ITUYECKHE HOPMBI, CIOCOOEH OLIEHUBATh MOCIIEJCTBHUS HAPYIIEHUS 3TUX HOPM
HNuaukaropsl
YK.9.2 OpueHTupyercsi B STHYECKUX HOpMax MOBEJICHHS B Pa3HBIX BUAAX MPO(eCcCHOHATBHOM
JESITEIbHOCTH U TIOCIIEACTBUAX UX HApYIIEHUS
OIIK.10 Crioco6eH moHUMAaTh MPUHIUIBI pAa0OTHl COBPEMEHHBIX HH()OPMAIIHOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH U UCTIONB30BaTh MX JJIs peIeHHs! MPO(eCCHOHATBHBIX 3a/1a4 ¢ Y4eTOM TpeOOBaHUI
MH(POPMALMOHHOM 0€301MacHOCTH
HNuauxkaropsl
OIIK.10.2 OpueHTupysich Ha 3a/1a41 IPOPECCUOHATIBHOM 1eATEIbHOCTH, 0OOCHOBAaHHO BHIOMpAET
MH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOIMU U UCIOJIb3YET UX B MPO(PECCHOHATBHOM NesITeIbHOCTH C
y4eToM TpeOoBaHUi HHGOPMAITMOHHON O€30IaCHOCTH



4. O0beM U coJep:KkaHue TUCHUTITHHBI
HamnpagsJienune noaroroBku 44.03.01 INMenarornyeckoe oOpazoBaHue (HAPaBIEHHOCTb:
JlonikonapHOE 06pa3zoBaHue)
¢opma oOyuenus 3a04Has
NeNe TpumecTpoB, 8,9
BbI/IeJIEeHHBIX /ISl H3y4YeHMs
AUCHMILTUHBI
O0beM AUCIHUILIHHBI (3.€.) 3
O0beM JUCHUILIMHBI (AK.YaC.) 108
KonTakTHasi padora ¢ 12
npenojaaBaresieM (aK.4ac.),
B TOM 4HcJIe:
IIpoBenenue JIeKIUOHHBIX 4
3aHATHH
IIpoBeneHne NpakKTHYECKHUX 8
3aHATHI, CECMMHAPOB
CamocTrosiTesibHast padoTa 96
(ak.4yac.)
®opMbl TEKYLIET0 KOHTPOJIA Bxonnoe tectupoBanue (1)
HtoroBoe koHTposnbHOE MeponpusTue (1)
ITuceMeHHOE KOHTpOJIbHOE MeponpusTue (2)
®opMBbI POMEKYTOUHOM 3auer (9 TpumecTp)
arrecTanuu




5. AHHOTHpOBaHHOC ONmMUCaHue COACPKaHUA Pa3aejoB U TEM NUCHUIIJINHbI

Oo6mme cBenenus o 0ezonacuHoctu IIK u Unrepuera
WHTEepHeT Kak CpelICTBO IS MOMCKa MOJIe3HOM nH(popMau. ApXUTeKTypa KoMmbiotepa. CoxpaHeHHe
nosie3Hoi nHpopmaruu. OOMeH JaHHBIMU TPU COBMECTHOU pabore — ckaiir, [P-renedonus, [CQ. bezomacHbrit
obmeH nanHbiMU. KommibroTep u IHTEpHET B MpoMbIIeHHOCTH. BpenonocHsie caliThl. OOadHbIe CEPBUCHI.
[Touck nokymeHToB B ceTH. MHbopmMainmonnas neperpyska. Buas IHTepHeT-001menus. J(ucraniimonnoe
oOyuenue. [IporpammHoe 1 anmnapatHoe odecnieuenue. KommproTep u cucremsl 6e3onacHoctu. [lonstue
KnOepOe30MacHOCTH. YTPO3bI 715l MOOMIIBHBIX YCTPOHCTB. BUabI 3auThl KNOEPIPOCTPaHCTBA
(HECaHKIIMOHUPOBAHHBIN JOCTYI, pa3pylIeHUE U yTpaTa HH(OpPMAINHU, UCKaKeHUE HHPOopMaIun). 3almuTa
kubepnpoctpancTBa. ['eonndopmanronnsie cuctemsl. MHpopMalmonHas 6€30MacHOCTh. 3aluTa
MEePCOHANBHBIX TaHHBIX. KaTeropuu nepcoHanbHBIX TaHHBIX. bBuOMeTprudecKue nmepcoHaabHbIe JaHHbIE.
Hcrounuku nansbix B IHTEpHETE: MOYTa, CEpBUCH 0OMeHa (aiinamu u 1p. XpaHeHue JaHHbIX B IHTEpHeTE.
Bo3moskHOCTH 1 TTpo0IeMBI cOlManbHbIX ceTei. bezonacHbiil mpoduias B coruaibHbIX ceTsax. KoMmbroTepHas u
uH(popMalnoHHasi 6€30MacHOCTh, 0OHAPYKEHHE MTPOOJIEM B CETH, BOCCTAHOBIIEHUE MTAPAMETPOB CHCTEM,
CpEeICTBA 3aIIUTHI OT HECAHKITMOHUPOBAHHOTO JOCTYyTA K JaHHBIM, KpUNTOrpaduyeckas 3anmra HHQOpMaIIim.
3amumieHHas nHpopMaIK-OHHAs cpea. 3aluTa KaHaJIoB Nepeady TaHHbBIX, CPECTBA MPEAO0T-BpaIeHUs
yTeuku nHpopmanuu, 3aumra napopmanuu ot HCJL (anTH-BUpyCHasl 3a11uTa, CPEACTBA KOHTPOJIS
3aIUIIEHHOCTH, CPEICTBAa O0OHA-PYKEHUS U MPEAYTIPEXKICHUS aTaK), CPEACTBA Ay TCHTHPHUKAIUH.
Opra-HU3aIMOHHO-TEXHUUECKUE MEpHI 3alUThl HH(POPMAIMOHHOH cpeabl. CHCTEeMBbl OXpaHHON CUTHATU3AIIH,
BUICOHAOTIOIEHUE, KOHTPOIIb M YIPABJICHUE TOCTYIIOM, CPEACTBA YHUUTOKEHHS MH(POPMAIIUH, CPEICT-Ba
PE3epBHOTO KOMMPOBAHUS U BOCCTaHOBIIEHUS. TpeboBaHus K 6€30-MacHOCTH HH(OPMALIUU: COXpaHEHHE
[[EIOCTHOCTH, KOH(PUACHIIUATBHOCTH U JOCTYMHOCTH. THUIOBBIE TPeOOBAaHUS U MTOKA3aTEIH KauecTBa
GyHKIIMOHUPOBaHHS HHPOPMAIMOHHBIX cucTeM. [Ipu3Haku HapylIeH!s IeJIOCTHOCTH MPOrPaMM U JTaHHBIX.
CriocoObl HapyIIeHUs LETOCTHOCTH HHpopManuu. [Ipu3Haky U criocoObl HApYIIEHUs! KOH(UACHINAIEHOCTH.
[Ipu3Haku 1 ciocoObl HapyIIeHUs JOCTYIHOCTH HHGopMaluu. bezonacHOCTh MOOUIIBHBIX YCTPOUCTB B
MH(GOPMALIMOHHBIX crcTeMax. MICTOUHUKH 3apa)KeHUs] MOOMIIBHBIX YCTPONCTB (BeO-pecypChl, Mara3uHsbl
NpUII0KEeHUH, O0THETHI). YTpo3sl 6e3onacHocTy B ceTax WiFi. Mrtossl 3ammtel ceteit WiFi. Yrpo3sl
nHpopManuu (TEXHOTeHHBIE, CITyJaifHbIe U peIHaMepeHHbIE; TPUPOIHBIE). Mepbl KnbepOe30macHCTH IS
KOHEYHBIX IoJIb30Bareneil. Vcnonbp3oBanre pekoMeH10BaHHBIX BEPCHI OMEpallMOHHBIX CUCTEM U
MPUIIOKEHUH, UCTIONB30BAaHUE aHTUBUPYCHBIX CPEJICTB, HACTPOIiKa BeO-Opay3epoB, OJIOKUPOBKA CKPUIITOB,
UCTIOJIb30BaHUE (PUIBTPOB (PUIIUHIA, MEKCETEBBIX 3KpaHOB. ABTOMaTHYeckoe oOHoBIeHHE [10. Kubepyrpossr
WutepHera (knOepBOHBI, MAHUTYTUPOBAHUE JIFOJIbMH, 3aBUCUMOCTh, BUPYCHBIE aTaKH, OTCYTCTBHE
npuBaTtHOCTH). Kubepreppopusm u kubepBoitnel. Knbeparaku u TeXHOT€HHBIE KaTacTpodbl. 3ammra
IT-undpacTpyKTyp KpUTHYECKH BaXKHBIX 00beKTOB. KaTeropuu nadopmannoHHoi 6€30macHOCTH.
[udposanue npu nepeade KoHpuaeHnuansHo nupopmarmu. Lludpposas noanucs. Pucku natepHera
(KOHTEHTHBIE, MIEKTPOHHBIC, KOMMYHUKAIIMOHHBIC, TOTpeOuTeNnbckue). besomacHelii cepdunr. besonacHsie
pecypcesl 15 iorcka. [Ipobaemsr anexkTpoHHOM TOproBiu. [Ipodiaemusie caiiThl. JIOKHBIE peCcypChl CETH.
BbopnOa ¢ ucnonbp3zoBanuem MHTEpHETA B TEPPOPUCTUUECKUX, CEMAPATUCTCKUX M SKCTPEMUCTCKUX LIETIAX.
Omnacnas nadopmarus B cetu. CoranbHble TOCIEACTBHS O€30TBETCTBEHHOTO MTOBE/ICHHS B UHTEPHETE.
Yrpossr st [OS-ycrpoiictB. Yrpossl aist Android-ycrpoiicTs. [TpoGiemsr 6e30macHOCTH HHGOPMAITHOHHBIX
cucteM. MeTobl o0ecriedeHus 3amuThl JaHHbIX B CYB/I. 3amnuTa rocy1apcTBeHHBIX HHPOPMAIIMOHHBIX
cucteM. be3omnacHocTh MpH yalleHHOM JIOCTYTIE K pecypcaM KOMIbIoTepa. Xakepckue aTaku. HoBbie
TEXHOJIOTUH ¥ HOBBIE YTPO3bl HH()OPMAITMOHHON 0€30MacHOCTH (IpUMEHEHHE POOOTOTEXHUKH U T.I1.).
Kubepmmuonax. KubepopyxneCrienuaabHOCTH, CBA3aHHBIE C 3aIIUTON KHOEPIIPOCTPAHCTBA.

Texnuka 0e30MaCHOCTH U IKOJIOTHUS
[TpaBuna padotsr ¢ [1K u anekTrporHbIME KHUTaMU. KoMIibroTep ¥ 1oManiHue )KuBOTHbIE. MynbTHUMEANA,
npaBuiia 6e30macHoil paboTel. Bo3elicTBue KOMIBIOTEPA HA 3pEHHE U Jp. OpraHbl. [ uruena mpu padbore ¢



KoMIbloTepoM. ['uruena kommnerotepa. Komnbiotep u kpoBoobOparienue. [lonp3a u Bpea KOMIBIOTEPHBIX UTP.
Komnetorep u 30XK. ®usnueckoe u ncuxuueckoe 310poBbe. IIpaBuia noBeeHNs B KOMIBIOTEPHOM KJlacce.
WNutepHer B cucteme 6e30macHOCTH. TexHHKa 0€30MacHOCTH P padoTe ¢ KoMIbIoTepoM. KoMibroTep u
MOOWIbHBIC YCTPOHUCTBA B UPE3BBIYANHBIX cUTyarusax. MenunnHckas nadopmarnus B MaTeprere. KommbroTepsr
1 MOOWJIbHBIE YCTPOWCTBA B SKCTPEMAIbHBIX YCIOBUAX. Bo3elicTBrE paquoBOIH HA 310pOBbE U OKPYKAIOIIYIO
cpeny (Wi-Fi, Bluetooth, GSM). Komruiekc ynpaxuenuii mpu padore 3a koMmibsiotepom. BozneiictBue Ha
3penue JJIT, KUIKOKpUCTAIIIMYECKHUX, CBETOIMOIHBIX, MOHOXPOMHBIX MOHUTOPOB. Knbepataku Ha
unppactpyktypy. KoMmmerorep B pexxume Tpya v oTAbIxa. BiusHue koMnboTepa Ha penpoIyKTUBHYIO
cuctemy. Bpeansie ¢pakTopbl paboThl 32 KOMIIBIOTEPOM U UX MociencTBus. Opranuzanus pabodero mecta

IIpodembl UHTEpHET-32aBUCUMOCTH
WutepHer-coobuiectBo. MHTEpHET-3aBUCUMOCTD. CorranbHble ceTu. JleTckue counanbhblie ceTi. BupryanpHas
JUYHOCTbh. 3aBUCUMOCTH OT MHTepHeT-001menus. Passneuenus B ntepuere. [Ipu3naku urpoBoi 3aBUCUMOCTH.
Ceressie urpsl. Caiitel 3HakoMcTB. 30K u kommnstotep. Bunbl 3aBucumoct. [lecTpykTuBHas nHopmaIus B
Wntepnere. Buasl MaTepHeT-3aBUcHMOcTU. KnbepkynbTypa (MaccoBas KyJlbTypa B CETH) U TUYHOCTb.
[Icuxonmoruueckoe Bo3/eicTBuEe HH(OpMAIMK HA YeJIOBEKa. Y IIpaBlieHHE JUYHOCTBIO uepe3 ceTh. IHTepHeT u
KOMIIBIOTEpHAs! 3aBUCUMOCTD (aaaukuus). Kputepnun 3aBUCUMOCTH (IPUOPUTETHOCTD, U3MEHEHUSI HACTPOCHH,
TOJIEPAHTHOCTh, CUMIITOM pa3pbiBa, KOHMOIUKT, peuuauB). TUIIBI HHTEPHET-3aBUCUMOCTH (TIPUCTPACTHUE K
paboTe ¢ KOMITBIOTEPOM, K HaBUTAIIUH M MIOMCKY UH(OPMALINU, UTPOMAHHUS U SJIEKTPOHHBIE MOKYTIKH,
3aBHCUMOCTH OT ceTeBoro odmenus ). Knaccuukarus nHTepHET-3aBUCUMOCTEN

Metoasbl obecnieuenust 6esonacuoctTu [IK u Unreprera. Bupycsl 1 aHTUBHPYCBI
Konrent-punbtpsl. [Tonckossie cepBepsl. [Ipu3Haku 3apakeHus] KOM-TIBIOTEpa. AHTHBHPYCHAS 3aIUTA.
3amuTta ¢aitnos. [IpaBa nonp3oBare-yel. 3auuTa Mpy 3arpy3ke U BHIKJIIIOUEHUU KOMIIbIOTEpa. be3onacHocTh
MpH ckaurMBaHUU (haisioB. 3amIuTa MporpamMm U JaHHBIX OT HECAHKIIMO-HUPOBAHHOTO KOMHPOBAHUSI.
OpranuzalinoHHbIE, FOPUINYECKUE, IPO-TPAMMHBIE U ITPOIPAMMHO-AIIIAPATHBIE MEPHI 3aIUTHL. 3aluTa
IIPO-TPaMM U JIaHHBIX C IIOMOILBIO NTapoJIeii, MPOrPAMMHBIX U JIEKTPOHHBIX KJIIOYEH, CEpUHHBIX HOMEPOB,
nepeHoca B OHJalH U T.1. Henepeme-maempie mporpaMMpl. 3amnTa OT KOMTMPOBAHKS KOHTEHTA CalTa.
Uc-tounuku 3apaxenus [1IK. Aatuupycnoe [10, Buapl 1 Ha3HaUeHUE. METO/IbI 3alIUThl OT BUPYCOB.
[Tpo6aemsl OezonacHocTH HHPpACTpYKTypbl IHTEpHETA (TPOTOKOIBI MAPIIPYTU3AIMH CETH, CHCTEMA
JOMEHHBIX UMEH, CPEJICTBAa MapIIpyTU3aluy U T.11.). [IpoBepka nouymmHHOCTH (ayTeHTHduKanys) B IHTepHeTe.
Meps! 6e3omacHocTu i nonb3oBarens WiFi. Hactpoiika 6e3omacHocTu. Bupychl st MOOMIIBHBIX YCTPOICTB
(MoOunpHBIE OaHKEPHI U Ap.). HacTpolika kommbroTepa i 6e30macHoi paboThl. OMIMOKH MOJIB30BATENS.
Meps! 1MyHO# 6€30MaCHOCTH IIPU ceTeBOM obO1eHuu. [IpegoTBpalieHne HeCAaHKIIMOHUPOBAHHOT'O OCTYyIA K
I1K. ITapoau, 6noMeTpruuecKkre METO bl 3alllUThl U ayTEHTU(UKALMSI C TOMOLIbIO0 BHEITHUX HOCUTENEH.
[IpocTeie n AMHaMUYECKU U3MEHAoIuecs naponu. bops0a ¢ yreukamu nndopmannu. CpeacTsa KOHTPOIS
nocryma. [IpaBa mons3oBareneit. CriocoObl pasrpannueHus goctymna. CpeacTBa 3allUThl B CETH: MEKCETEBbIE
9KpaHbl, KPUIITOMAPIIPYTU3A-TOPbI, CEPBEPHI ayTEHTUPHUKAIMU U T.7l. OOMaHHBIE CUCTEMBI JJIS 3aIU-ThI
nHpopManuu B ceTsax. 3amuTa caiitoB. CucreMbl 0OHapyskeHHs aTak. be3omacHOCTh XocTHUHTra. THUIIBI BUPYCOB.
OTiinums BUPYCOB U 3aKJIafloK. AHTUBUpYCHBIE nporpaMmbl 171 [1K: ckanepsl, peBu3opsl u Ap. BeisiBienue
HEU3BECTHBIX BUpPYcoB. OCHOBHBIE Mephl kKnOepOe3onacHOCTH. be3onacHOCTh MPUII0KEHUH, CEpBEPOB,
KOHEYHBIX I10JIb30BaTElEN.
3amuTa OT aTak, MOBbIIIEHNE TOTOBHOCTH. AnmnapaTHas 3amura [10 u cetn (35eKTpOHHBIE KIIIOUH, annapaTHbIE
OpanmMayapsl). 3ammra [1K Ha sTane 3arpy3ku. [lapamerprr 6e3omacuoctu [IK. O6HOBICHMS. 3a-THTa
¢aitnoBoii cucremsl. DaitnoBeie Tabnuubl. [IpaBa noctymna. Pe-3epBHOE KOMMpPOBaHUE U BOCCTAHOBIICHHUE
naHHbIX. Boccranosienne OC. AnnapaTHble U IporpaMMHbIE cpelcTBa. [Ipu3Haky 3apa’keHusl KOMIIbIOTEPHBIX
nporpamm. OC 1 ux Bo3MOkHOCTH B O0pr0Oe ¢ Bupyca-mu (Windows. Linux). PaznoBuaHOCTH BHpyCcOB. UepBH,
TpOsHBI, cKpuliThl U Jp. [llnuonckue nporpammel. Hlndposanemyku. Xakep-ckue yTuiauThl. CeTeBble aTaku.



HaubGonee n3BectHrie anTUBUpYCHBIE IporpamMmbl. Kaspersky Internet Security. Dr.Web Security Space. ESET
NOD32 Smart Security. Kommepueckoe u OecriatHoe anTuBU-pycHoe [10. Ounnaiin cepBHUCHI 11
0€30MacHOCTH MOJIB30BATENsl B UH-TEPHETE (MIPOBEPKa KOMITbIOTEpa U (paiiiioB Ha BUPYCHI OHJIAMH, OHJIAWH
neaktuBaiusi SMS-BUpyCOB, MpoOBepKa caiiTa Ha BUPYCHI, IpOBepKa (aitiioB mo e-mail, onpezenenne aapeca
cTpaHuIIbl, TpoBepka ctouMo-cti CMC u ap.). HacTpoiiku 6€30macHOCTH MOYTOBBIX ITPOrpamMMm. 3a-1uTa B
MTOWCKOBBIX crcTeMax ((pUIbTpHI ATl OTpaHUYEHUS TIOTEHITU-ATFHO OMACHOTO coepkuMoro). Hactpoliku
6e3omacHoctu BeO-Opay3epos (Internet Explorer, Firefox u T.1m.). DnekTpoHHAas MOYTa U CUCTEMBI MTHOBEHHOTO
obmena coobmenusmu. Hactpoiiku 6e3omacHo-ctu Crkaiir, ICQ u ip. CriocoOb1 o0ecrieueHus: 6€30macHOCTH
BeO-caiira.

Momennudeckue aeiicrusi B Unrepuere. Kudepnpecrynjienus
Kubepnpectyruienus. Bussl ”HTEpHET-MOILIEHHUYECTBA (MMMChMa, PeK-JaMa, 0X0Ta 3a JMYHBIMHU JTaHHBIMHU U
T.11.). OnacHocTH MOOMIIBHOM cBsA3M. [IpensiokeHus no yCTaHOBKE BPEIOHOCHBIX MPHIIOKEHUH.
Mo-menanueckue CMC. YTeuka u oOHapoI0BaHNEe JUYHBIX JaHHBIX. [log00p 1 mepexsat naposei. B3moMbl
aKKayHTOB B COLIMANIBbHBIX ceTaxX. Bunpl MomenHnyectsa B MIHTepHeTe. @UIMHT (papMUHT). A3apTHBIE UTPHI.
Jloxwuble anTuBupychl. [loqmena cTpanuil B uHTEpHETE (CalThI-KI0HB). PanbimBeie (paiT000MEHHUKH.
DneKTpOHHBIN Koliesnek. MoleHHn4ecTBO IpU pacnpocTpaHeHuu «oecmiatHoro» I10. TexHnonorun
ManumnyaupoBanus B Matepuere. Th npu nntepuer-o6menuu. Th mpu perucrparuu Ha BeO-caiiTax.
Komnsroteproe nuparcto. [Inarnar. Kubepnaemuuku u kubepaerektuBbl. OLeHka yiepoa ot
KHOepIpecTyIUICHUH.

CeteBoii 3Tuket. [lcuxoJsiorus u cetb
Wurepuer-atuket. [IpaBuna odmenus B Miarepuere. OcHOBEI ceTeBoro stukera. Ilepenucka B cetu. [IpaBuna
noBeqieHus B ckaimne. @opym. OOIICHUE B CETH M €T0 TIOCIEACTBUA. ATpeccusi B CETH. AHOHUMHOCTH B CETH.
Bupl aTHKeTa (MTMYHBIN, 1€TOBOM, MUCHMEHHBIHN, TUCKYCCUOHHBIN U TIp.). Pa3nuuus sTukeTa B pa3HbIX
CTpaHax. DTHKa IUCKyccuil. B3auMHoe yBakeHUe pU UHTEPHET-00IIEHNU. DTUKET U OE30MaCHOCTbD.
PeanpHast u BupTyanpHas TMIHOCTE. [Icuxonornyeckas obcraHoBka B IHTepHeTe: TpudUHT, KHOSpOYILTHHT,
KnOepMOOOHHT, TpOJUTHHT, Oy-muiua. bezonacHas paboTa B ceTu B Ipoliecce CeTeBO KOMMYHHUKAITUH (YaThl,
bopymbl, KOH(pEpeHINH, CKaiiM, CoIlMallbHbIE CETH U Tp.). Tep-MUHBI CETEBOTO 3TUKETA: OBEPKBOTHHT, (IIiekM,
bayn, opdronuk, cMmaitnuky u Ap. [IpuMepsl STHUECKUX HApyIICHUH. 3HAUEHHE CETEBOTO STUKETA.

IIpaBoBbIe acneKTHI 3aIUTHI KNOEPIPOCTPAHCTBA
CobcTBenHocTs B UHTEepHETE. ABTOpCKOE MpaBo. HTeIekTyabHast cOOCTBEHHOCTh. [matHas u OecriiaTHas
nH(popManus. 3amuTa npaB noTpeduTesei npu ucnoab30BaHuM yciayr MuTepHer. 3anura npas no-tpeduteneit
yCIyT npoBaiinepa. OTBETCTBEHHOCTh 32 HHTEPHET-MOILIEHHNYECTBO. [IpaBoBbIe aKThI B 00JIaCTH
MH(OPMALIMOHHBIX TEXHOJIOTUN U 3alTUTHI KHOeprpocTpaHcTBa. OTBETCTBEHHOCTD 32 KMOEPIPECTYILICHUS.
KoHcTurynmonHoe npaBo Ha MOKCK, MOJIyYEHUE U paciipocTpanenre nuopmanuu. OenepanbHblil 3aKOH OT
29.12.2010 Ne 436-®3 (pen. ot 28.07.2012) «O 3amure aereid oT nHGOpPMALIUY, TPUUUHSIONIEH Bpel UX
3II0pOBBIO U pa3BUTHIO» (AeiicTByeT ¢ 1 centsaOpsa 2012 roga). Undopmannonnoe 3akonoaarenbctso PO.
3akon P® «O06 urdopmarnmu, “HGOPMAIIMOHHBIX TEXHOJIOTHSIX U O 3aIUTe HHPOPMAIUN». YTOIOBHAS
OTBETCTBEHHOCThH 32 CO3J/IaHUE, UCIIOJIb30BAHUE U PACIIPOCTPAHEHNE BPEJOHOCHBIX KOMIIBIOTEPHBIX MPOTPaMM
(ct. 237 YK P®). IlpaBoBas oxpana nporpamm it 9BM u BJl. Kommepueckoe [10. becrunatnoe 110
(FreeWare, Free, Free GPL, Adware), ycioBao-6ecruatnoe [10 (Trial, Shareware, Demo). [IpaBoBbie OCHOBBI
JUTst 320U ThI OT cnama. [IpaBoBast oxpana nporpamm anst 9BM u B/I. Jlunensunonnoe 110. Buasl nuuensuit
(OEM, FPP, xopriopaTuBHbIE JINLIEH3UH,
noamnucka). I10 ¢ otkpsiTeiM ko0M (GNU GPL, FreeBSD). [IpaBo Ha nundopMaiuio, Ha COKpbITHE JaHHbBIX,
kareropuu uHGopmanuu. [lepco-HaabHBIE U 00IIETIOCTYITHBIC JaHHBIC, OTPAHUYCHHBIA TOCTYM. 3aK0oH «O
IIEPCOHAIIbHBIX JAaHHBIX». YKa3 npe3uaeHra PO o co3naHuu JEHCTBEHHOM CUCTEMBI IPOTUBOIECUCTBHS



KOMIThIOTEPHBIM aTakaM oT 15 staBapst 2013 r. YronosHsiid konekc PO, paznen «IIpecrymienus B cdepe
KOMIIBIOTEPHON MH(POPMALITNY.

TI'ocynapcTBeHHasi NOJMTHKA B 00J1aCcTH KHOEp0€e30MaCHOCTH
3amuTa KubeprpocTpancTsa rocyaapcteom. Kudepsoiina. [IpaBo Ha nadopmaruio B Koncrurynuu PO.
3amuTa rocyJapcTsa 1 3amura kuoeprnpoctpancTsa. JlokTpuHa HHGOPMAIIMOHHON 0€301acHOCTH.
KubepBoiicka. 3amura KHOeprpocTpaHCTBA KaK OJIHA U3 3a]]a4 BOOPYKEHHBIX cuil. IH(popMaImoHHas BoiHa.
WNudopmannonnoe opyxue. [latpuorusm u unrepuet. MudopmarronHoe Bo3aeiicTere. Boennas,
rocy/1apcTBEHHasi, KOMMepUecKas TaiiHa. 3alluTa caiiToB rOCy1apCTBEHHBIX OPraHOB (3JIEKTPOHHOE
MPaBUTEITHCTBO).



6. MeToanueckue YKa3aHus AJ151 00yYaIOUIMXCH M0 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIJINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. IlepeyeHb OCHOBHOM M IONOJTHUTEILHON Y4eOHOH JTUTEPATYyPHI
OcHoBHas:

1. Baykos, A. A. OcHoBBI HH(DOPMAITMOHHONM 0€30MMaCHOCTH: 3aInuTa HHPOpMaIuH : yaeOHOe TTocoOue AJIs
cpenHero npodeccuoHaabHOTO oOpa3zoBanus / A. A. BHykoB. — 3-e u3n., mepepad. u 1on. — Mockaa :
WznarensctBo HOpaiit, 2020. — 161 ¢. — (IIpodeccuonanbroe obpazoBanue). — ISBN 978-5-534-13948-8.
— Texcr : anextponnsiit // DBC IOpaiit [caiit]. https://urait.ru/bcode/467356

2. benoyc, A. N. OcHoBbl KnbepbeszonacHocTn. CTaHAapTbl, KOHLENUMW, METOAbI U CpefAcTBa
o6ecneueHus / A. W. benoyc, B. A. Conogyxa. — Mocksa : TexHocepa, 2021. — 482 c. — ISBN
978-5-94836-612-8. — TeKCT : aneKTPOoHHbIN // Lindposoit 06pasosaTesbHblin pecypc IPR SMART :
[cainT]. — URL.: https://www.iprbookshop.ru/108023.htm

3. ®apoHoB, A. E. OCHOBbI MH(OPMaLMOHHOK 6e30MacHOCTU Npu paboTe Ha KOMMbIOTepe : y4ebHoe nocobue /
A. E. ®apoHoB. — 3-e n3g. — Mocksa, CapatoB : IHTepHeT-YHuBepcuTeT VIHhopMaLMOHHBLIX TexHOMorui
(MHTYWT), Ain Nn Ap Megua, 2020. — 154 ¢. — ISBN 978-5-4497-0338-5. — TeKCT : 3M1eKTPOHHbIA //
LincpoBoir obpasoBaTenbHbii pecypc IPR SMART : [cant]. — URL: https://www.iprbookshop.ru/89453.html

JlonmosiHUTEIBHAS

1. Yepnosa, E. B. Mudopmanmonnas 6e30macHOCTh YenoBeka : yueoHoe nmocobue /i By3os / E. B. UepHosa.
— 2-e u3A., uctp. u gon. — Mocksa : U3natensctBo FOpaiit, 2020. — 243 ¢. — (Briciee oOpa3oBanue). —
ISBN 978-5-534-12774-4. — Texkcr : anextponHsiit // OBC FOpaiir [caiit]. https://urait.ru/bcode/449350

2. NadopmannonHas 6€30MacHOCTD U 3aIuTa HHPOPMALNH : YIeOHO-METOANIECKHIA KOMILIEKC / COCTaBUTENN
C. A. Omaposa, K. A. VckakoBa, H. A. Toitran6aesa. — Anmartsl : Hyp-IlpunT, 2012. — 98 ¢c. — ISBN 9965-
756-05-8. — TeKcT : 3NeKTPOHHBIH // DnekTpoHHO-0nbmmoTeuHas cucrema IPR BOOKS : [caiiT].
http://www.iprbookshop.ru/67055.html

3. PactoBa, H. A. ®usuka. MonekymnspHas ¢pusuka : yaednoe nocooue / H. A. PactoBa. — Bourorpan :
Bonrorpaackuit unctutyt 6usneca, 2009. — 43 c. — ISBN 978-5-9061-7250-1. — TekcT : aneKTpoHHbIH //
Hudposoit oOpazoBarenbHblil pecypc IPR SMART : [caiit]. http://www.iprbookshop.ru/71465.html

4. VIH(hopMaLMOHHbIe TEXHOMOMUM B BU3HEC-NIaHMPOBaHNK : 1ab0paTOPHBIV NPaKTUKyM / cocTasutenu W.
KO. MnaskoBa, . I'. JToBSIHHNKOB. - CTaBponosb : CeBepo-KaBKasckuii heaepanbHbii yHUBepCUTeT, 2017. -
98 c. - ISBN 2227-8397. - TeKCT : 371IeKTPOHHbIV // DNeKTPOHHO-616/1moTeuHas cuctema IPR BOOKS :
[cairT]. http://www.iprbookshop.ru/75574.html

5. Mopo3os, A. B. VIH(hopMaLUmMoHHOe NpaBo U NHPOpMaLMOHHas 6e30MacHOCTb. YacTb 1 : yyebHUK ans
MarucTpos u acnvpaHTos / A. B. Mopo3os, /1. B. ®unatoBa, T. A. lNonskosa. - Mocksa, CapaTtos :
Bcepoccuiickuid rocyapCTBeHHbIn yHuBepcuTeT toctuumm (PMA MuHiocta Poccun), Al MNin 3p Meaua,
2016. - 436 c. - ISBN 978-5-00094-296-3. - TEKCT : 3/1eKTPOHHbIN // DNeKTPOHHO-61M6IMOTEYHas cucTemMa
IPR BOOKS : [caiiT]. http://www.iprbookshop.ru/72395.htmi
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4. Информационные технологии в бизнес-планировании : лабораторный практикум / составители И. Ю. Глазкова, Д. Г. Ловянников. - Ставрополь : Северо-Кавказский федеральный университет, 2017. - 98 c. - ISBN 2227-8397. - Текст : электронный // Электронно-библиотечная система IPR BOOKS : [сайт]. http://www.iprbookshop.ru/75574.html 

5. Морозов, А. В. Информационное право и информационная безопасность. Часть 1 : учебник для магистров и аспирантов / А. В. Морозов, Л. В. Филатова, Т. А. Полякова. - Москва, Саратов : Всероссийский государственный университет юстиции (РПА Минюста России), Ай Пи Эр Медиа, 2016. - 436 c. - ISBN 978-5-00094-296-3. - Текст : электронный // Электронно-библиотечная система IPR BOOKS : [сайт]. http://www.iprbookshop.ru/72395.html
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2. Белоус, А. И. Основы кибербезопасности. Стандарты, концепции, методы и средства обеспечения / А. И. Белоус, В. А. Солодуха. — Москва : Техносфера, 2021. — 482 c. — ISBN 978-5-94836-612-8. — Текст : электронный // Цифровой образовательный ресурс IPR SMART : [сайт]. — URL: https://www.iprbookshop.ru/108023.htm

GILYOVA
3. Фаронов, А. Е. Основы информационной безопасности при работе на компьютере : учебное пособие / А. Е. Фаронов. — 3-е изд. — Москва, Саратов : Интернет-Университет Информационных Технологий (ИНТУИТ), Ай Пи Ар Медиа, 2020. — 154 c. — ISBN 978-5-4497-0338-5. — Текст : электронный // Цифровой образовательный ресурс IPR SMART : [сайт]. — URL: https://www.iprbookshop.ru/89453.html


9. Ilepeuennb pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIHUILINHBI

http://window.edu.ru Uudopmannonnas cucrema «EquHoe okHO JocTyna K 00pa3oBaTeIbHBIM Pecypcam»
http://www.iprbookshop.ru DnextponHas 6ubGnMOTeYHas CUCTEMA
http://elibrary.ru Hayunas snextponnas oudnuoreka eLIBRARY.RU
http://www.solgpi.ru Dnexrponnas bubnuoreunas Cuctema
http://www.antiplagiat.ru Cucrema AHTUIIarMaT
http://www.rsl.ru Poccuiickas rocynapctBenHnast Onbiamorexa
http://www.pedlib.ru Ilegarornueckas 6ubauoreka
http://cyberleninka.ru Kubepnennnka
http://window.edu.ru Uudopmannonnas cucrema «EnquHoe okHO ocTyna K 00pa30BaTeabHbBIM Pecypcam»
http://www.iprbookshop.ru Dnextponnas OubnroreyHas cucrema
http://elibrary.ru Hayunas snekrponnas 6ubnuorexka eLIBRARY.RU
http://www.solgpi.ru Dnexrponnas bubnnoreunas Cucrema
http://www.antiplagiat.ru Cucrema AuTuniaruar
http://www.rsl.ru Poccuiickas rocynapctBeHHas Oudbmmorexa
http://www.pedlib.ru Ilenarornyeckas 6udnaoTeKa
http://cyberleninka.ru Kubepnenunka
10. Ilepeyenb HH(pOPMALMOHHBIX TEXHOJIOT U, HCIOJb3yEeMbIX IIPH OCYLIECTBJICHUM
00pa30BaTeJIbHOI0 MPOLECCa MO IMCUHUILIHHE

O06pazoBaTenbHBIN Mporiecc Mo JucuIInHe OCHOBBI KHOep0e30MacHOCTH MPE/IoIaraeT uCIoIb30BaHNE
CJICYFOIIETO MPOrPAMMHOTO O0ECTICUeHHUST U HHPOPMAITMOHHBIX CIIPABOYHBIX CHCTEM:

- MPe3eHTaUNOHHbIe MaTepuabl;

- [OCTYN B pexume on-line B 3n1eKTPOHHY0 61bnnoTeynyto cuctemy (36C);

- JOCTYN B 3/1eKTPOHHYIO MH(OPMaLMOHHO-06pa30oBaTe/lbHYHO Cpeay YHUBEPCUTETA.

Mpy OCBOEHUW MaTeprana 1 BbIMOIHEHMS 3afaHWil MO ANCLUNINHE PEKOMEHAYETCA UCMOb30BaHMe

mMaTepuanoBs, pasMeLLeHHbIX B JTYHbIX KabuHeTax obyyatrowmxcs ETUC MIHNY (student.psu.ru)

MepeyeHb HEOOXOAMMOrO NNLEH3UOHHOIO U (1K) CBOGOAHO pacnpoCTPaHAEMOro NPOrpamMMHOro 06ecneyeHus:

MO: OC Microsoft Windows (npeaycTtaHoBfieHHas Bepcus - OEM mnv Bepcust COrnacHo MLEH3UOHHbIM

cornawleHunsm); nakeT omcHbIX NpunoxxeHnin Microsoft Office (Bepcus cornacHo NMLEH3MOHHbLIM COTflalLEeHNAM);

Kaspersky Endpoint Security for Business, CnpaBo4HO-MpaBoBas cmcreMa «KoHCynbTaHTI11HoC.

Mpw opraHm3aynmn ANCTaHLMOHHON paboTbl U NPOBEAEHNM 3aHATUIA B PEXMME OHNAlH MOryT

1NCNO/b30BaTLCA:

cucTeMa BUAEOKOH(hepeHLCBA3M Ha ocHoBe nnatdopmbl BigBlueButton (https://bigbluebutton.org/).
cuctema LMS Moodle (http://e-learn.psu.ru/), KoTopas nogaep>xunBaeT BO3MOXHOCTb MCMO/b30BaHUS

TEKCTOBbIX MaTepMasioB 1 Npe3eHTaUmWii, ayano- 1 BUAEOKOHTEHT, a TaK e TeCTbl, NPOBepsieMble 3afaHus,

3afjaHns ANs COBMECTHOI paboTbl.
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- презентационные материалы;

- доступ в режиме on-line в Электронную библиотечную систему (ЭБС);

 - доступ в электронную информационно-образовательную среду университета.

При освоении материала и выполнения заданий по дисциплине рекомендуется использование материалов, размещенных в Личных кабинетах обучающихся ЕТИС ПГНИУ (student.psu.ru)

Перечень  необходимого лицензионного и (или) свободно распространяемого программного обеспечения:

ПО: ОС Microsoft Windows (предустановленная версия - OEM или версия согласно лицензионным соглашениям); пакет офисных приложений Microsoft Office (версия согласно лицензионным соглашениям); Kaspersky Endpoint Security for Business, Справочно-правовая система «КонсультантПлюс».

При организации дистанционной работы и проведении занятий в режиме онлайн могут использоваться:    

 система видеоконференцсвязи на основе платформы BigBlueButton (https://bigbluebutton.org/).   

  система LMS Moodle (http://e-learn.psu.ru/), которая поддерживает возможность использования текстовых материалов и презентаций, аудио- и видеоконтент, а так же тесты, проверяемые задания, задания для совместной работы.




11. OnucaHne MaTepuanbHO-TEXHUYECKOI 6a3bl, HE06X0ANMON AN OCYLLLECTBEHUS
06pas3oBaTe/IbHOro Nnpotecca Nno AUCUMNINHe

YuebHas aygutopus 418 NPOBeLeHNs 3aHATUIA NEKLMOHHOIO TUNa:

OcHOBHOe 060py0BaHMe: cneumanm3mpoBaHHas Mebesb, MenoBas [0cKa, HOYTOYK, MPOeKTop,

3KpaH.

[ns camocTosATeNbHOW paboTbl: ayAnMTopus 418 CaMOCTOATE/IbHON paboThbl, OCHaLLLEHHas

KOMMbIOTEPHOW TEXHWKOI C BO3MOXXHOCTbIO MOAK/THOYEHNSA K CeTU «HTEpHET», 06ecrneyeHHOoM

[OCTYMNOM B 3/IEKTPOHHYHO MH(OPMaLMOHHO-06pa30BaTe/lbHYHO Cpesy YHUBepcuTeTa.
MomeLeHme HayuHoi 6uenuotekn CITIA dunman NIHY ana obecneyvyeHns caMoCTOATEIbHON

paboTbl 06YyYarOLLIMXCA:

1. MomewyeHne HayuHoi 6ubnuotekn CITIA gunman MNIFHNAY, ocHalleHHOe KOMMbIOTEPHOM

TEXHWUKOM, C BO3MOXXHOCTbHO MOAKHUEHUS K CeTU «HTEpHET» 1 06ecneyveHnemM JoCTyna B

3NEKTPOHHY MHJOPMaLMOHHO-06pa3oBaTe/ibHyto cpeay MrHAY

OcHOBHOe 060py0BaHuMe: CreLmann3npoBaHHas Mebesb, MesioBas [0CKa, NMPOEKTOop, 3KpaH,

HOYTOYKMN, TeNeBn3op.

MO: OC Microsoft Windows (npegycTtaHoBneHHas Bepcus - OEM unu Bepcus cornacHo
NMLIEH3MOHHBIM COrNalleHnsM); NakeT oUCHbIX npunoxxeHnii Microsoft Office (Bepcust cornacHo
NNUEH3NOHHBbIM cornaweHnam); Kaspersky Endpoint Security for Business. CrnpaBo4HO-MpaBoBas
cuctema «KoHcynbTaHT Mntoc. AHgekc.bpaysep (cBobogHO pacnipocTpaHsemoe MO) n/wnn Google
Chrome (cBo6oaHo pacnpocTpaHsiemoe M0); OC «AnbT O6pa3oBaHmE.
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11. Описание материально-технической базы, необходимой для осуществления образовательного процесса по дисциплине

	

Учебная аудитория для проведения занятий лекционного типа: 

Основное оборудование: специализированная мебель, меловая  доска,  ноутбук,  проектор, экран.

Для самостоятельной работы: аудитория для самостоятельной работы, оснащенная компьютерной техникой с возможностью подключения к сети «Интернет», обеспеченной доступом в электронную информационно-образовательную среду университета.

     Помещение научной библиотеки СГПИ филиал ПГНИУ для обеспечения самостоятельной работы обучающихся:

1. Помещение Научной библиотеки СГПИ филиал ПГНИУ, оснащенное компьютерной техникой, с возможностью подключения к сети «Интернет» и обеспечением доступа в электронную информационно-образовательную среду ПГНИУ

Основное оборудование:  специализированная мебель, меловая  доска,  проектор, экран, ноутбуки, телевизор.

       ПО: ОС Microsoft Windows (предустановленная версия - OEM или версия согласно лицензионным соглашениям); пакет офисных приложений Microsoft Office (версия согласно лицензионным соглашениям); Kaspersky Endpoint Security for Business.  Справочно-правовая система «Консультант Плюс. Яндекс.Браузер (свободно распространяемое ПО) и/или Google Chrome (свободно распространяемое ПО); ОС «Альт Образование».


@oH/bI OLIEHOYHBIX CPEJICTB VI ATTECTANMHU 10 JUCHUTIIIUHE
OcHoBBbI KNOep0e30MacHOCTH

I[Inanupyemble pe3yabTaThbl 00yUeHHS N0 JMCUMILIMHE A1 (opMHPOBAaHNA KOMIIETEHIMH.
NuaukaTopsl M KPUTEPHUHU UX OLCHUBAHUSA
OIIK.10
Cnoco0eH NOHUMATh NPUHIUNBI PAa00THI COBPEeMEHHBIX HH(POPMAIMOHHO-KOMMYHHUKAIIHOHHBIX
TeXHOJIOTHIl M HCI0/Ib30BATh UX VI pelleHus NPo¢ecCHOHAIBHBIX 32/1a4 ¢ Y4€TOM TPpeOOBaHM I
HH(OPMAIMOHHOI 0€30IIACHOCTH

Komnerenuust I[Inanupyemble pe3yJbTaThl Kpurepun oneHuBaHus pe3yaibTaToOB
(MHaUKaTOP) o0y4eHHs o0y4eHus

OIIK.10.2 3HaeT: 0COOEHHOCTH HeynoBjerBopure

OpHeHTHpYSACh Ha 3a/1a4| UCIOJIb30BaHusA HH(pOopMaIrnoHHO- He 3HaeT: 0cOOEHHOCTH NCTIONIB30BaAHUS

npodeccuoHaIbHON KOMMYHHKAIIMOHHBIX TEXHOJIOTHIi| HH)OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX

JESITEIbHOCTH, B IpO)eCCUOHATIBHOM TEXHOJIOTUH B MpohecCHOHATbHON

000CHOBAHHO BBIOUPAET | IEATEIBLHOCTH. JeSTeIbHOCTH.

nH(pOpMaIMOHHO- Vmeer: 060ocHOoBaHHO BEIOMpaTs | He ymeeT: 060CHOBaHHO BbIOMpATh

KOMMYHHKAI[MOHHBIE UH(POPMAIMOHHO- UH(OPMaIIMOHHO-KOMMYHHUKAIIMOHHBIE

TEXHOJOTHH U KOMMYHHKAITHOHHBIC TEXHOJIOTUH.

UCTIONB3YeT UX B TEXHOJIOTHH. He Bnaneet: ucnosip3oBaHust HHPOPMAIIIOHHO-

podecCHOHATEHOM Bnaneer HaBbIKamu: KOMMYHHKAIIMOHHBIX TEXHOJIOTHI B

JIEATEIbHOCTH C YY€TOM | HCITOJIb30BaHMsI HH(POPMAIIMOHHO-| TPOQECCUOHAIBHOMN IESATENBHOCTH € Y4€TOM

TpeboBaHMUit KOMMYHHUKAIIMOHHBIX TEXHOJIOT Ui | TpeOOBaHMi MH(YOPMALIMOHHON 0€30MaCcHOCTH.

MH(POPMALIMOHHOM B IpoecCHOHATBHOM

6e3omacHOCTH JeSITEIbHOCTH C YYETOM Y10BJIeTBOPUTEIBbH

TpeGoBanuii MHGOPMALMOHHON | 3HAET: OCOOEHHOCTH MCIIOJIL30BAHUS
0e30IMacHOCTH. MH()OPMAITMOHHO-KOMMYHHKAITMOHHBIX

TEXHOJIOTUI B MpoQecCHOHATbHON
JESITeTbHOCTH.

B ocHOBHOM ymeeT: 000CHOBaHHO BBIOMPATH
MH(POPMALMOHHO-KOMMYHHKAIIMOHHBIC
TEXHOJIOTUH.

YacTuyHO BIaJ€eT: UCIIOIb30BAHUS
MH(POPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH B Mo ecCHOHATbHON
JESTeIbHOCTH C YYeTOM TpeOOBaHUI
nH(pOpMaIMOHHOM 0€301MacHOCTH.

Xopomuo
3HaeT: 0COOEHHOCTHU UCTIOIh30BaAHUS
MH(OPMaLIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH B IPO(EeCCHOHATLHOM
NEeSATEIbHOCTH.
YmMeeT: 000CHOBaHHO BBHIOMPATH
MH()OPMAITMOHHO-KOMMYHHKAITMOHHBIE
TEXHOJIOTHH.




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0yueHust

Kpurepun oneHuBanus pe3yibTaToB
00y4eHust

Xopomuo
B ocHOBHOM Ba/ieeT: UCTIOIB30BAHUS
MH(POPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH B Mo ecCHOHaTBbHON
NEeSITeIbHOCTH C YY4ETOM TPpeOOBaHHIA
nH(pOpMaAITMOHHOM 0€30MMacHOCTH.

Otiamn4Ho
3HaeT: 0COOEHHOCTH UCITIOIb30BaHUS
MH(OPMaMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI B IPOo(ecCHOHATLHOM
NeSITEIbHOCTH.
YmMeeT: 000CHOBaHHO BBHIOMPATH
MH(}OPMaLlMOHHO-KOMMYHHUKAIIUOHHbBIE
TEXHOJIOTHH.
Brnaneer: nucnonb3oBanus HHPOPMaLMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTH B
npoeCCUOHATILHOM IEATENFHOCTH C yYETOM
TpeGoBaHuit MHGOPMAIIMOHHON 0€30IaCHOCTH.

YK.9

3Haer NnmpaBoOBbIC 1 I TUYECCKUE HOPMBI, crnocoo0eH OLCHUBATD MOCJICACTBUA HAPYIICHUS 3THUX

HOPM

Kommnerennus
(uHaMKATOP)

IInanupyemsble pe3yJibTaThl
o0yueHust

Kpurtepun oneHnBanus pe3yjbTaToOB
o0yueHust

YK.9.2
OpueHTtupyercs B
THYECKUX HOPMAaxX
MIOBEJICHHS B PA3HBIX
BUIAX
npodeCCHOHAIBHON
ACATCIIBHOCTHU U
IIOCIICACTBUAX UX
HapyLIECHUS

3HaeT: ’TUYECKHE HOPMBI
MOBE/ICHUS B Pa3HBIX BUAAX
npodeccuoHanbHOM
JESTENIbHOCTH U TOCIEACTBUSIX UX
HapyLICHUS; CYIIIHOCTh
KUOEepIpecTyIICHU; MEepBI
KrOepOE30NmacHCTH I KOHEUHBIX
MI0JIb30BAaTEJICH; 0COOCHHOCTH
MICUXOJIOTMYECKOM 0OCTAaHOBKHU B
HurepHere.

YMeeT: ucnoap30BaTh METOIbI
obecnieuenus 6e3omacuocTu [1K u
NuTepHera; BecTu 6€30MacHy0
paboTy B ceTH B Ipolecce
CETeBOM KOMMYHHKAIIIH.
Brnageet HaBbIKaMu: CETEBOTO
9TUKETA; 3aIIUThI IEPCOHATBLHBIX
JTAHHBIX.

HeynosiaerBopure
He 3HaeT: aTuyeckue HOPMBbI IOBEICHUS B
pa3HbIX BUJaX MPodhecCHOHaATbHOMI
JESITeNbHOCTH U TIOCTIEICTBUAX X HAPYIICHHUS,
CYIITHOCTh KHOEPIPECTYIIICHHH; MEPHI
K1OepOe30MmacHCTH JIsl KOHEUHBIX
MOJIb30BaTeNei; 0COOEHHOCTH
TICUXO0JIOTHYECKOM 00cTaHOBKU B HTEpHETE.
He ymeer: ucnonbp3oBaTh METOIbI 00ECTICUEHUS
6esonacHoctu [1K u UnTepuera; Bectn
Oe3omacHyro paboTy B CETH B MPOIECCE CETEBOM
KOMMYHHKAITUH.
He BrnageeT HaBbIKaMH: CETEBOT'O ITUKETA;
3aIUTHI IEPCOHAIBHBIX JaHHBIX.

YnoBaerBopuTeabH
3HaeT: STUYECKHE HOPMBI IIOBEJICHUS B Pa3HBIX
BUaX MPO(ecCHOHANBHON eI TeIbHOCTH U
MOCIIEACTBHSIX UX HAPYIICHUS; CYIITHOCTh
KHOEPIPECTYIJICHHIT; Mepbl KuOepOe30nacHCTH




Komnerenuus IlnanupyemMblie pe3yabTaThl
(MHAUKATOP) o0y4eHust

Kpurepun oueHuBanus pe3yibTaToB
00y4eHust

YnoBj1€TBOPUTEIbH
JUTSE KOHEYHBIX MTOJIb30BaTeNeii; 0COOCHHOCTH
MICUXOJIOTHYECKON 00CTaHOBKH B MIHTEpHETE.
B ocHOBHOM yMeeT: UCTIOJIb30BaTh METOIBI
obecneuenus 6e3omacHoctu [IK u UnTepuera;
BecTH Oe30macHyo paboTy B CETH B IIpoIecce
CETeBOM KOMMYHHKAIIHH.
YacTuyHO BJa/ieeT HaBbIKaMH: CETEBOTO
ATHKETA; 3aIUTHI IEPCOHATBHBIX JTaHHBIX.
Xopouo
3HaeT: ’TUYECKHE HOPMBI MOBEJICHUS B Pa3HBIX
BUJAaX MpodeccroHaNbHOM IeATeNbHOCTH U
MOCNEACTBUIX UX HApYLICHUS; CYIITHOCTh
KHOEpIPECTYIUICHU; MEpbl KHOEpOE30MMacHCTH
JUTSE KOHEYHBIX ITOJIB30BaTeleii; 0COOCHHOCTH
TICUXOJIOTHYECKO 00cTaHOBKU B HTEpHETE.
YMeeT: UCronb30BaTh METObI 00CCTICUCHMS
6e3onacHoctu I1K u UnTepHera; BecTH
0e3omacHy0 paboTy B CETH B MIPOIIECCE CETEBOM
KOMMYHHKAITIH.
B ocHOBHOM BIa/ieeT HaBBIKAMH: CETEBOTO
ATUKETA; 3aIIUTHI IEPCOHATBHBIX JTaHHBIX.
OT1iu4HO
3HaeT: STUYECKHE HOPMBI MIOBEJICHUS B Pa3HBIX
BUJaX MPo(decCroHANBHOM EeATETbHOCTH U
MOCNEACTBUIX UX HAPYLICHUS; CYIITHOCTh
KHOEpIpECTYIUICHUI; Mepbl KHOEpOE30IMacHCTH
JUIS KOHEYHBIX [10JIb30BaTeNeii; 0COOEHHOCTH
TICUXOJIOTHYECKO 00cTaHOBKM B HTEpHETE.
YMeeT: UcTonb30BaTh METO/IBI OOECTIeueHus
6esonacunoctu [1K u UnTepuera; Bectu
0e3omacHyro paboTy B CETH B MPOIECCE CETEBOM
KOMMYHHKAITUH.
Brnageetr HaBbIKaMU: CETEBOTO ITHKETA; 3AIIHTHI
MEPCOHAIBHBIX JTaHHBIX.

YK.1

Crnoco0eH oCyIeCTBJIATH MONCK, AHAJIU3 U CHHTe3 HH(OPMALIMU, TPUMEHSITh CUCTEMHBIH MOAX0/

JJIS1 pa3penieHusi MPpodJeMHBIX CUTYalUil

Komnerenuus IInanupyemsie pe3yJibTaThl Kpurtepuu oneHnBanus pe3yjbTaToOB
(MHaUKaTOP) o0y4eHHs o0y4eHus
YK.1.2 3HaeT: o01Iue CBEACHUS O HeynoBierBopures
Pabotaer ¢ 6esomacuoctu ITK u Unurepuera; | He 3HaeT: obuue ceenenus o 6esonacHoctu 1K
MPOTUBOPEUUBOI TpeOoBaHUs K OE30MaCHOCTH u NurepHeta; TpeOoBaHus K 6€30MaCHOCTH
uHpopManueit U3 pa3HbIX | HHOOPMAIUK; TPU3HAKH MHPOPMALINK; TIPU3HAKY HAPYIICHUS




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3yJbTaThl
o0y4eHust

Kpurepun oueHuBanus pe3yibTaToB
00y4eHust

WUCTOYHUKOB, HAXOHT
poOesbl B HEOOXO0IUMOM
JUTSL pa3perieHus
po0eMbl HHPOPMAIIHH,
OTIpe/ICIIICT BAPHAHTHI
yCTpaHEeHHs IPOOEIIOB

HapyLEHHs! LeJIOCTHOCTH
IPOTrpaMM U JIaHHBIX; MEPbI
KrOepOEe30MacHCTH JJI1 KOHEUHBIX
I10JIb30BATENEH.

YwMmeer: paboTath ¢
IPOTUBOPEUYNBOM HH(DOpMaLuen
U3 Pa3HBIX UICTOYHUKOB,

HaXOAMTb MPOOEIHI B
HEO0OXOUMOM I pa3peleHus
po0seMbl HH()OPMAITHH.
Brnaneer HaBbIKamMH: OTpeeICHUS
BapUaHTOB YCTPAHEHUS
npoOeNioB; TEXHUKH
0€30M1aCHOCTH U 3KOJIOTHH.

HeynosierBopureJ
[[EJIOCTHOCTH TIPOTPaMM U JTAHHBIX; MEPBI
KrOepOe30MmacHCTH JIsi KOHEYHBIX
II0JIb30BaTEICH.

He ymeert: paboTaTh ¢ IpOTHBOPEUYHBOMA
nH(popmanuen u3 pa3HbIX UICTOYHUKOB,
HaxOJIUTh MPOOEITbI B HEOOXOIUMOM IS
paspenieHus mpoOaeMbl HHPOPMAIIHH.

He BnaneeT HaBbIKaMu: ONIpeACIICHHS
BapUAHTOB yCTPAHCHHUS MMPOOEIIOB; TEXHUKHU
0€30IaCHOCTHU U DKOJIOTHM.

YnoBaerBopuTebH
3HaeT: o01Me cBenenns o oesomacuoctu 1K u
WurepHera; TpeboBaHms K 0€30MaCHOCTH
nH(GOpMAIY; IPU3HAKU HAPYIICHUS
[[EJIOCTHOCTH TIPOTPaMM U JIAHHBIX; MEPBI
KrOepOe30MacHCTH JIsl KOHEUHBIX
II0JIb30BaTeICH.

B ocHOoBHOM ymeeT: paboTaTh ¢
MIPOTHBOPEYMBON MH(POPMAIIUEH U3 pa3HBIX
HMCTOYHUKOB, HAXOJIUTh POOEIHI B
HEO0OXOIUMOM I pa3penieHus: IpooIeMbl
nHpopmanuu.
YacTudHO BiaJiceT HABBIKAMU: OTIPEICTICHUS
BAapUAHTOB YCTPAHECHUSI POOEIIOB; TEXHUKH
0€30IaCHOCTH U DKOJIOTHH.

Xopouo
3HaeT: o01He cBenenns o oesomacHoctu 1K u
HNuTtepHeta; TpeOboBaHMs K 6€30MaCHOCTH
nH(pOpMaIuK; MPU3HAKK HAPYIICHUS
IIEJIOCTHOCTH TIPOTPaMM U JIAHHBIX; MEPBI
KnOepOEe30MacHCTH JJIT KOHEUHBIX
II0JIb30BaTEIICH.
VYMmeeT: paboTaTh C IPOTUBOPEUNBOI
nH(popMaIei u3 pa3HbIX HCTOYHUKOB,
HAXOJHUTh MPOOEITB B HEOOXOAMMOM st
paspernieHus npo0aeMbl HHHOPMALIHH.
B ocHOBHOM BIa/ieeT HaBBIKAMH: ONIPEICICHUS
BapUAHTOB yCTPaHEHHsI MPOOEIOB; TEXHUKHU
0€30IaCHOCTH U DKOJIOTHH.

OT1anuyHO
3Haet: obmue cBeaeHus o 6ezomacHocTu 11K u
WuTepHera; TpeboBanus K 0€30MaCHOCTH
nH(pOpMaInK; MPU3HAKK HAPYIIECHUS
IIEJIOCTHOCTH TIPOTPaMM U JTaHHBIX; MEPBI




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3yJbTaThl
o0y4eHust

Kpurepun oueHuBanus pe3yibTaToB
00y4eHust

OT1iu4HO
KrOepOe30MmacHCTH JIsi KOHEYHBIX
[10JIb30BaTENEN.

YmMeeT: paboTaTh C MPOTUBOPEUNBOI
nH(popMalient u3 pa3HbIX HCTOYHUKOB,
HAXOJHUTh MPOOEbl B HEOOXOAUMOMN st
paszpeleHus: mpooieMbl HHYOPMAIIHH.
Brnazgeer HaBbIkaMu: orpe/ieTIeHHs] BApUAHTOB
yCTpaHEeHHs TPOOEIOB; TEXHUKH 0€30TIaCHOCTH
1 DKOJIOTHH.




OueHoYHbBIE CPeACTBA TEKYIIero KOHTPOJISI M IPOMEKYTOUYHOM aTTecTanun

Cxema DOCTaBKH : 3a0YHOE

Bujx Mmeponpusitusi npoMe:xyTo4Hoi arrecranmuu : He npenycmorpeno

MakcuMaJbHOe KOJIH4YecTBO 0aJ110B :

Komnerenuus Meponpusitue KonTposupyembie 3jieMeHTbI
(MHaUKATOP) TeKYyIIero KOHTPOJIs pe3yJbTaTOB 00yUeHUs
BxoaHoii KOHTPOJIb OOu1re cBeaeHUs O 3HaTh OCHOBBI KOAUPOBAaHUS HH(DOpPMAIIHH,
6e3onacHoctu [1K n CYILITHOCTb HH(POPMAIIMOHHOM
WNuTepHera 0€30MMacHOCTH, yMETh KOJAUPOBATh

BxoaHoe TECTUPOBaHHUE

nH(pOpMalnIO, BIaI€Th HaBbIKAMU
Kkpunrorpaduu. BxoaHoit KOHTpoIb
IIPOBOJIUTCA B BUJE TECTA, COCTOSILIETO U3
10 BompocoB

Crnenudukanusi MeponpuATHI TEKylIero KOHTPOJIA

Oo0mmue cBenenus o 0ezonacuoctu IIK u Unrepuera

[Ipon0mKUTENTBHOCTE TPOBEACHMS MEPOITPUATHUS IIPOMEKYTOUHOM aTTECTAlMU: 2 Yaca

YcnoBus IpoBENECHNSI MEPOIIPUATHUS: B Yachl ayAUTOPHOM padoThl

MaxkcruMaibHbIi 0aJu1, BBICTABIIIEMBII 32 MEPONPUATHE IPOMEXKYTOUHOM aTTecTauuu: 0

[IpoxoaHoii 6am: 0

IToka3aTe/iu olleHUBaHUS Baaasl
Bianeer HaBbIkKamMu KpunTorpaguu. 4
3HaeT OCHOBBI KOJUPOBaHUS MH(OPMALIUH, CYITHOCTh HHPOPMAITMOHHON OE30MaCHOCTH. 3
YMeeT kKoaupoBaTh HHGOPMAIIHIO. 3

Bujx MeponpusiTusi NpOMeKyTOYHOM aTTeCTANMH : 3a4eT

Cnoco0 npoBeeHnst MepoONpUATHS IPOMEKYTOYHOM aTTecTanuy : OlEHKa 10 JUCHMILIMHE B paMKax
MIPOMEKYTOUHOM aTTECTAIlMK OTIPEJIENIIETCSl Ha OCHOBE 0ayIOB, HAOpaHHBIX 00YUYAIOIIMMCS Ha KOHTPOJIBHBIX

MEpPOIPUATHSIX, IPOBOJANMBIX B TEUEHHE YUEOHOIO IEPUOAA.
MakcuMaJbHOe KoJamuecTBo 0aaaos : 100

KonBepTanusi 60a/U10B B 0TMETKH

«oTiamauo» - ot 81 mo 100

«xopomo» - ot 61 no 80

«yOBJIETBOPUTEJIbHO» - OT 43 10 60
«HEeY/I0BJIETBOPHUTEIbHO» / «He3auTeHOo» MeHee 43 Oarna

Komnerenuus Meponpusitue
(uHaMKATOP) TeKyIIero KOHTPOJIsA

Kountposmpyemblie 3jieMeHTbI
pe3yJibTATOB 00y4eHHsI




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPoJIs

KonTposmnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

YK.9.2

OpueHTHPYETCS B ATHYECKUX
HOpMaXx TOBE/ICHUS B Pa3HBIX
BHJ1ax IpodeccronambHON
NESITETTHHOCTH U TIOCJICJICTBHSAX HX
HapyLIEHUs

MeTtoas1 obecriedeHust
6e3omacuoctu [1K u
WNurepnera. Bupycsl u
AHTUBUPYCHI

ITucbMeHHOE KOHTPOJIbHOE
MeponpusiTie

3HaTh 001IMe CBECHUS O O€30M1aCHOCTH
[1K u NuTepHeTa, TpeOOBaHUS K
0e30nmacHOCTH UH(POPMA-II1H, TUIOBbIE
TpeOOBaHUS U MOKa3aTelu KayecTBa
(GYHKIIMOHUPOBAHUS MH(POPMAITMOHHBIX
CHCTEM, MTPU3HAKH HAPYIICHUS
LIEJIOCTHOCTU MPOTPaMM U JaHHBIX,
CTIOCOOBI HAPYIIIECHHS [IETOCTHOCTH
nH(OpMaIu, MPU3HAKU U CITOCOOBI
HapyIIeHHs JOCTYITHOCTH HH(POpPMAIIUH,
KaTeropuu MH(GpOpMamoHHON
6e30macHOCTH, TIPOOIEMbI
HHTEepHET-3aBUCUMOCTH, TUIIBI BUPYCOB,
aHTHUBUpPYCHBIE Tporpammbl aist T1K,
IIPU3HAKU 3apakKeHUs] KOMIIBIOTEPA,
OpraHu3alMOHHbIC, IOPUANYECKHE,
IIPOrpaMMHBIE U IPOrPaMMHO-aMNapaTHbIe
MEpBbI 3aLIUTHI UH()OPMAIHH, TPOOIEMbI
0e30macHOCTH HHPPACTPYKTYPHI
WuTepHeTa, cpeicTBa 3alUThl B CETH;
YMETb HCII0JIb30BaTh METO/Ibl OOECIIEUEHUS
6e3onacuoctu I1K u MuTepHera,
UCIIOJIb30BaTh METO/IbI 00ECIICUEeHUS
3amuThl JanHbIx B CYB/l; B1ageTn
HaBBIKAMU TEXHUKH 0€30IaCHOCTH.

YK.9.2

OpueHTupyeTcsi B STHYECKUX
HOpMax MOBEJEHUS B PA3HBIX
BUJaX MpodeccnoHanbHOM
JESTEIILHOCTH U MOCIEACTBUIX UX
HapyLICHUS

CeTeBoll DTHKET.
IIcuxomorus u cethb
IIncbMeHHOE KOHTPOJIbHOE
MeponpusiTie

3HaTh CyIIHOCTh KHOEPIPECTYIIICHUH,
Mepbl KHOEpOE30MacCHCTH JIJIsT KOHEUHBIX
MOJIb30BaTEICH, 0CO-OCHHOCTH
MOILIEHHUYECKUX AelicTBul B VIHTEepHeTe,
BH/JIbl THTEPHET-MOIIEHHUYECTBA, IIPaBUIIa
00-1menust B UnTepHere, 0cOOEHHOCTH
MICUXOJIOTHYECKOH 00CTaHOBKH B
WuTepHere; ymMeTh BeCcTH 0€30-IacHYIO
paboTy B CETH B MPOILIECCe CETEBON
KOMMYHHUKAIUH, UCTIOJIb30BaTh METO/IbI
obecrieuenus 3amuThl JaHHBIX B CYB/];
BJIAJIETh HABBIKAMH CETEBOT'O ITHUKETA.




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPoJIs

KonTposmnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

YK.1.2

PaGotaet c mpoTuBOpeunBOit
uHpopManue U3 pa3HbIX
MCTOYHUKOB, HAXOAUT IpOOeIbl B
HEO0XO0IMMOM AJIs pa3peleHus
po6sieMbl HHPOpMAIIHH,
OTIpe/ieNIsieT BapUaHThl yCTPAHEHUS
npo0enoB

YK.9.2

OpueHTHpYeTCS B STHUECKUX
HOpMax MOBEACHUS B Pa3HBIX
BUAX MpodeccuoHaNbHOM
JIESITEIIBHOCTH U MOCIEACTBUIX UX
HapyIIEeHUS

OIIK.10.2

OpueHTupysch Ha 3aJjauu
npodeccuoHaIbHON
JeSITETIbHOCTH, 00OCHOBAHHO
BBIOMpPaeT HHPOPMAITMOHHO-
KOMMYHUKAIIMOHHbIE TEXHOJIOTUU
U UCTOJIb3YET UX B
poeCCUOHATBHON JeATETLHOCTH
C y4eToM TpeOoBaHU
MH(POPMALIMOHHON 0€30MacCHOCTH

l'ocynapcTBeHHast TOTUTHKA
B o0yiactu
kubepbe3onacHoCcTr
HTorosoe KOHTpPOJIbHOE
MeponpusiTue

3HaTh: 00Iue cBeJleHHsI 0 0€30MacCHOCTH
IIK u UnTepHeTa, cynmHoCTh
KHOEpIpeCTYIJICHHH, TpeOOBaHUS K
0e301macHOCTH HH(OPMALIUU, TUTIOBBIE
TpeOOBaHUS U MOKa3aTeNu KayecTBa
(GyHKIMOHUPOBaHUS MH(POPMAIIMOHHBIX
CUCTEM, IPU3HAKU HAPYIIICHUS
[[EJIOCTHOCTH TIPOTPaMM U JIaHHBIX,
CHOCOOBI HAPYIIEHUS IETOCTHOCTH
nH(pOpMAaINHU, IPU3HAKU U CTIOCOOBI
HapyIIeHUs JOCTYIMTHOCTH UH(OpMaIINH,
Mepbl KHOepOE30TacHCTH ISl KOHEUHBIX
M0JIb30BaTeNeH, KaTeropuu
nH(OPMAIMOHHOW 0€30TacHOCTH,
npo6sieMbl IHTepHET-3aBUCUIMOCTH, THUIIbI
BHUPYCOB, aHTUBUPYCHBIC TPOTPAMMBI JIJIS
[1K, mpu3Haky 3apaxxeHHs] KOMIIbIOTepa,
OpraHHU3aIMOHHBIC, OPUINIECKHE,
MPOrpaMMHBIE U TPOTPaMMHO-AIapaTHHIE
MepBI 3aIUTH HTHPOPMAIUH, POOIEMBI
0e30macHOCTH HHPPACTPYKTYPHI
WuTepHera, cpefcTBa 3allUThI B CETH,
0COOEHHOCTH MOIIEHHUYECKUX JIEUCTBUH B
HNutepHere, BUIBI
MHTEPHET-MOILLIEHHNYECTBa, IIPaBuiia
obmenus B IHTepHETE, 0COOCHHOCTH
MICUXOJIOTMYeCKON 00CTaHOBKU B
WuTepHeTe, MpaBOBbIC ACMIEKTHI 3AIIUTHI
KHOEpIIpOCTPaHCTBA, OCOOCHHOCTH
roCy/AapCTBEHHOU MOJUTHKYU B 00JacTH
KnOepOe30MacHOCTH; YMETh: UCIIOJIb30BaTh
MeTobl obecrieuenus 6ezonacuoctu [1K u
HutepHera, BecTu 6e30macHyo paboTy B
CETH B MPOIIECCE CETEBOM KOMMYHHKAIIHH,
HCIIOJIb30BaTh METO/IbI 0OecTIeueHUs
3amuThl JaHHBIX B CYB/I; B1ageTs:
HaBBIKAMHU TEXHUKHA 0€30TIaCHOCTH U
9KOJIOTMH, HABBIKAMU CETEBOT'0 ATHKETA,
HaBBIKaMU 3alIUTHI TIEPCOHATBHBIX
JTAaHHBIX.

Cneunpuxkanusa MeponpusTHH TEKyIIero KOHTPOJIS




MeTtoanbl o0ecnieuennsi 0ezonacHocT IIK u Untepuera. Bupychbl m aHTUBHPYCBHI

IIpoaomKUTENLHOCTD IPOBEAECHUS MEPOIIPUATHUS IPOMEKYTOUHOM aTTECTAlMU: 2 Yaca
VYcnoBus npoBeAEHUS MEPONIPUATHUSA: B YAChl ayINTOPHOH padoThI

MaxkcumanbHbIi 0ai, BEICTAaBIsIEMbli 3a MEPONPUATHE IPOMEKYTOUHOM aTTectanuu: 30
ITpoxonnoii 6amn: 13

IToxa3zaTen oneHUBAHUS

Banabl

3naet obume cenenus o 6esonacHoctr [1K u MaTepHeTa, TpeGoBaHus K 6€30MacHOCTH
uH(pOpMaINy, TUTIOBBIE TPEOOBAHMS 1 TIOKA3aTeIH KayecTBa ()yHKIIMOHUPOBAHUS
MH(POPMALIMOHHBIX CUCTEM, PU3HAKU HAPYLICHUS 1IEIOCTHOCTH MPOTPAaMM H JJAHHBIX, CIIOCOOBI
HapyLICHUs [eIOCTHOCTH HH(OPMALINH, TPU3HAKH U CIIOCOOBI HApyIIEHUS JOCTYITHOCTH
uHpOpPMaLINH, KaTeropuH HHPOPMAIIMOHHOHN 6e30nacHoCTH, polieMbl HTepHET-3aBUCUMOCTH,
THUITBI BUPYCOB, aHTUBUPYCHBIE ITporpammbl 1t [1K, mpu3Haky 3apakeHus KOMITBIOTEpA,
OpraHU3aIMOHHbIE, IOPUAMYECKHIE, TPOTPAMMHBIE U IIPOTPAMMHO-ANIIAPATHBIE MEPhI 3aIIUTHI
nHpopmaruu, mpobaemMbl 6e30macHOCTH HHPpacTpyKTypbl IHTEpHETa, CpeicTBa 3alIUThl B CETH

10

Bnaz[eeT HaBBIKAMM TEXHHUKH 0€30IaCHOCTHU

10

YMeeT ucrnosb3oBaTh MeTo bl o0ecrieueHust 6e3omacHoctu [1K u MaTepHeTa, ucmoan30BaTh
MeTO/IbI oOecreueHus 3amuThl JaHHbIX B CYB]]

10

CeteBoii 3Tuket. Ilcuxojiorus 4 ceThb

[IponoKUTENBHOCTE TPOBECHUSI MEPOTIPUATHS MPOMEKYTOUHOM aTTecTanuu: 1 yaca
VY cnoBus IpOBENECHNS MEPOIIPUATHUS: B YaChl AyAUTOPHOM padoThI

MaxkcuMaibHbIi 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATUE TPOMEKYTOUHOU aTTectauuu: 30
[Ipoxonnoii 6amn: 13

Ioka3aTequ oLlEHUBAHUSA

Baaasl

3HaeT CyIHOCTh KHOePIpecTyIUICH A, Mepbl KNOepOe30NacHCTH ISl KOHEYHBIX TI0JIh30BaTEIeH,
OCO6€HHOCTI/I MOIICHHUYCCKUX HeﬁCTBHﬁ B I/IHTepHeTC, BUJbI MHTCPHCT-MOIICHHUYCCTBA,
npaBuia oomieHus: B UHTepHeTe, 0COOEHHOCTH TICUX0JI0THYECKON 00cTaHOBKM B IHTEpHETE

10

BH&I[CQT HaBBIKaMH CCTCBOI'O 3THKETA

10

YMeeT BecTu 6€30-1acHy 0 paboTy B CETH B MPOIIECCE CETEBOM KOMMYHHKAIIUH, UCIIOE30BATh
MeTOJIbI oOecTieueHus 3auThl JaHHBIX B CYB/]

10

I'ocynapcTBeHHas MOJUTHKA B 00J1aCTH KHOEP0e30MaCHOCTH

[TpoaomKUTET HOCTD MTPOBECHUS MEPOTIPUSATHS IPOMEXKYTOUHOM aTrTecTanuu: 1 yaca
YcnoBus mpoBeaeHUS MEPOTIPUATHUS: B YAChI ayIMTOPHOI padoThI

MaxkcumanbHbIH 0ai, BRICTABISEMBbIi 32 MEPOIIPUSATHE TPOMEKYTOUHOM aTTectarun: 40
[Tpoxoxnoii 6amr: 17

IToxa3zaTen oneHUBAHUS

Baaasl

3naet obuue cenenus o 6esonacHocTu [1IK n MHTEpHETA, CyIIHOCTS KHOEPIIpEeCTYIIICHUH,
TpeboBaHUs K 0€301aCHOCTH WH(OPMAIUH, TUTIOBBIC TPEOOBAHUS 1 MTOKA3aTEIM Ka4eCTBa
(GYHKIIMOHUPOBAHMS HH(POPMAIIMOHHBIX CUCTEM, IPU3HAKUA HAPYIIECHUS [IETIOCTHOCTH MTPOTPAMM
U JIaHHBIX, CIOCOOBI HAPYIIECHHS [IEJIOCTHOCTH UHPOPMAIIUH, IPU3HAKH M CITOCOOBI HApyIICHUS
JTOCTYITHOCTH HH(pOpMAIUU, Mepbl KNOepOE30MaCHCTH ISl KOHEYHBIX MOJIb30BaTeseH, KaTeropuu
nH(popManMoHHOM 6e30macHOCTH, MPoOIeMbl THTEpHET-3aBUCUMOCTH, TUITBI BUPYCOB,

10




aHTUBHpYyCHbIE porpammsl A I1K, npusHaky 3apakeHns KOMIIbIOTEpa, OPraHU3allOHHBIE,
IOpUAMYECKHE, IPOrpaMMHBIE U IIPOTpaMMHO-aNNapaTHbIe MEephl 3alUThHl HH(POpPMaIUHY,
npobaembl Oe3omacHocTy HHppacTpykTypbl IHTEpHETA, CPEeICTBA 3aLIUTHI B CETH

Brnaneer HaBbIKaMU TEXHUKH 0€30MACHOCTH W 3KOJOTHH, HABBIKAMHU CETEBOTO ITHKETA, 10
HABBIKAMU 3aIUTHI TIEPCOHATBHBIX JAHHBIX

YmMeer ucnonb3oBaTh MeTO bl oOecnieueHus 6ezonacHoctr [1K n MaTepHeTa, BecTn 6€30macHyo 10
paboTy B CETH B MPOLIECCE CETEBONH KOMMYHUKAIIMH, UCTIOIB30BATh METOIbI 00ECIICUCHHUS 3aIIUTHI
nanubix B CYB/]

3HaeT 0COOCHHOCTH MOIICHHHYECKUX AeiicTBuii B IHTepHeTe, BUABI MHTEPHET-MOIIICHHUYECTBA, 10

npaBuia oomieHus: B UHTepHeTe, 0cCOOEHHOCTH TICUXOJIOTHYECKOH 00cTaHOBKY B MIHTEpHETE,
MIPABOBBIE ACTIEKTHI 3AIIUTHI KHOEPIIPOCTPAHCTBA, OCOOCHHOCTH TOCYIaPCTBEHHOM MOJUTUKH B
obnactu knbepOe30nmacHOCTH




