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1. HaumeHOBaHUE TMCHUTLIHHBI
OcHOBBI KHOEPOE30MaCHOCTH

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM MPOrpaMMBbI

JlucuumniauHa BXOAUT B 00s3aTenbHy0 YacTh bioka « b.1 » o0pa3oBarenbHON IpOrpaMMBI 110 HANIPaBICHUSIM
MTOATOTOBKH (CMEIUATBLHOCTSIM):

Hamnpasnenue: 44.03.01 Ilegarorundeckoe oOpa3zoBaHue

HanpaBlieHHOCTh JlonIkoibHOE 00pa3oBaHue



3. [Ilnanupyemble pe3y/ibTaThl 00y4eHUs MO AUCHHUILINHE

B pesynbrare ocBoeHust AUCHUILTHHBEI OCHOBBI KHOEP0e30NMacHOCTH Y 00yJatoerocs J0KHBI OBITh
c(OpPMHUPOBAHBI CIIETYIONTNE KOMIIETECHIIHH:

44.03.01 Ilexarornueckoe oOpa3oBaHue (HAMPaBICHHOCTS : JIOMIKOILHOE 0Opa30BaHue)

OIIK.3 criocoOeH y4acTBOBaTh B pa3pab0TKE OCHOBHBIX M JIOTIOJHUTEILHBIX 00pa30BaTeIbHBIX MPOTPAMM,
pa3pabaTbIBaTh OTAEIbHBIE UX KOMIIOHEHTHI (B TOM YHCJIE C UCIIOIB30BaHUEM HH(POPMAIIIOHHO-
KOMMYHHUKAITHOHHBIX TEXHOJIOTHIA)

HNuaukaTopsl

OIIK.3.2 ucnonb3yet nHHOpMaLOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTHH IIPH pa3padboTKe
o0pa30BaTeIbHBIX IPOTpaMM

YK.1 CriocobeH oCyIIeCTBIIATh MTOUCK, aHATN3 U CHHTE3 WH()OPMAIIUN, IPUMEHSTH CUCTEMHBIN TOIXO/ JISI
paspenieHust IpoOJIEMHBIX CUTYyAIUi

HNuaukaropsl

YK.1.2 PaGoraer ¢ nmpoTuBopeurBoii HH(pOpMaIHel U3 pa3HbIX HCTOYHUKOB, HAXOIUT NMPOOEIHI B
HEOO0XOIUMOM JJIs pa3perieHust MpodaeMbl HHPOPMAIUH, ONpeiesieT BapUaHThl YCTpaHeHHUs TPOoOeIoB
YK.9 3nHaeT npaBoBble U 3THYECKHE HOPMBI, CITOCOOEH OLEHUBAThH MOCIEACTBHS HAPYILIEHHUS STHX HOPM
HNuauxkaropsl
YK.9.2 OpuenTupyercs B 3THUECKUX HOpMaxX MOBEJCHUS B Pa3HbIX BUAAX MPO(ecCHOHATBHON
JESTeIbHOCTH U MOCIIEACTBUAX UX HAPYIICHUS



4. O0beM U coJep:KkaHue TUCHUUTITHHBI
HanpasyeHusi noAroToBKu 44.03.01 INemarorumueckoe oOpa3oBaHue (HAMPaBIEHHOCTh:
JlonikoapHOE 06pa3zoBaHue)
¢opma o0yuenus 3a04Has
NeNe TpumecTpoB, 8,9
BbI/IeJIeHHBIX VISl H3y4YeHMs
AUCHMILTUHBI
O0beM AUCHUILIHHBI (3.€.) 3
O0beM JUCHUILIMHBI (AK.YaC.) 108
KonTakTHasi padora ¢ 12
npenoaaBartesieM (aK.4ac.),
B TOM 4HcJIe:
IIpoBenenue JeKIUOHHBIX 4
3aHATHH
IIpoBeneHne NpakKTHYECKUX 8
3aHATHI, CECMHMHAPOB
CamocTrosiTesibHast padoTa 96
(ak.4yac.)
®opMbI TEKYLIET0 KOHTPOJIA Bxonnoe tectupoBanue (1)
HtoroBoe koHTposnbHOE MeponpusTue (1)
[TuceMeHHOE KOHTpOJIbHOE MeponpusTue (2)
®opMBbI POMEKYTOUHOI 3auer (9 TpumecTp)
arrecTanMu




5. AHHOTHPOB&HHOC ONMMCaHHuEe COACPKAaHUA Pa3la€ejoB U TEM NUCHHUIIIINHBI

Oo6mme cBenenus o 0ezonacuHoctu IIK u Unrepuera
WHTEepHeT Kak CpeICTBO IS MOMCKa MOJIe3HOM nH(popMau. ApXUTeKTypa KoMmbiotepa. CoxpaHeHue
nosie3Hoi nHpopmaruu. OOMeH JaHHBIMU TP COBMECTHOU pabote — ckaiir, [P-renedonus, [CQ. bezomacHbrit
obmen nanHbiMU. KommbroTep u IHTEpHET B MpoMbIIeHHOCTH. BpenonocHsie caliTbl. OOauHbIe CEPBUCHI.
[Touck nokymeHToB B ceTd. MHbopmMaiimonnas neperpyska. Buast UHTepHeT-00menus. J(ucraniimonnoe
oOyuenue. [IporpammHoe u anmnapatHoe ooecnieuenue. KommproTep u cucremsl 6e3onacHoctu. [lonstue
KnOepOe30MacHOCTH. YTPO3bI 1715l MOOMIIBHBIX YCTPOHCTB. BUabI 3auThl KNOEPIPOCTPAHCTBA
(HECaHKIIMOHUPOBAHHBIN AOCTYT, pa3pylIeHUE U yTpaTa HH(OpPMAINHU, UCKaKeHUE HHPOopMaIun). 3aluTa
kubepnpoctpancTBa. ['eonndopmannonnsie cuctemsl. MHpopMalonHas 6€30MacHOCTh. 3auTa
MEePCOHANBHBIX TaHHBIX. KaTeropuu nepcoHanbHBIX TaHHBIX. buoMeTprudecKue nmepcoHaabHbIie JaHHbIE.
Hcrounuku nansbix B IHTEpHETE: MOYTa, CEpBUCH 0OMeHa (aiinamu u 1p. XpaHeHue JaHHbIX B IHTEepHeTe.
Bo3mokHOCTH 1 TTpo0IeMBI COlManbHBIX ceTei. bezonacHsiil mpoduas B coruaibHbIX ceTsax. KoMmbroTepHas u
nH(popMalnoHHasi 6€30MacHOCTh, 0OHAPYKEHHE MPOOIIEM B CETH, BOCCTAHOBIICHUE MTAPAMETPOB CHCTEM,
CpEeICTBA 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYyTA K JaHHBIM, KpUNTOrpaduyeckas 3anmra HHQOpMaIIiHm.
3anumieHHas nHpopManr-oHHas cpea. 3aluTa KaHaJIoB Nepeady TaHHbBIX, CPECTBA PEAO0T-BpaIeHUs
yTeuku nHpopmanuu, 3aumra nuapopmanuu ot HCJl (anTH-BUpyCHAsl 3a11uTa, CPEACTBA KOHTPOJIS
3aIUIIEHHOCTH, CPEICTBAa O0OHA-PYKEHUS U MPEAYTIPEKICHUS aTaK), CPEACTBA Ay TEHTHPUKAIIUH.
Opra-HU3aIMOHHO-TEXHUUECKUE MEpHhI 3alUThl HH(POPMAIMOHHOH cpebl. CHCTEeMBbl OXpaHHON CHUTHATU3AIIH,
BUICOHAOTIOIEHUE, KOHTPOIb M YIPABJICHUE JOCTYTIOM, CPEICTBA YHUUTOKEHHS MH(POPMAIIUH, CPEICT-Ba
PE3epBHOTO KOMMPOBAHUS U BOCCTaHOBIIEHUS. TpeboBaHus K 6€30-MacHOCTU HH(OPMALIUU: COXpaHEHHE
L[EIOCTHOCTH, KOH(PUACHIIUATBHOCTH U JOCTYMHOCTH. THUIOBBIE TPeOOBAaHUS U MTOKA3aTEH KauecTBa
GyHKIIMOHUPOBaHHS HHPOPMAIMOHHBIX cucTeM. [Ipu3Haku HapyIeH!s EJTOCTHOCTH MPOrPaMM U JTaHHBIX.
CriocoObl HapyIIEHUS LEIOCTHOCTH MHpopManuu. [Ipu3Haky 1 criocoObl HapyIIeHUs! KOH(UACHIIUATEHOCTH.
[Ipu3Haku 1 cocoObl HapyIIEHUs JOCTYITHOCTH HHGopMaluu. bezonacHOCTh MOOUIIBHBIX YCTPOUCTB B
MH(OPMALIMOHHBIX cucTeMax. MICTOUHUKH 3apa)KeHUs] MOOMIIBHBIX YCTPONCTB (BeO-pecypChl, Mara3uHsbl
NpUIIOKEeHUH, O0THETHI). YTpo3bl 6e3onacHocTy B ceTax WiFi. Mrtossl 3ammtel ceteit WiFi. Yrpo3sl
nHpopManuu (TEXHOTeHHBIE, CITyYaifHbIe U peIHaMepeHHbIE; MPUPOIHBIE). Mepbl KnbepOe30macHCTH IS
KOHEYHBIX IoJib30Bareneil. Vcnonbp3oBaHre pekoMeH10BaHHBIX BEPCHI OMEPAllMOHHBIX CUCTEM U
MPUJIOKEHUH, UCTIONB30BaHUE aHTUBUPYCHBIX CPEICTB, HACTPOIiKa BeO-Opay3epoB, OJIOKUPOBKA CKPUIITOB,
UCTIOJIb30BaHUE (PUIBTPOB (PUIIMHIA, MEKCETEBBIX 3KpaHOB. ABTOMaTHueckoe oOHoBIeHHE [10. Kubepyrpossr
WutepHera (knOepBOHBI, MAHUTYTUPOBAHUE JIFOJIbMH, 3aBUCUMOCTh, BUPYCHBIE aTaKH, OTCYTCTBHE
npuBaTHOCTH). Kubepreppopusm u kubepBoitnbel. Knbeparaku u TeXHOT€HHBIE KaTacTpodbl. 3ammra
IT-undpacTpyKTyp KpUTHUECKH BaXKHBIX 00beKkTOB. KaTeropuu nadopmannoHHoi 6€30macHOCTH.
[udposanue npu nepeave kKoHpuaeHuansHol nupopmarmu. Lludpposas noanucs. Pucku natepHera
(KOHTEHTHBIE, MIEKTPOHHBIC, KOMMYHUKAIIMOHHBIC, TOTpeOuTeNnbeckue). besomacHerii cepdunr. besomnacHsie
pecypcesl 15 iorcka. [Ipobaemsr anexkTpoHHOM TOproBiu. [Ipodiaemusie caiiThl. JIOKHBIE peCcypChl CETH.
BbopnOa ¢ ucnonbp3zoBanuem MHTEpHETA B TEPPOPUCTUUECKUX, CEMAPATUCTCKUX M SKCTPEMUCTCKUX LIETISAX.
Omnacnas uadopmarus B cetu. CoranbHble TOCIEACTBHS O€30TBETCTBEHHOTO MTOBE/ICHHS B UHTEPHETE.
Yrpossr st IOS-ycrpoiictB. Yrpossl aist Android-ycrpoiicTs. [TpoGiemsr 6e3omacHOCTH HHGOPMAITHOHHBIX
cucteM. MeTobl o0ecriedeHust 3amuThl JaHHbIX B CYB/I. 3amuTa rocy1apcTBeHHBIX HH(POPMAIIMOHHBIX
cucteM. be3omnacHocTh MpH yJalleHHOM JIOCTYTIE K pecypcaM KOMIbIoTepa. Xakepckue aTaku. HoBbie
TEXHOJIOTUH ¥ HOBBIE YTPO3bl HH()OPMAITMOHHON 0€30MacHOCTH (IpUMEHEHHE POOOTOTEXHUKH U T.I1.).
Kubepummuonax. KubepopyxuneCnenuaibHOCTH, CBI3aHHbBIE C 3aIIUTON KHOEpIIPOCTPAHCTBA.

Texnuka 0e30MaCHOCTH U IKOJIOTHUS
[TpaBuna padots ¢ [1K u snekrporHbIME KHUTaMU. KoMIibroTep ¥ 1oManiHue )KuBOTHbIC. MynbTHUMEANA,
npaBmiia 6e30macHoil paboTel. Bo3nelicTBue KOMIBIOTEPA HA 3pEHHE U Jp. OpraHbl. [ uruena mpu padbore ¢



KoMIbloTepoM. [ 'uruena kommnerotepa. Komnbrotep u kpoBoobparienue. [lonp3a u Bpea KOMIBIOTEPHBIX UTP.
Komnetorep u 30XK. ®usnueckoe u ncuxudeckoe 310poBbe. [IpaBuia noBeaeHus B KOMIBbIOTEPHOM Kilacce.
Nutepuer B cucreme 6e3onacHocTH. TexHuka 6e30macHoCTH npu padoTte ¢ koMibioTepoM. Kommbiorep u
MOOWJIbHBIC YCTPOHUCTBA B UPE3BBIYANHBIX CUTYyarusaX. MenunnHckas naopmarus B MaTeprere. KommbroTepsr
1 MOOWJIbHBIE YCTPOUCTBA B SKCTPEMAIbHBIX YCIOBUAX. Bo3elicTBrE paquoBOIH HA 310pOBbE U OKPYKAIOIIYIO
cpeny (Wi-Fi, Bluetooth, GSM). Komrutekc ynpaxkuenuii mpu padore 3a koMmibsiotepoM. BozneiictBue Ha
3penue JJIT, KUIKOKPUCTAIIIMYECKHUX, CBETOIMOIHBIX, MOHOXPOMHBIX MOHUTOPOB. Knbepataku Ha
uHppactpyktypy. Kommerorep B pexxume Tpya v oTAbIxa. BiusHue koMnboTepa Ha penpoIyKTHBHYIO
cuctemy. Bpeansie ¢pakTopbl paboThl 32 KOMIIBIOTEPOM U UX MociencTBus. Opranusanus pabodero Mmecta

IIpodembl UHTEpHET-32aBUCUMOCTH
WutepHer-coobuiectBo. MHTEpHET-3aBUCUMOCTD. CorranbHble ceTu. JleTckue connanbhblie ceTi. BupryanpHast
JUYHOCTbh. 3aBUCUMOCTH OT MHTepHeT-001menus. Paspneuenus B aTepuere. [Ipu3Haku UrpoBoi 3aBUCUMOCTH.
Ceressie urpsl. Caiitel 3HakoMcTB. 30K u komnstotep. Bunbl 3aBucumoct. [lecTpykTuBHas nHopmaIus B
Wntepnere. Buasl MaTepHeT-3aBUcHMOcTU. KnbepkynbTypa (MaccoBas KyJlbTypa B CETH) U TUYHOCTb.
[Icuxonmoruueckoe Bo3eiicTBue HH(OPMAIIMK HA YeJIOBEKa. Y IIpaBlieHHE JMYHOCTBIO uepe3 ceTh. IHTepHeT u
KOMIIBIOTEpHAsI 3aBUCUMOCTD (aaaukuus). Kputepnn 3aBUCUMOCTH (IPUOPUTETHOCTD, U3MEHEHUSI HACTPOCHHS,
TOJIEPAHTHOCTh, CUMIITOM pa3pbiBa, KOHMOIUKT, peuuauB). TUIIBI HHTEPHET-3aBUCUMOCTH (IIPUCTPACTHUE K
paboTe ¢ KOMITBIOTEPOM, K HAaBUTAIIUH M MIOMCKY UH(OPMAILINU, UTPOMAHHUS U SJIEKTPOHHBIE MTOKYTIKH,
3aBHCUMOCTH OT ceTeBoro obmenus ). Knaccuukarus nHTepHET-3aBUCUMOCTEN

MeTtoasbl obecnieuennsi 6esonacuoctTu [IK u Unreprera. Bupycsl 1 aHTUBHPYCBHI
Konrent-punbtpsl. [Tonckossie cepBepsl. [Ipu3naku 3apakeHus] KOM-TIBIOTEpa. AHTHBHPYCHAS 3aIUTA.
3amuTta ¢aitnos. [IpaBa nonp3oBare-yel. 3auuTa Mpy 3arpy3ke U BHIKJIIIOUEHUU KOMIIbIOTEpa. be3onacHocTh
IIPU CKaYMBAaHUU (ailyioB. 3alura IporpaMM M JaHHBIX OT HECAHKIIMO-HUPOBAHHOI'O KOIMPOBAHUS.
OpranuzalnoHHbIE, FOPUINYECKUE, IPO-TPAMMHBIE U ITPOIPAMMHO-AIIIAPATHBIE MEPHI 3aIUTHL. 3aluTa
IIPO-TPaMM U JIJaHHBIX C IIOMOILBIO NTapoJieii, MPOTPAMMHBIX U JIEKTPOHHBIX KJIHOYEH, CEpUHHBIX HOMEPOB,
nepeHoca B OHJalH U T.1. Henepeme-maempie mporpaMMpl. 3amyTa OT KOMTUPOBAHKS KOHTEHTA CaiTa.
Uc-tounuku 3apaxenus [1IK. Aatuupycnoe [10, Buapl 1 Ha3HaUeHUE. METO/IbI 3alIUThl OT BUPYCOB.
[Tpo6aemsl OezonacHocTy MHPpAcTpyKTypbl IHTEpHETA (TPOTOKOIBI MAPIIPYTU3AIMH CETH, CHCTEMA
JOMEHHBIX UMEH, CPEICTBAa MapIIpyTU3aluK U T.11.). [IpoBepka nouymmHHOCTH (ayTeHTHduKanys) B IHTepHeTe.
Meps! 6e3onacHocTu i nonb3oBarens WiFi. Hactpoiika 6e3omacnoctu. Bupychl 1s1 MOOMIIBHBIX YCTPOICTB
(MoOunbHBIE OaHKEPHI U Ap.). HacTpolika kommbroTepa i 6e30macHoi paboThl. OMIMOKH MOJIB30BATENS.
Meps! 1MyHO# 6€30MaCHOCTH IIPU ceTeBOM ob1eHuu. [IpegoTBpalieHne HeCAaHKIIMOHUPOBAHHOT'O OCTYyIA K
I1K. ITapoau, 6moMeTpruuecKkre METO bl 3alllUThl U ayTEHTU(UKALMSI C TOMOLIbI0 BHEITHUX HOCUTENEH.
[IpocTeie n AMHaMUYECKU U3MEHAoIuecs naponu. bops0a ¢ yreukamu nndopmannu. CpeacTsa KOHTPOIS
noctyna. [IpaBa nonb3oBareneit. CriocoOsl pa3rpanndenus gocryna. CpeacTsa 3aluThl B CETH: MEXKCETEBbIE
9KpaHbl, KPUIITOMAPIIPYTU3A-TOPbI, CEPBEPHI ayTEHTUPHUKAIMU U T.7. OOMaHHBIE CUCTEMBI JJIS 3aIU-ThI
uHpopManuu B ceTsax. 3amuTa caiitoB. CucreMbl 0OHapyskeHHs aTak. be3omacHOCTh XocTHUHTa. THUIBI BUPYCOB.
OTiinyms BUPYCOB U 3aKJIaJioK. AHTUBUpYCHBIE porpaMmbl 171 [1K: ckanepsl, peBu3opsl u Ap. BeisiBienue
HEU3BECTHBIX BUPYCcOB. OCHOBHbIE Mepbl KnOepOe3onacHocTH. bezonacHoCTh NpMIloKeHui, cepBepoB,
KOHEYHBIX I10JIb30BaTelEN.
3amuTa OT aTak, MOBbIIIEHNE TOTOBHOCTH. AnmapaTHas 3amura [10 u cetn (351eKTpOHHBIE KIIIOUH, annapaTHbIE
OpanmMayapsl). 3ammra [1K Ha sTane 3arpy3ku. [lapamerprr 6e3omacuoctu [IK. O6HOBICHMS. 3a-TIHTa
¢aiinoBoii cucremsl. Paitnoseie Tabnuibl. [IpaBa noctymna. Pe-3epBHOE KOMUpPOBaHUE U BOCCTAHOBIICHHUE
naHHbIX. Boccranosienne OC. AnnapaTHble U IporpaMMHbIe cpelcTBa. [Ipu3Haky 3apa’keHusl KOMIIBIOTEPHBIX
nporpamm. OC u ux Bo3MokHOCTH B O0pr0e ¢ Bupyca-mu (Windows. Linux). PaznoBumHOCTH BHpycOB. UepsH,
TpOsiHbI, ckpuniThl U Ap. [lnuonckue nporpammel. Hlndposaneuyku. Xakep-ckue yTuiauThl. CeTeBble aTaku.



HawubGonee n3BectHrie anTuBUpYCHBIE IporpamMmbl. Kaspersky Internet Security. Dr.Web Security Space. ESET
NOD32 Smart Security. Kommepueckoe u 6ecriatHoe antuBu-pycHoe [10. Onnaitn cepBHUCHI 11
0€30MacHOCTH MOJIB30BATENsl B UH-TEPHETE (MIPOBEPKa KOMITbIOTEpa U (paiiiioB Ha BUPYCHI OHJIAMH, OHJIAWH
neaktuBarusi SMS-BUPYCOB, MpOBEpKa caiiTa Ha BUPYCHI, IpOBepKa (aitiioB mo e-mail, onpesenenue aapeca
cTpaHuIIbl, TpoBepka ctoumMo-cti CMC u ap.). Hactpoiiku 6€30macHOCTH MOYTOBBIX ITPOrpamMM. 3a-1uTa B
MTOWCKOBBIX crcTeMax ((pUIbTpHI ATl OTpaHUYEHUS TIOTEHITU-ATFHO OMACHOTO coepkuMoro). Hactpoliku
6e3omacHoctu BeO-Opay3epos (Internet Explorer, Firefox u T.1m.). DnekTpoHHAas MOYTa U CUCTEMBI MTHOBEHHOTO
obmena coobmenusmu. Hactpoiiku 6e3omacHo-ctu Ckaidr, ICQ u ip. CriocoOb1 o0ecrieueHus: 6€30macHOCTH
BeO-caiira.

Momennudeckue aeiicrusi B Unrepuere. Kudepnpecrynjienus
Kubepnpectyruienus. Bussl ”HTEpHET-MOILIEHHUYECTBA (MMMChMa, PeK-JaMa, 0X0Ta 3a JMYHBIMHU JTaHHBIMHU U
T.11.). OnacHocTH MOOMIIBHOM cBsA3M. [Ipensioskenus o ycTaHOBKE BPEIOHOCHBIX MPHIIOKEHUH.
Mo-menanueckue CMC. YTeuka u oOHapoI0BaHKE JUYHBIX JaHHBIX. [log00p 1 mepexsat naposei. B3moMbl
aKKayHTOB B COLIMANIBbHBIX ceTaxX. Bunpl MomenHnyectsa B MIHTepHeTe. @UIMHT (papMUHT). A3apTHBIE UTPHI.
Jloxwusle anTuBupychl. [loqmena cTpanuil B uHTepHETE (CalThI-KI0HB). PanbimBbie (paiT000MEHHUKH.
DNeKTpOHHBIN Koliesnek. MoleHHn4eCcTBO IpU pacnpocTpaHeHun «oecmiatHoro» I[10. TexHonoruun
ManumnyupoBanus B Matepuere. Th npu nntepuer-obmenuu. Th mpu perucrparuu Ha BeO-caiiTax.
Komnsroteproe nuparcto. [Inarnar. Kubepnaemuuku u kubepaerektusbl. OLeHka yiepoa ot
KHOepIpecTyIUICHUH.

CeteBoii 3Tuket. [lcuxosiorus u cetb
Wurepuer-atuket. [IpaBuna odmenus B Miarepuere. OcHOBEBI ceTeBoro stukera. Ilepenucka B cetu. [IpaBuna
noBeqieHus B ckaimne. @opym. OOIICHUE B CETH M €T0 TIOCIEACTBUA. ATpeccusi B CETH. AHOHUMHOCTH B CETH.
Bupl aTHKeTa (MTMYHBIN, 1ETOBOM, MUCHMEHHBIHN, TUCKYCCUOHHBIN U TIp.). Pa3nuuus sTukera B pa3HbIX
CTpaHax. DTHKa IUCKyccuil. B3auMHoe yBakeHUe pU UHTEPHET-O0IIEHNU. DTUKET U OE30MaCHOCTbD.
PeanpHast u BupTyanpHas TMIHOCTE. [Icuxonornyeckas obcraHoBka B IHTepHeTe: TpuduHT, KHOSpOyILTHHT,
KnOepMoOOUHT, TpoJuTHHT, Oy-muiua. bezonacHas paboTa B ceTH B Ipoliecce ceTeBo KOMMYHHUKAITUH (YaThI,
bopymbl, KOH(pEpeHINH, CKaiiM, CoIlMallbHbIE CETH U Tp.). Tep-MUHBI CETEBOTO 3TUKETA: OBEPKBOTHHT, (IIiekM,
bayn, opdronuk, cMmaiinuky u Ap. [IpuMepsl STHUECKUX HApyIICHUH. 3HAYEHHE CETEBOTO STUKETA.

IIpaBoBbIe acneKTHI 3aIUTHI KNOEPIPOCTPAHCTBA
CobcTBenHocTs B UHTEepHETE. ABTOpCKOE MpaBo. HTeIekTyabHast cOOCTBEHHOCTh. [matHas u OecriaTHas
nH(popManus. 3amuTa npaB noTpeduTesnei npu ucnoiab30BaHuM yciayr MuTepHer. 3ammra npas no-tpeduteneit
yCIyT npoBaiinepa. OTBETCTBEHHOCTh 32 HHTEPHET-MOIIIEHHNYECTBO. [[paBoBbIe aKThI B 00JIaCTH
MH(OPMALIMOHHBIX TEXHOJIOTUN U 3alTUTHI KHOeprpocTpaHcTBa. OTBETCTBEHHOCTD 32 KMOEPIPECTYIIICHUS.
KoHcTutymonHoe npaBo Ha MOKUCK, TMOJIyYeHUE U paciipocTpanenre nupopmaimu. OeaepanbHblil 3aKOH OT
29.12.2010 Ne 436-®3 (pen. ot 28.07.2012) «O 3amure aerei oT nHGOpMALIUY, TPUUUHSIONIEH Bpel UX
3JI0pOBBIO U pa3BUTHIO» (AeiicTByeT ¢ 1 cenTsiopsa 2012 roga). UndopmanmonHoe 3akonoaarenbctso PO.
3akon P® «O06 urdopmarmu, “HOOPMAIIMOHHBIX TEXHOJIOTHSIX U O 3aIlUTe HHPOPMAIUN». YTOIOBHASL
OTBETCTBEHHOCThH 32 CO3/IaHUE, UCTIOJIH30BAHUE U PACTIPOCTPAHEHNE BPEJOHOCHBIX KOMIBIOTEPHBIX MPOTPaMM
(ct. 237 YK P®). IlpaBoBas oxpana nporpamm it 9BM u BJl. Kommepueckoe [10. becruatnoe [10
(FreeWare, Free, Free GPL, Adware), ycinoBao-6ecruiatnoe [10 (Trial, Shareware, Demo). [IpaBoBbie OCHOBBI
JUTst 320U ThI OT cnama. [IpaBoBast oxpana nporpamm aist 9BM u B/I. Jlunensunonnoe 110. Buasl nuuensuit
(OEM, FPP, xopriopaTuBHbIE JINLIEH3UH,
noamnucka). I10 ¢ otkpsiTeiM ko0M (GNU GPL, FreeBSD). [IpaBo Ha nundopMaiuio, Ha COKpbITHE JaHHbBIX,
kareropuu uHGopmanuu. [lepco-HaabHBIE U 0OIIEIOCTYITHBIC JaHHBIC, OTPAHUYCHHBIA TOCTYM. 3aK0oH «O
MIEPCOHAIIBHBIX JAaHHBIX». YKa3 npe3uaeHra PO o co3naHnu JEHCTBEHHON CUCTEMBI IPOTUBOIECUCTBUS



KOMIThIOTEPHBIM aTakaM oT 15 staBapst 2013 r. YronosHsiid konekc PO, paznen «IIpecrymienus B cdepe
KOMIIBIOTEPHON MH(POPMALITNY.

TI'ocynapcTBeHHasi HOJMTHKA B 00J1aCcTH KHOEp0€e30MaCHOCTH
3ammTa KubeprnpocTpancTa rocyaapcrsoM. Kubeproitna. [IpaBo Ha nndopmaruto B Koncturymuu PO.
3amuTa rocyJapcTsa 1 3amura kuoeprnpoctpancTsa. JlokTpuHa HHGOPMAIIMOHHON 0€301acHOCTH.
KubepBoiicka. 3amura KHOeprpoCcTpaHCTBA KaK OJIHA M3 3a]]a4 BOOPYKEHHBIX cuil. IH(popMaImonHas BoiHa.
Nudopmanmonnoe opyxue. [larpuorusm u unrepuer. Mudopmanmonnoe Bo3zeiicteue. BoenHas,
rocyJapCcTBEHHAs, KOMMeEpUecKas TaifHa. 3aluTa CalTOB TOCYIapCTBEHHBIX OPTAHOB (IJIEKTPOHHOE
MPaBUTEITHCTBO).



6. MeToanueckue YKa3aHus 1/ 00yYaIOUIMXCH 110 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs nNo JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. IlepeyeHb OCHOBHOM M IONOJTHUTEILHON Y4eOHOH JTUTEPATYyPHI
OcHoBHas:

1. Baykos, A. A. OcHoBBI HH(DOPMAITMOHHONM 0€30MMaCHOCTH: 3aInuTa HHPOpMaIuH : yaeOHOe TTocoOue AJIs
cpenHero npodeccuoHaabHOTO oOpa3zoBanus / A. A. BHykoB. — 3-e u3n., mepepad. u 1on. — Mockaa :
WznarensctBo HOpaiit, 2020. — 161 ¢. — (IIpodeccuonanbroe obpazoBanue). — ISBN 978-5-534-13948-8.
— Texcr : anextponnsiit // DBC IOpaiit [caiit]. https://urait.ru/bcode/467356

2. NlapopMalinOHHbIE TEXHOJIOTHH B OM3HEC-IUIAHUPOBAHUH : TAOOpaTOpHBIN npakTUKyM / coctasurenu U. 1O.
I'ma3koBa, [1. I'. JloBssHHMKOB. — CtaBpornois : CeBepo-KaBkasckuii enepanbublii yausepcuret, 2017. — 98
c. — ISBN 2227-8397. — TekcT : 37eKTpOoHHBIN // DnekTpoHHO-0nbanoTeunas cucrema [IPR BOOKS : [caiiT].
http://www.iprbookshop.ru/75574.html

3. Mopo3sos, A. B. Undopmarimonnoe npaBo u uapopmanronHas 6e3onacHoctb. YacTs 1 : yueOHUK 15
MarucTpoB u acnupantoB / A. B. Mopo3os, JI. B. ®unatosa, T. A. IlonsikoBa. — Mocksa, CapaToB :
Bcepoccuiickuii rocynapctBennbiit yausepcuteT roctuiiuu (PITA Muntocta Poccun), Aii [Tu Dp Menua, 2016.
— 436 c. — ISBN 978-5-00094-296-3. — TekcT : 21eKTpoHHbIH // DnekTpoHHO-O0nbaunoreunas cucrema IPR
BOOKS : [caiiT]. http://www.iprbookshop.ru/72395.html

JlonmosiHUTEIBHAS

1. Yepnosa, E. B. Mudopmanmonnas 6e30macHOCTh YenoBeka : yueoHoe nmocobue /i By3os / E. B. UepHosa.
— 2-e u3A., uctp. u gon. — Mocksa : U3natensctBo FOpaiit, 2020. — 243 ¢. — (Briciee oOpa3oBanue). —
ISBN 978-5-534-12774-4. — Texkcr : anextponHsiit // OBC FOpaiir [caiit]. https://urait.ru/bcode/449350

2. NadopmannonHas 6€30MacHOCTD U 3aIuTa HHPOPMALNH : YIeOHO-METOANIECKHIA KOMILIEKC / COCTaBUTENN
C. A. Omaposa, K. A. lckakosa, H. A. ToiliranbaeBa. — Anmatsl : Hyp-Ilpunt, 2012. — 98 ¢. — ISBN 9965-
756-05-8. — TeKcT : 3NeKTPOHHBIH // DnekTpoHHO-0nbmmoTeuHas cucrema IPR BOOKS : [caiiT].
http://www.iprbookshop.ru/67055.html

3. [IpaBoBoit mapkeTuHr. Yactb nepBasi. MapKkeTHHIOBbII KOMILIEKC. YueOHoe
nocobue:OxkO0Hnuc,2017.I1paBoBoit mapkeTunr. Yacts nepBasi. MapkeTuHroBblil komiiekc/MakcypoB A. A..-
2017.-352, ISBN 978-5-91936-080-3 http://www.iprbookshop.ru/71465.html



9. Ilepeuennb pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIHUILINHBI

http://window.edu.ru Uudopmannonnas cucrema «EquHoe okHO JocTyna K 00pa3oBaTeIbHbBIM Pecypcam»
http://www.iprbookshop.ru DnextponHas 6ubnMoTedHas cucTemMa
http://elibrary.ru Hayunas snextponnas oubnuoreka eLIBRARY.RU
http://www.solgpi.ru Dnextponnas bubnuoreunas Cuctema
http://www.antiplagiat.ru Cucrema AHTUIIarMaT
http://www.rsl.ru Poccuiickas rocynapctBenHnast On0imorexa
http://www.pedlib.ru Ilegarornueckas 6ubauoTexa
http://cyberleninka.ru Kubepnennnka
http://window.edu.ru Uudopmannonnas cucrema « EquHoe okHO JocTyna K 00pa30BaTeabHbBIM PeECypcam»
http://www.iprbookshop.ru DnexTponnas OubnroTeyHas cucreMma
http://elibrary.ru Hayunas snexkrponnas 6ubimoreka eLIBRARY.RU
http://www.solgpi.ru Dnexrponnas bubnunoreunas Cucrema
http://www.antiplagiat.ru Cucrema AuTuniaruar
http://www.rsl.ru Poccuiickas rocynapcTBeHHas 6ubmuoreka
http://www.pedlib.ru Ilenarornyeckas 6udnanoTexa
http://cyberleninka.ru Kubepnenunka
10. Ilepeyenb HH(pOPMALMOHHBIX TEXHOJIOT U, HCIOJb3yEeMbIX IIPH OCYLIECTBJICHUM
00pa30BaTeJIbHOI0 MPOLECcCa MO IMCUHUILIHHE

O06pazoBaTenbHBIN Mporiecc Mo JucHUIInHE OCHOBBI KHOEep0e30nacHOCTH MPE/IoIaraeT uCIoJIb30BaHNE
CIIEAYIOIIETO MPOTPAMMHOTO 0OecrieueH s 1 MHPOPMAIMOHHBIX CIIPABOYHBIX CUCTEM:
- IPE3EHTAI[NOHHBIC MaTEePHAIIBI;
- JOCTYT B pexxuMe online B DneKkTpoHHYI0 6nbimmuoteunyto cucremy (3b5C);
- IOCTYII B 3JICKTPOHHYIO HH()OPMAITMOHHO-00Pa30BaTEIbHON Cpely YHUBEPCUTETA;
- InTepHeT-CcepBUCHI U 3JIEKTPOHHBIE PECYPChI (IIOMCKOBBIE CUCTEMBI, JJIEKTPOHHASI [10YTa, CEPBUCHI OHJIAMH
KOH(epeHIHi U T.11.)

[TepeyeHr HEOOXOIUMOTO JTUIIEH3MOHHOTO U (MJIM) CBOOOJHO PacCIpOCTPAHSIEMOTO TPOTrPAMMHOTO
o0ecrnieyeHus:

- OC Microsoft Windows

— MaKeT O(UCHBIX TPUTIOKEHUH.

- CpaBouHo-1mipaBoBas cucrema «Koncymnbprantllirocy

- AHTHBHUPYCHHK

- OC «AnbT OOpazoBaHue».

CrnenanabHOTO MpOrpaMMHOro odecredeHus: He TpedyeTcsl.

[Tpu ocBOeHMM MaTepHalia U BHIMIOJHEHHS 3aITaHHH M0 JUCIUIUINHE PEKOMEHYETCS HCTIOJIhb30BaHNE
MaTepuasoB, pa3MeleHHbIX B JImunbix kabuHeTax oOyuaromuxcss ETUC [ITHUY (student.psu.ru).

[Ipu opranuzanuu TUCTaHIIMOHHON paOOTHI U IPOBEJACHHUH 3aHATHN B PEKUME OHJIAWH MOTYT
MCTIOJTB30BAThCS:

cucteMa BusIeoKoH(pepeHIIcBs3u Ha ocHoBe miatdopmel BigBlueButton (https://bigbluebutton.org/).
cucreMa LMS Moodle, KOTOpas HOJ|/ICP’KUBAET BO3MOXHOCTb UCTIOJIb30BaHUS



TEKCTOBBIX MAaTEPHAJIOB U MPE3CHTAIIMM, ayAH0- U BUJCOKOHTEHT, a TaK JK€ T€CTHI, POBEPSEMbIC 3aIaHus,
3aJIaHusl 1711 COBMECTHOM pabOThI.

11. Onucanue MaTepHaJIbLHO-TEXHUYECKOH 0a3bl, HCOOXOAMMOM A1 OCYIeCTBJICHUS
00pa30BaTeJBLHOIO0 NpoLecca Mo AUCHHUILIHHE

VYuebHas ayIuTOpUs AJIs 3aHATUN JIGKLIMOHHOTO TUIA, JJIS 3aHATUNA CEeMUHAPCKOTo (IIPAKTUYECKOr0) TUIa, s
MIPOBEJICHUS TPYIIOBBIX M MHIUBUIYATbHBIX KOHCYIbTALUN, TEKYIIET0 KOHTPOJIS U IPOMEKYTOUHOM
arrectanuu — Komnbrorepusiii kiacc Ne 32 (kopm.1).

OcHoBHOE 000pyIOBaHUE: ClleHUATU3UPOBaHHAs MeOesb, MEePCOHANbHBIE KOMITBIOTEPHI, IPUHTEP, T0CKA
MeJoBas, J0CKa HHTEPAaKTUBHA, IPUHTEP, CKaHEP.

Aynuropus 1Ji1 CaMOCTOSTENIbHOIN pab0oThl, OCHAILIEHHAs! KOMITbIOTEPHOM TEXHUKOM ¢ BO3MOKHOCTBIO
nojkitoueHus K cetu «MuTepHeT», 00ecredeHHoM 10CTYIIOM B 3JIEKTPOHHYIO HH(POPMAIIMOHHO-
oOpa3zoBarenbHy0 cpeay yHuBepcuteTa; momenienne onbmmoreku CITIN dumman [ITHUY mns oGecneuenus
CaMOCTOSITENTEHON pabOThl 00yYarOIINXCA.

ITomemenune oubnuorexku CI'TIN ¢unman [ITHUY ocHaieHO KOMITBIOTEPHOM TEXHUKOM, C BO3MOXKHOCTBIO
MOJKIItoueHUs K ceTn « MHTepHeT 1 o0ecneyeHneM JOCTyIa B AIEKTPOHHYIO HH(DOPMAIIMOHHO-
obpazoBatensHyto cpeny II'HUY (ETUC (student.psu.ru), 000py10BaHHOE CHIELIMATM3UPOBAHHON MeOEIbIO,
MEJIOBOM JTOCKOM, MPOEKTOPOM, IKPAHOM, HOYTOyKaMH, TEICBU30POM.

[Tporpammuoe obecrieuenne: OC Microsoft Windows; makeT oducHbix npmnoxenuit Microsoft Office (Bepcust
COTJIaCHO JIMIIEH3MOHHBIM cornameHusM); Kaspersky Endpoint Security for Business; CripaBoyHo-TIpaBoBast
cuctema «Koncynerantlmrocy; Anaexc.bpaysep (cBoboaHo pacnpoctpansemoe [10) u/umum Google Chrome
(cBo6oaHO pacmpoctpansemoe [10); OC «AnsT O6pazoBaHue.



@ oHBI OIIEHOYHBIX CPEICTB JJIsl ATTECTANMH MO JUCHHUIJIHHE
OcHoBBbI KNOep0e30MacHOCTH

I[lnanupyembie pe3yabTaThl 00y4eHHsl 0 TUCHUILIHHE ISl GOPMUPOBAHUS KOMIIETEHIUM.
NuaukaTopbl M KPpUTEPUU UX OlleHUBAHUS

OIIK.3

CIoco0eH y4acTBOBATh B Pa3pad0oTKe OCHOBHBIX U JONMOJHHUTEJIbHBIX 00pa30BaTeIbHbIX
MporpamMm, paspadaTeiBaTh OTAeJbHbIE HX KOMIIOHEHTHI (B TOM YHCJ€ C HCII0JIb30BAHHEM
HHG(OPMAIHOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHil)

Komnerenuust I[Inanupyemble pe3yJbTaThl Kputepun oneHuBaHus pe3yaibTaToOB

(MHaUKaTOP) o0y4eHHs o0y4eHusn
OIIK.3.2 3HaeT: crocoObl HAPYIIICHUS HeynoBierBopures
UCIIONIB3YeT LIEJIOCTHOCTH MH(OpMaIuuy; He 3Haet: ciocoObl HapyIIeHUS [IETOCTHOCTH
nH(pOPMaIMOHHO- NPHU3HAKU U CIIOCOOBI HApYIIEHUs | ”HYOPMAILMK; IPU3HAKU U CIIOCOOBI
KOMMYHHKAITHOHHBIE JOCTYITHOCTH HH(OPMAIIMK; MEPbl| HAPYIIEHUS TOCTYTHOCTH HHGOPMALIUHU; MEPBI
TEXHOJIOTHH MPU KuOepOE30MaCHCTH /IS KOHEYHBIX| KHOepOe30MacHCTH [Tl KOHEUHBIX
pa3paboTke MI0JTIh30BAaTENCH; KaTerOpUu MOJIb30BaTeNeH; KaTeropuu NHPOPMAITMOHHOMN
00pa3zoBaTebHBIX uH(pOpMaMOHHOMN Ge30macHocTy;| 0e3omnacHocTy; npodiaeMsl HTEpHeT-
porpaMm npo0OsieMbl IHTEepHET- 3aBHCHMOCTH; TUIIBI BUPYCOB.

3aBUCHMOCTH; THITHl BUPYCOB.
YMeeT: ucnonb30BaTh
UH(POPMALIMOHHO-
KOMMYHHKAITIOHHBIE TEXHOJIOTHUI
pu pa3padoTKe
00pa30BaTENbHBIX IPOrPAMM.
Bnanmeer: HaBBIKAMH TEXHUKH
0e30IMacCHOCTH U YKOJIOTHH.

He ymeer: ucnonp3oBats HHGOPMAITUOHHO-
KOMMYHHUKAIIHOHHBIE TEXHOJIOTUU TIPU
pa3zpaboTke 00pa3oBaTEIbHBIX MPOTPAMM.

He BJIAACCT. HABBIKAMHN TCXHUKU 0€30I1aCHOCTH
Y 9KOJIOTHH.

YnoBaerBopuTeabH
3HaeT: crocoObl HApYIICHUS LIEJT0CTHOCTU
nH(pOpMalUU; TPU3HAKU U CTIOCOOBI
HapyLIeHUs JOCTYITHOCTU HH(POPMAIH; MEPHI
KrOepOe30MacHCTH JIsl KOHEUHBIX
I10JIb30BaTENEH; KaTeropuu NHPOPMALIMOHHON
6e3onmacHocTH; mpobaemsl IHTEpHET-
3aBUCUMOCTH, TUIIBI BUPYCOB.
B 0cHOBHOM yMeeT: uCoiIb30BaTh
MH(POPMALIMOHHO-KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH MPHU pa3paboTke 00pa30BaTEIbHBIX
IPOrpaMM.
YacTuyHO Ba/ieeT: HaBbIKaMU TEXHUKU
0€30MacHOCTH U HKOJIOTHH.

Xopouo
3HaeT: crnocoObl HApPYIICHUS LIEJT0CTHOCTH
nH(pOpMaIUK; TPU3HAKU U CIIOCOOBI
HapyUIeHHs JOCTYITHOCTH MH(POPMAIIH; MEPBI
KrOepOEe30MacHCTH JJIs1 KOHEUHBIX
T10JIb30BaTENeH; KaTeropuu NHPOPMaIMOHHOMN




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

Xopomuo
6e3onacHocTy; mpobaemsl IHTEepHeT-
3aBHCUMOCTH; TUITbI BUPYCOB.

YMeer: Ucnoib30BaTh HH(OPMAIIMOHHO-
KOMMYHUKAITHOHHBIE TEXHOJIOTUU TIPU
pa3paboTke 00pa3oBaTEIBHBIX TPOTPAMM.
B ocHOBHOM BIIajiceT: HAaBBIKAMU TEXHHUKH
0€30MacCHOCTH U HKOJIOTHH.

OT1au4Ho
3HaeT: crnocoObl HApYIICHUS LIEJT0CTHOCTU
nH(OpMaIUK; IPU3HAKU U CIIOCOOBI
HapyILIeHUs JOCTYIHOCTH UH(POPMAIIH; MEPHI
KrOepOE30MacHCTH JJIsI KOHEUHBIX
10JIb30BaTENeH; KaTeropuu HHPOPMAIIMOHHON
6e3onacHocTH; mpobaemsl IHTEepHET-
3aBUCUMOCTH, TUIIBI BUPYCOB.
YMeer: UCTosIb30BaTh HH(OPMAIIMOHHO-
KOMMYHHKAIIMOHHBIC TCXHOJIOTUHU IIPU
pa3paboTke 00pazoBaTEIbHBIX IPOTPAMM.
Bnaneer: HaBbIKaMM TEXHUKU 0€30IaCHOCTHU U
HKOJIOTHH.

YK.9

3Haer npaBoBbI€ 1 I TUYECCKUE HOPMBI, crnoco0eH OICHUBATDH MOCJICACTBUA HAPYIICHUSA ITHX

HOPM

KoMmnerennusa
(MHAUKATOP)

IlnanupyemMble pe3yJbTaThl
o0yueHust

Kputepun onennBanusi pe3yJibTaToB
o0y4eHust

YK.9.2
OpueHtupyercs B
ATHUYECKUX HOpMax
IMMOBEACHMS B PA3HBIX
BUOax
poecCHOHATBLHOM
ACATCIIBHOCTHU U
IIOCIICACTBUAX UX
HapyILICHUS

3HaeT: ATUYECKHNE HOPMBI
MIOBEJICHHS B PA3HBIX BUAAX
npodeccuoHaTbHON
NESATSIILHOCTH U TTOCIIEACTBHSIX UX
HApYIICHHS, CYIITHOCTh
KUOEpIpEeCTYIIICHU; MEpBI
K1OepOe30nmacHCTH JIsl KOHEYHBIX
MOJIL30BAaTENECH; 0COOEHHOCTH
TICUXOJIOTHYECKON 0OCTAaHOBKH B
HurepHere.

YMeeT: ucronbp30BaTh METOIbI
obecnieuenus 6ezomnacHocty [1K u
WuTtepHera; BecT O€30MacHYI0
paboTy B CETH B IIpoIiecce
CETEeBON KOMMYHHKAIINH.

Biazeer HaBbIKaMU: CETEBOTO

HeynosierBopure
He 3HaeT: aTyeckue HOPMbI TOBEICHUS B
pa3HbIX BUJaxX MpodeccunoHanbHOMI
JEsITeIbHOCTH U TIOCTIEICTBUSAX X HAPYIICHHUS;
CYILIIHOCTb KMOEpNpeCcTYIJICHH; MEpBI
KrOepOE30MacHCTH JJIT KOHEUHBIX
10JIb30BaTeNeH; 0cOOEHHOCTH
IICUXOJIOrMYECKON 00CTaHOBKH B MIHTEpHETE.
He ymeert: ucnosip3oBaTh MeTO/bI 00€CTICUCHUS
6e3onacnoctu I1K u UnTepHera; BecTH
0e30macHy0 paboTy B CETH B MIPOLIECCE CETEBOM
KOMMYHHKAIUH.
He Bnazneer HaBbIKaMM: CETEBOTO 3TUKETA;
3aIUThI IEPCOHAIBHBIX JaHHbBIX.
YaoBaerBopuTeabH
3HAeT: ’TUYECKHE HOPMBI IOBEJECHUS B Pa3HbIX




Komnerenuus IlnanupyemMblie pe3yabTaThl
(MHAUKATOP) o0yueHust

Kputepun oueHuBanus pe3yibTaToB
00y4eHust

OTHKECTA,; 3alIUThI IICPCOHAJIIbHBIX
JaHHBIX.

YnoBi1eTBOPUTEJIbH
BUJaX MPO(ecCHOHANBLHOM IeATETPHOCTH
MOCNEACTBUIX UX HAPYLICHUS; CYIITHOCTh
KHOEPIpeCTYIJICHHIT; Mepbl KuOepOe30nacHCTH
JUTS KOHEYHBIX [10JIb30BaTeNeii; 0COOEHHOCTH
MICUXOJIOTMYECKON 00CTaHOBKH B MIHTEpHETE.
B ocHOBHOM yMeeT: UCTIOTIb30BaTh METObI
obecrieuenus 6ezonacHoctu [1K u UnTepHeTa;
BeCTH 0€30IacHYI0 paboTy B CETH B IIPoIIeCCe
CETEBOM KOMMYHUKALIMH.
YacTudHO BiasiceT HAaBBIKAMU: CETEBOTO
ATHKETA; 3aIIUTHI IIEPCOHATLHBIX JIAHHBIX.
Xopouo
3HaeT: STUIECKHE HOPMBI IIOBEJICHUS B Pa3HBIX
BHJIaX IPO(EeCCHOHATEHOM ACSITEIIBHOCTH U
MOCIICACTBHSIX UX HAPYIICHUS; CYIITHOCTh
KHOEPIPECTYIICHHI;,; MepPhI KHOEpOE30MacHCTH
JUTSE KOHEYHBIX MTOJIB30BaTeNeii; 0COOCHHOCTH
MICUXOJIOTHYeCcKoi 00cTaHOBKU B HTEpHEeTE.
YMeer: Ucronb30BaTh METObI 0OECTICUCHHUSI
6e3onacHoctu I1K u UnTepHera; BecTH
6e3omacHy1o paboTy B CETH B IMPOLIECCE CETEBON
KOMMYHHKAIUH.
B ocHOBHOM BIa/ieeT HaBBIKAMH: CETEBOTO
ATHKETA; 3aIUTHI IEPCOHATBHBIX JTaHHBIX.
OT1au4HO
3HaeT: ’TUYECKHE HOPMBI MOBEJICHUS B Pa3HBIX
BUJAaX MPpodecCcCroHaNbHOM IeATEeNbHOCTH U
MOCIEACTBUIX UX HApYLICHUS; CYIITHOCTh
KHOEpIPECTYIUICHUI; MEpbl KHOEpOe30MMacHCTH
JUTsI KOHEYHBIX TOJIb30BaTeel; 0COOCHHOCTH
TICUXO0JIOTHYECKO 00cTaHOBKU B MHTEpHETE.
YMeeT: ucronb30BaTh METObI 00CCTICUCHHUST
6e3onacuoctu I1K u UnTepHera; BecTn
0e30MacHy0 paboTy B CETH B IIPOIIECCE CETEBOM
KOMMYHHKAITIH.
Brnageet HaBbIKaMU: CETEBOTO ATHKETA; 3AIIUTHI
MIEPCOHAIBHBIX JTAHHBIX.

YK.1

Crnoco0eH ocylecTBJIATh MOMCK, AHAJIU3 U CHHTEe3 MH(OPMALMH, IPUMEHATh CUCTEMHBbIH MOAXO0]

JJIsl pa3peuieHus NpPo0JIeMHbIX CUTYalUi

Komnerennus Ilnanupyemsble pe3yibTaThl Kpurtepun onennBanus pe3yJibTaToB
(MHAUKATOP) o0yueHust 00y4eHust
YK.1.2 3HaeT: o01IMe CBeIeHUs O Heynosaersopures




KoMnerennus

IInanupyemble pe3yJbTaThl

Kputepun oueHuBanus pe3yibTaToB

(MHAUKATOP) o0yueHust 00y4eHust
Pabotaer ¢ 6e3omacunoctu [1K u UnTepuera; HeynosierBopureJ
MIPOTUBOPEUNBOM TpeOoBaHUS K OE30MaCHOCTH He 3naer: obmue cBenenus o 6ezomnacHoctH [IK

nHpopmanmen u3 pasHbIxX
WCTOYHUKOB, HAXOHT
poOesbl B HEOOX0IUMOMN
JUTSL pa3perieHus
po06sieMbl HHPOpMAIIHH,
OTIpE/IEIISIET BAPUAHTEI
yCTpaHEeHHs TPOOEIOB

nH(bOpMaIuy; MPU3HAKU
HapyLICHUS LEI0CTHOCTU
POrpaMM U JIAHHBIX; MEPbI
KrOepOEe30NacHCTH I KOHEUHBIX
II0JIB30BATENIEH.

YmMeeT: paboTaTh C
IPOTUBOPEUNBON NH(pOpMaLuen
U3 Pa3HBIX UICTOYHHUKOB,

HAXOAWThH MPOOEITHI B
HEOOXOIUMOM IS pa3peieHus
po0seMbl UH()OPMALIHH.
Brnazneer HaBbIkaMu: onpeaenecHus
BapHAHTOB yCTPaHEHHUS
po0eJIOB; TEXHUKHU
0€30MacCHOCTH U HKOJIOTUH.

u UnTepHeta; TpeboBaHUs K 0€30MaCHOCTH
uH(pOpMalUK; TPU3HAKU HAPYIICHUS
IIEJIOCTHOCTH TIPOTPaMM U JTaHHBIX; MEPBI
KrOepOE30MacHCTH JJIT KOHEUHBIX
I10JIL30BaTEIICH.
He ymeert: paboTaTh ¢ IpOTHBOPEUYHBOMA
nH(popManen u3 pa3HbIX HICTOYHUKOB,
HaxOJIUTh MPOOEITbl B HEOOXOIUMOM IJIs
paspernieHus mpoOaeMbl HHPOPMAIIHH.
He BnameeT HaBbIKaMH: OTIPEICIICHUS
BapUAHTOB yCTPaHEHHUsI MPOOETOB; TEXHUKU
0€30IMaCHOCTH U YKOJIOTHH.

YnoBaerBopurTeabH
3HaeT: obnue cBenenus o 6e3omacuocty 11K u
Wurepuera; TpeboBaHms K 0€30MaCHOCTH
nH(pOpMaINK; IPU3HAKU HAPYIIICHUS
[[EJIOCTHOCTH TIPOTPaMM U JTaHHBIX; MEPBI
KrOepOe30nmacHCTH JIsi KOHEYHBIX
MOJIb30BaTeIICH.
B ocHOBHOM y™meeT: paboTath ¢
MIPOTHBOPEUYUBOH MH(MOPMAITUEH U3 pa3HBIX
HMCTOYHHKOB, HAXOUTh TPOOEIIBI B
HEOOXOAMMOM JIJIsl pa3pelIeHus TPOoOIeMbl
nH(popmanuu.
YacTryHO Bia/IeeT HaBBIKAMH: OPEICICHHS
BapUAHTOB yCTPAHCHHUSI MPOOEIIOB; TEXHUKHU
0€30IMacCHOCTH U YKOJIOTHH.

Xopouo
3HaeT: oo01Me cBenenns o oesomacuaoctu 11K u
WuTepHera; TpeboBaHms K 0€30MaCHOCTH
nH(pOpPMAINY; IPU3HAKU HAPYIIICHUS
[[EJIOCTHOCTH TIPOTPaMM U JTAHHBIX; MEPBI
KrOepOe30MacHCTH JIsl KOHEUHBIX
MOJIb30BaTEIICH.
VYMmeeT: paboTaTh C IPOTUBOPEUNBOI
uH(popMalel u3 pa3HbIX HCTOYHUKOB,
HAXOJUTh MPOOETBl B HEOOXOAMMOM st
paspernieHus mpoOaeMbl HHPOPMAIIHH.
B ocHOBHOM BiajiceT HaBBIKAMU: OTIPEICIICHUS
BAapUAHTOB YCTPAHECHUSI MPOOEIIOB; TEXHUKH
0€30IaCHOCTH U DKOJIOTHH.
OT1iau4yHo

3HaeT: ob1ue cBenenus o oesomacHoctd 11K u




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3yJbTaThl
o0yueHust

Kputepun oueHuBanus pe3yibTaToB
00y4eHust

OT1iauyHo
WutepHera; TpeOoBaHUs K 0€3011aCHOCTH
uH(pOpMalMK; TPU3HAKU HAPYIICHUS
[[EJIOCTHOCTH IIPOTPaMM U JIaHHBIX; MEPBI
KrOepOE30MacHCTH JJI1 KOHEUHBIX
I1OJIL30BaTEIICH.
YmMeer: paboTaTh ¢ MPOTUBOPEUNBOI
nH(popmanmen u3 pa3HbIX UCTOYHUKOB,
HaxOJIUTh MPOOEITbI B HEOOXOIUMOM IS
paspernieHus mpoOaeMbl HHPOPMAIIHH.
Brnageer HaBbIKaMu: OIpeIeTICHIS BAPUAHTOB
yCTpaHeHUs IPOOETIOB; TEXHUKU OE30MMaCHOCTH
U DKOJIOTHHU.




OueHoYHbBIE CPEACTBA TEKYIIEr0 KOHTPOJISI M IPOMEKYTOUYHOM aTTecTalun

Cxema OOCTaBKH : 3a0YHOE

Bujx Mmeponpusitusi npoMe:KyTo4Hoii arrecranmu : He npenycmorpeHo

MakcuMaJbHOe KOJIN4YecTBO 0aJ110B :

Kommnerenuus Meponpusitue KoHTpoamnpyemble 3j1eMeHTbI
(mHgUKaTOp) TEKYILero KOHTPoJIs pe3yJibTaTOB 00y4eHHs
BxoaHoii KOHTpPOJIb OOmue cBeneHus o 3HaTh OCHOBBI KOJMPOBAHUS HHPOPMALIUH,
6e3onacHoctu [1K n CYILITHOCTh HH(POPMAIIIOHHOM
WNuTepuera 6€301acHOCTH, YMETh KOJAUPOBATh

BxoaHoe TectupoBanue

nH(pOpMalnIO, BJIaI€Th HaBbIKAMU
Kkpunrorpaduu. BxoaHoit KOHTpoIb
IIPOBOJIUTCA B BUJE TECTA, COCTOSILETO U3
10 BompocoB

Crnenudukanusi MeponpuATHI TEKylIero KOHTPOJIA

Oo0mmue cBenenus o 0ezonacuoctu IIK u Unrepuera

[TponoIKUTENBHOCTE TPOBEACHUSI MEPOIPUATHS POMEKYTOUYHOM aTTECTALIMU: 2 Yyaca

VYcnoBus TpoBEAEHUSI MEPONIPUATHSA: B YAChl Ay IMTOPHOH PadoThI

MaxkcuManbHbIi 0aJl1, BEICTABIIIEMBbII 32 MEPONPUATHE POMEXKYTOUHOM aTTecTauuu: 0

[IpoxoaHoii 6am: 0

IToka3aTe/in OllecHUBAHUS Banasl
Brnageet naBbikamMu Kpunrorpaduu. 4
3HaeT OCHOBBI KOJUPOBaHUS WH(OPMALIUHU, CYITHOCTh HHPOPMAITMOHHON OE30MaCHOCTH. 3
YMeeT koupoBaTh HHHOPMALIHIO. 3

Bujx MeponpusiTusi NpoMe:KyTOYHOM aTTeCTALMY : 3a4eT

Cnocod npoBeeHUs] MEPONIPUSITHS MPOMEXKYTOUHOI aTTecTanmu : OIeHKA M0 JUCHUIUIMHE B paMKax
MIPOMEKYTOYHOM aTTECTAIIMU OTIPEIENIICTCS Ha OCHOBE OaJIOB, HAOpAaHHBIX 00YUYaAIOIIMMCS Ha KOHTPOJIBHBIX

MEpPOIPUATHSIX, IPOBOJAUMBIX B TEUEHHUE YUEOHOIO IEPUOAA.
MakcuMaJbHOe KoJanuecTBo 0amiaos : 100

KounBepranust 62,1710B B 0TMETKH

«oTauaHo» - ot 81 mo 100

«xopowmo» - ot 61 1o 80

«yJOBJIETBOPHUTEIBbHO» - OT 43 10 60
«HEY/I0BJIETBOPHUTEIbHO» / «He3auTeHo» MeHee 43 Oaiia

Komnerenuus Meponpusitue
(uHaOMKATOP) TEKYLIero KOHTPOJIA

Kountposmmpyemblie 3jieMeHTbI
pe3yJabTaTOB 00y4eHUsI




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPoJIs

KonTposmnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

OIIK.3.2

UCTIONB3YyeT HH()OPMAITMOHHO-
KOMMYHUKAIIHOHHBIE TEXHOJIOTUU
pH pa3paboTke 00pa30BaTEIBHBIX
porpaMMm

MeTtoap1 obecriedeHus
6e3onacuoctu [1K u
Nurepnera. Bupycsl u
aHTUBHUPYCHI

ITncbMeHHOe KOHTPOJIbHOE
MeponpusiTHe

3HaTh 001IMe CBECHUS O O€30M1aCHOCTH
I1K n UnTepHera, TpebOBaHUs K
0e30nmacHOCTH UH(POPMA-IIUH, TUIOBbIE
TpeOOBaHUS U MOKa3aTelu KayecTBa
(GYHKIMOHMPOBAHUS UH(POPMALTMOHHBIX
CUCTEM, IPU3HAKU HAPYIICHUS
LIEJIOCTHOCTHU MPOTPaMM M JaHHBIX,
CTIIOCOOBI HAPYIICHHS [IETTOCTHOCTH
nH(OpMaIU, MPU3HAKU U CITOCOOBI
HapyIIEHHsI JOCTYITHOCTH HH(POPMAIINH,
KaTeropuu MH(GpOpMamoHHON
6e30macHOCTH, TIPOOIEMbI
HHTEepHET-3aBUCUMOCTH, TUIIBI BUPYCOB,
aHTUBHUpYCHBbIE ITporpammel i 11K,
IPU3HAKU 3apakeHUs] KOMIIBIOTEPA,
OpraHM3alOHHBIE, OPUANUECKUE,
IIPOrpaMMHBIE U POTrPaMMHO-aMINapaTHbIE
MEpBI 3aLUTHl HH()OPMAIHH, TPOOIEMBI
0e30macHOCTH HHPPACTPYKTYPHI
WuTepHera, cpeacTBa 3allluThl B CETH;
YMETb HCII0JIb30BaTh METO/IbI O0ECTIEUEHUS
6e3onacuoctu [1K u MuTepHera,
UCIIOJIb30BaTh METO/IbI 00ECTIeUEeHUs
3amuThel JanHeIx B CYB/l; B1ageTn
HaBbIKAMU TEXHUKU 0€30IaCHOCTH.

OIIK.3.2

UCHOJIb3YyeT MH()OPMAITMOHHO-
KOMMYHHKAIIHOHHbIE TEXHOJIOTUU
pu pa3zpaboTke 00pa3oBaTeIbHBIX
porpaMm

CeTeBoll DTHKET.
IIcuxosorus u cethb
ITncbMeHHOE KOHTPOJIbHOE
MeponpusiTie

3HaTh CYyIIHOCTHh KHOEPIPECTYIICHUH,
MepbI KHOEpOE30MacCHCTH JIJIsT KOHEYHBIX
MOJIb30BaTEICH, 0CO-OCHHOCTH
MOLICHHUYECKHUX AeiicTBul B VIHTEepHEeTe,
BH/Ibl THTEPHET-MOIIEHHUYECTBA, IIPaBUIa
00-1meHust B UHTEpHETE, 0COOEHHOCTH
TICUXOJIOTHYECKOH 00CTaHOBKH B
WuTepHere; yMeTh BeCcTH 0€30-IacHYyIO
paboTy B CETH B MPOILIECCe CETEBON
KOMMYHHKAITUH, UCTIOJIb30BaTh METO/IbI
obecrieueHus 3ammThl JaHHBIX B CYB/];
BJIAJICTh HABBIKAMU CETEBOT'0 ATHUKETA.




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPoJIs

KonTposmnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

YK.1.2

PaboTaer ¢ npoTuBOpeUnBOii
uH(popMaIuen u3 pa3HbIX
HMCTOYHUKOB, HAXOJUT IPOOEIBI B
HE0OXOIUMOM ISl pa3peleHus
poOaeMbl HHPOPMAIIHH,
OTIpe/ieNIsieT BApUaHThl yCTPAHEHUS
npo0enoB

OIIK.3.2

UCTIOJIB3YeT HHPOPMAIIHOHHO-
KOMMYHHUKAIIHOHHBIE TEXHOJIOTUU
npu pa3paboTke 00pa3oBaTEIbLHBIX
porpaMm

YK.9.2

OpueHTHpyeTCsl B STHUECKUX
HOpMax MOBEJCHHSI B Pa3HBIX
BUJaX MpodeccnoHanbHOMI
JESTEIBHOCTH U MOCIEACTBUIX UX
HapyILICHUS

['ocynapcTBeHHas MOJIUTHKA
B o0yiactu
kubepbe3onacHocTu
HTorosoe KOHTpPOJIbHOE
MeponpusiTue

3HaTh: 00IKe cBeleHHsI 0 0€30MacCHOCTH
IIK u UnTepHeTra, cynmHoCTh
KUOEPIPECTYIJICHHA, TpeOOBaHHUS K
6e3o0macHOCTH HH(OPMALIUY, TUTIOBBIE
TpeOOBaHUS U MOKA3aTeNu KayecTBa
(GyHKIMOHUPOBaHUS UH(POPMAIIMOHHBIX
CUCTEM, IPU3HAKU HAPYIICHUS
I[EJIOCTHOCTH TIPOTPaMM U JIaHHBIX,
CHOCOOBI HAPYIIEHUS IETOCTHOCTH
nH(GOpPMAIINY, IPU3HAKH U CTIOCOOBI
HapyILIeHUs JOCTYMHOCTH UH(OpMaLIUH,
Mephl KHOepOe30MacHCTH ISl KOHEYHBIX
M0JIb30BaTeNeH, KaTeropuu
nH(OPMAIMOHHON 0€30TacHOCTH,
npo6sieMbl IHTepHET-3aBUCIMOCTH, THUIIBI
BHUPYCOB, aHTUBUPYCHBIC TTPOTPAMMBI JIJIS
[1K, mpu3Haku 3apaxeHHs] KOMIIbIOTEpa,
OpraHHU3aIMOHHBIC, OPUINIECKHE,
MPOrpaMMHBIE U TPOTPaMMHO-AIIAPaTHHIE
MepBI 3alIUTH HTHPOPMAIUH, POOTIEMBI
0e30macHOCTH HHPPACTPYKTYPHI
WuTepHeTa, cpecTBa 3allUThI B CETH,
0COOEHHOCTH MOIIEHHUYECKUX JIEUCTBUH B
HNutepHere, BUIBI
MHTEPHET-MOILLIEHHNYECTBa, IPaBuiia
obmenus B IHTepHETE, 0COOCHHOCTH
TICUXOJIOTMYeCKON 00CTaHOBKU B
WNuTepHeTe, MpaBOBbIC ACMIEKTHI 3AIUTHI
KHOEpIpOCTPaHCTBA, OCOOCHHOCTH
rOCyIapCTBEHHOW MOJUTHKYU B 00JacTH
KnOepOe30MacHOCTH; YMETh: UCTIOJIb30BaTh
MeTobl obecrieuenus 6ezonacuoctu [1K u
HutepHera, BecTu 6e30macHyto paboTy B
CETH B MPOIIECCE CETEBOW KOMMYHHKAIIHH,
UCIIOJIb30BaTh METO/IbI 00ECTICUCHHUSI
3amuThl JaHHBIX B CYBJI; BIaneTs:
HaBBIKAMU TEXHUKU 0€30IIaCHOCTH U
9KOJIOTHH, HABBIKAMU CETEBOI'O ATHKETA,
HaBBIKAMU 3aIIUTHI IIEPCOHATBHBIX
JTAHHBIX.

Cneunpuxkanusa MeponpusTHH TEKyIIero KOHTPOJIS




MeToanl o0ecnieuennsi 0ezonacHocT IIK u Untepuera. Bupychbl m aHTUBHPYCHI

IIpoaomKUTENLHOCTD IPOBEAECHUS MEPOIIPUATHUS IPOMEKYTOUHOM aTTECTAlMU: 2 Yaca
VYcnoBus npoBeAEHUS MEPONIPUATHUSA: B YAChl ayINTOPHOH padoThI

MaxkcumanbHbIi 0ai, BEICTAaBIsIEMbli 3a MEPONPUATHE IPOMEKYTOUHOM aTTectanuu: 30
ITpoxonnoii 6amn: 13

IToxa3zaTen oneHUBAHUS

Baaasl

3naet obuue cenenus o 6e3onacHoctu [IK n MHTepHeTa, TpeGoBaHus K 6€30MacCHOCTH
nH(pOpMaIY, TUTIOBBIE TPEOOBAHHUS U MTOKA3aTEH KadyecTBa ()yHKIIMOHUPOBAHUS
MH(POPMALIMOHHBIX CUCTEM, IPU3HAKU HAPYLICHUS LIEIOCTHOCTH MPOTPaMM M JaHHBIX, CIIOCOOBI
HapyIIEHHS [IEJIOCTHOCTH MH(OPMAIIUH, MPU3HAKK B CIIOCOOBI HApYIIEHUS JOCTYITHOCTH
uHpOpMaLnu, KaTeropuy HH(POPMALIMOHHOHN O6e30nmacHOCTH, po0i1eMbl HTepHET-3aBUCUMOCTH,
TUTIBI BUPYCOB, aHTUBHPYCHBIE TiporpaMMel 1uist [1K, npu3Haky 3apaxeHnst KOMITBIOTEpa,
OpraHu3alMOHHbIE, FOPUIMYECKHUE, IPOrPAMMHBIE U IPOTrPAMMHO-ANIAPATHBIE MEPbI 3aIUTHI
uH(popmManuu, npobdieMsl 6€30nacHOCTH UHPpacTpyKTypbl IHTEpHETa, CpecTBa 3aIUThI B CETU

10

BJ'I&I[GGT HaBBIKAMM TEXHHKH 0C30IaCHOCTH

10

VYMmeeT ucnonb3oBath MeToAbl obecnieuenus 6e3onacnoctu [IK u MuTepHera, nucnoiab3oBaTh
MeTobl o0ecrieueHust 3anuThl JaHHbIX B CYB/]

10

CeteBoii 3Tuket. Ilcuxojiorusi 4 ceThb

[IponoKUTENBHOCTE TPOBECHUSI MEPOTIPUATHS MPOMEKYTOUHOM aTTecTanuu: 1 yaca
VY cnoBus IpOBENECHNS MEPOIIPUATHUS: B YaChl AyAUTOPHOM padoThI

MaxkcuMaibHbIi 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATUE TPOMEKYTOUHOU aTTectauuu: 30
[Ipoxonnoii 6amn: 13

IToka3aTenu oeHUBAHUA

Banaasl

3HaET CYIHOCTh KHOEPIPECTYIUICHHM, MEpbl KHOEPOE30MacHCTH /71l KOHEYHBIX MOJIh30BaTENEH,
0COOCHHOCTH MOIICHHUYECKUX JelcTBUl B IHTEepHETe, BUABI HHTEPHET-MOIIICHHUYECTBA,
npaBuia oOmieHus: B UHTepHEeTe, 0COOEHHOCTH TICUX0JI0THYECKON 00cTaHOBKM B HTEpHETE

10

Brnaneet HaBBIKaMH CETEBOI'O ATUKETA

10

YnMeeT BecTu 6€30-MacHyro paboTy B CETH B MPOIIECCE CETEBOIM KOMMYHHKAIUH, UCIIOJIB30BATh
MeTobl obecrieuenust 3anuThl JaHHbIX B CYB/]

10

I'ocynapcTBeHHasi MOJUTHKA B 00J1aCTH KHOEP0e30MaCHOCTH

[TpoaomKUTET HOCTD MTPOBECHUS MEPOTIPUSATHS IPOMEXKYTOUHOM aTrTecTanuu: 1 yaca
YcnoBus mpoBeaeHUS MEPOTIPUATHUS: B YAChI ayIMTOPHOI padoThI

MaxkcumanbHbIH 0ai, BRICTABISEMBbIi 32 MEPOIIPUSATHE TPOMEKYTOUHOM aTTectarun: 40
[Tpoxoxnoii 6amr: 17

Tloka3aTeu OLHEeHUBAHUSA

Baaasl

3naet oburue cBenenus o 6ezonacuoctu [1IK u MHTEpHETA, CYIIHOCTh KMOEPIPECTYIIIICHHH,
TpeboBaHMs K 6€30MacCHOCTH WH(OPMAIUH, TUTIOBBIC TPEOOBAHUS U MTOKA3aTEIIM Ka4eCTBa
GyHKIIMOHUPOBaHMS HHPOPMAIIMOHHBIX CUCTEM, IPU3HAKU HAPYIIEHUS IETOCTHOCTH MPOTPAMM
Y JJAHHBIX, CITOCOOBI HAPYIIECHUS IIEJIOCTHOCTH MH(GOPMAITUH, TPU3HAKH U CIIOCOOBI HAPYIIICHUS
JOCTYMHOCTH UH(pOpMaIu, Mepbl KUOEpOe30NMacHCTH ISl KOHEYHBIX TOJIb30BaTeNel, KaTerOpuu
nH(pOpMaAIIMOHHOM 6€301acHOCTH, MPoOIeMbl IHTEpHET-3aBUCUMOCTH, TUIIBI BUPYCOB,
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aHTHBHpYyCHbIE porpammsl A I1K, npusHaky 3apakeHHs KOMIIbIOTEpa, OPraHU3allMOHHBIE,
IOpUAMYECKUE, IPOrpaMMHBIE U IIPOrpaMMHO-aNNapaTHble Mephl 3alUThHl HH(OpMaIUHY,
npobiembl 6e3omacHocTH HHPpacTpyKTyphl IHTEpHETA, CPEICTBA 3aLIUTHI B CETH

Brnaneer HaBbIKaMU TEXHUKH 0€30MACHOCTH W 3KOJOTHH, HABBIKAMHU CETEBOTO ATHKETA, 10
HABBIKAMU 3aIIHUTHI IEPCOHATBHBIX JAHHBIX

YmMeer ucnonb3oBaTh MeTObI oOecnieueHus 6e3onacHoctr [1K n MaTepHeTa, BecTu 6€30macHyo 10
paboTy B CETH B MPOLIECCE CETEBON KOMMYHHUKAIIMU, UCTIOIB30BAaTh METOIbI 00ECIICUCHHS 3aIIUTHI
nanubix B CYB/I

3HaeT 0COOCHHOCTH MOIICHHHYECKUX JAelicTBuii B IHTepHeTe, BUABI HHTEPHET-MOIIICHHUYECTBA, 10

npaBuia oomieHust B UHTepHeTe, 0cCOOEHHOCTH TICUXOJIOTHYECKOH 00cTaHOBKY B MIHTEpHETE,
MIPABOBBIE ACTIEKTHI 3AIIUTHI KHOEPIIPOCTPAHCTBA, OCOOCHHOCTH TOCYJapPCTBEHHO MOJIUTUKU B
obnactu kubepOe30nmacHOCTH




