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1. HaumeHoBaHUE QM CIUATIIHHBI
Information security and cryptology

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM NMPOrpaMMBbI

JlucuumniauHa BXOAUT B 00s3aTenbHy0 YacTh bioka « b.1 » oOpa3oBarenbHON IporpaMMBI [0 HANIPaBICHUSIM
MOATOTOBKH (CMEIUATBLHOCTSIM):

Hanpagsnenue: 38.03.01 Dxonomuka

HaIpaBJIECHHOCTh MEXTyHAPOIHBIN OU3HEC



3. [lnanupyembie pe3y/ibTaThl 00y4eHUs M0 AUCHUILINHE

B pesynbrare ocBoenus aucuuiuinesl Information security and cryptology y oOy4aromierocst 10oJAKHbI
OBITH C(HOPMUPOBAHEI CIIETYIOIINE KOMIIETCHIINH:

38.03.01 DxoHOMUKa (HAMPaBIEHHOCTH : MeXTyHapOIHBIN OM3HEC)

OIIK.2 crtiocoOHOCTh TPUMEHSTH COBPEMEHHBIC HH(POPMAIIMOHHBIE TEXHOJIOTHH U TTPOTPAMMHBIE CPEICTBA
U pelaTh CTaHJapTHBIE 3a/1a4k MPO(EeCCUOHANBHOM 1eATeIbHOCTH Ha OCHOBE HH(OPMALIMOHHON U
oubmmorpaduueckoil KyJabTypbl C IPUMEHEHHEM HH(OPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTUH U C
Y4E€TOM OCHOBHBIX TpeOOBaHUN NHPOPMATMOHHON 0€3011aCHOCTH, UCII0Ib30BaTh Pa3IMUHbIEe HCTOUHUKH
nH(popManuu 1o 00bEKTy NPOPECCHOHATBHON AESITETbHOCTU



4.

O0beM U coepkaHue TUCHHUILINHBI

HanpaBﬂeHm[ MNOATr0TOBKH

38.03.01 DxoHoMUKa (HAapaBICHHOCTh: MeXayHapoIHbINH OHU3HEC)

¢opma o0yuenus

O4YHasa

NeNe TpumecTpoB,
BbIJICJICHHBIX /151 H3yYeHUs!
AUCHHUILINHBI

7

O0beM TMCUMILINHBI (3.€.)

O0beM TMCUMILVINHBI (AK.4aC.)

108

KonTakTHas padora ¢
npemnojaasareseM (ak.4ac.),
B TOM YHCJI€e:

42

IIpoBenenue JJeKIUOHHBIX
3aHATHH

14

IIpoBenenue Jad0paTOpPHBIX
padoT, 3aHATHIA 1O
HHOCTPAHHOMY fI3bIKY

28

CamocTrosiTesbHast padoTa
(ak.4ac.)

66

@®opMbI TEKYLLIET0 KOHTPOJISI

3ammiaemMoe KOHTpoJibHOe Meporpusitue (1)
HtoroBoe koHTposbHOE MeponpusTue (1)
[TuceMenHO€ KOHTpOsIbHOE MeponpusTue (1)

DopMbI IPOMEKYTOUHOM
arrecTaumu

3auer (7 TpumecTp)




5. AHHOTI/IPOBaHHOC OonmucaHue CoaAcpKanusd pasacjaoB U TEM TUCHUIIJIHHBI

1 trimester

Basic information security terms and definitions
Basic information security terms: security, vital interests, main security objects, danger, damage, threat to
security, challenge, confidentiality, integrity, availability.
Basic principles of security, classification of types of security.
A history of information security. Evolution of approaches to protecting information security.

Information security threats
Classification of security threats in information systems. Threats classification principles: mutually exclusive,
exhaustive, unambiguous, repeatable, accepted, useful. Classification methods that are based on attacks
techniques. Classification methods that are based on threats impacts.
Data leakage channels of information. Technical channels of information leakage: acoustic, vibrational,
acoustoelectronic, opto-electrical and parametric.

Organizational and legal basis of information security
Legal aspects of information security. Main legal documents regulating activities in the field of information
security.
Organizational steps to secure information: operational security and administrative security. Measures of
operational security: fostering a culture of security, adding messages to log on screens, providing in-house
personnel training, providing external personnel training, monitoring workstations, implementing employee
on-boarding and exit procedures. Measures of administrative security: providing your leadership with awareness
training, planning around security, drafting privacy, incident response, and information security policies,
implementing audit controls, making business continuity arrangements.

Introduction to cryptography
Basic Encryption Terms: plaintext, ciphertext, encryption, decryption, keys, public and private keys, hash, salt,
symmetric and asymmetric algorithms.
Classical cryptography (Shift/Caesar cipher, Vigenere, Beaufort, Enigma, Vernam), basic information theory
and unicity distance, security of classical ciphers.

Symmetric and asymmetric ciphers
Defenitions of symmetric and asymmetric ciphers.
Symmetric stream ciphers: randomness and pseudorandomness, pseudorandom sequence generators, examples
of stream cipher designs, statistical testing of pseudorandom sequences, cryptanalysis of stream ciphers.
Symmetric block ciphers: permutations of sets of 2*N elements, Feistel ciphers and Substitution-permutation
networks cryptanalysis of block ciphers (algebraic attacks, known plaintext attacks (differential and linear
cryptanalysis)).
Asymmetric ciphers: the Diffie-Helman cryptosystem, the RSA system, factorization, discrete logarithm (the
baby step/giant step algorithm, the ElGamal cryptosystem), elliptic curves.

Cryptographic protocols
Definition of a cryptographic protocol, properties of cryptographic protocols.
Interactive proof system. Zero knowledge proofs.
Key distribution protocols, properties of key distribution protocols. Classification of key distribution protocols.
Needham—Schroeder protocol. Protocol Kerberos. Otway—Rees protocol. Protocol SSL.
Definition of a authentication protocol. Requirements for the authentication protocol. Password authentication.
Feige—Fiat—Shamir identification scheme. Schnorr authentication protocol.



6. MeToanueckue YKa3aHus /151 00yYaIOUIMXCH 10 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. IlepeyeHb OCHOBHOM M IONOJTHUTEILHON Y4eOHOH JTUTEPATYyPHI
OcHoBHas:

1. Lazar Rusu, Gianluigi Viscusi. Information Technology Governance in Public Organizations. Theory and
Practice. Springer, Cham, 2017. eBook ISBN 978-3-319-58978-7. TekcT 3/1eKTPOHHBIH.
https://link.springer.com/book/10.1007/978-3-319-58978-7

2. Lloyd I. J. Information technology law/I. J. Lloyd.-Oxford:Oxford University Press,2008, ISBN 978-0-19-
929977-5.-597.-Incl. bibliogr. ref.

JdomosHuTeIbHAS:

1. Artificial Intelligence: Methodology, Systems, and Applications:8th Intern. Conference, AIMSA'98 Sozopol,
Bulgaria, September 21-23, 1998 Proceedings.-Berlin:Springer,1998, ISBN 3-540-64993-X.-502.

2. Lawrence N. Dworsky. Understanding the Mathematics of Personal Finance: An Introduction to Financial
Literacy / Lawrence N. Dworsky // John Wiley & Sons, Inc. - 2009/ - 242 p. Online ISBN:9780470538395.
[DnexTponnslit pecypc]. (Hata oopamenus: 09.03.2021)
https://onlinelibrary.wiley.com/doi/book/10.1002/9780470538395

3. Lawrence P. Law on the Internet: a practical Guide/P. Lawrence.-London:Sweet and Maxwell, 2000, ISBN 0-
421-737-808.-227.



9. Ilepeuenn pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIUILINHBI

https://securelist.com/ Official Blog from Kaspersky Lab providing articles and information to help protect
you against viruses, spyware, hackers, spam & other forms of malware.
https://www.coursera.org/learn/crypto Cryptography |
https://ru.coursera.org/learn/information-security-data Information Security: Context and Introduction
10. Ilepeyenb UH(POPMAITUOHHBIX TEXHOJIOTHIA, HCIOJIb3yeMbIX IIPH OCYIIECTBJICHUMN
00pa30BaTeJIbHOI0 MpoIecca Mo IMCHUIINHE

OopasoBarenbHblii mporece no aucuuiuinHe Information security and cryptology npenmnonaraer
UCTIOJIB30BaHUE CIICIYOIIETO MPOrPaMMHOT0 00ecTiedeHrsl M HH()OPMAIIMOHHBIX CIIPABOYHBIX CUCTEM:
- presentation materials (slides on the topics of classes);

- On-line access to the Electronic Library System;

- access to the electronic informational and educational environment of the university;

- Internet services and electronic resources (search engines, email, online encyclopedias, etc.).

- operating systems Linux, MS Windows (license),

- licensed complexes of office applications, for example, MS Office, Apache OpenOffice, LibreOffice;
- search engines Yandex, Google;

- Internet-browser, for example, “Google Chrome”.

[Ipu ocBoeHMM MaTepuana v BHITIOTHEHUS 3aJaHH 10 TUCIUIUIMHE PEKOMEHYETCs CTIOIb30BaHUE
MaTepuasoB, pa3MelIeHHbIX B JImunbix kabuHeTax ooyuaromuxcss ETUC [ITHNUY (student.psu.ru).

[Tpu opranu3anuu JUCTaHIIMOHHON paOOTHI M MPOBEJCHNUM 3aHITHI B PEXKMME OHJIAH MOTYT
UCTIOJIh30BaThCS:

cucteMa BuIeoKoHpepeHIIcBs3u Ha ocHoBe miatdopmer BigBlueButton (https://bigbluebutton.org/).

cuctema LMS Moodle (http://e-learn.psu.ru/), koTopas moanepKuBaeT BO3MOKHOCTh UCIIOJIb30BAHUS
TCKCTOBBIX MAaTCPUAJIOB U HpeSeHTaHI/II\/'I, ayJJuo- U BUJICOKOHTCHT, a TaK K€ TCCThI, IPOBEPACMEIC 3a/IaHNA,
3aJJaHus JJ1 COBMECTHOM paboTHI.

cuctema tectupoBanus Indigo (https://indigotech.ru/).

11. Onucanue MaTepHAJIbLHO-TEXHUYECKOH 0a3bl, HEOOX0AMMOM AJIs1 OCYLIeCTBJICHUSs
00pa30BaTeJBLHOIO NPoLEecca 0 AUCHHUILIMHE

Lecture classes. An audience equipped with presentation equipment (projector, screen, computer / laptop) with
the appropriate software, chalk or marker board.
Laboratory classes. A computer class with personal computers and related software. The composition of the
equipment is defined in the passport of a computer class.
Individual work. An audience with computer equipment with the ability to connect to the Internet, provided with
access to the electronic information and educational environment of the university. The premises of the
Scientific Library.

[Tomemenus HayuHoii 6ubnuorexku [II'HUY mist oGecrieueHns: caMOCTOATEIbHON PabOThl 00yUYaOIUXCS:

1. Hayuyno-Oubnuorpadudeckuit otaen, xopi.l, aya. 142. O6opynoBaH 3 nepcoHaIbHBIME KOMIIBIOTEpA C
JOCTYIIOM K JIOKQJIBHOM U II100aJIbHOM KOMITBIOTEPHBIM CETSIM.

2. YnTanpHbl{ 3aJ1 TyMaHUTApHOM JUTEpaTyphl, KopI. 2, aya. 418. O60opyaoBaH 7 nepcoHabHBIMU
KOMIIBIOTEPAMH C IOCTYIIOM K JIOKaJIbHOH U INT00ANbHOM KOMIIBIOTEPHBIM CETSM.

3. UnTanbHBIN 331 €CTECTBEHHOH JIUTEpaTyphl, KOpIL.6, aya. 107a. OGopyaoBaH 5 mepcoHaIbHBIMH
KOMITBIOTEPAMH C JOCTYTOM K JIOKaJbHOU U TT100aTbHONH KOMIBIOTEPHBIM CETSIM.

4. Otnen MHOCTPAHHOM HUTEpaTyphl, Kopm.2 aya. 207. O6opynoBan | mepcoHaIbHBEIM KOMIBIOTEPOM C
JOCTYTIOM K JIOKaJIbHOM U T7100aIbHONW KOMIIBIOTEPHBIM CETSIM.



5. bubnuoTteka opunuyeckoro axkynprera, kopmn.9, aya. 4. O6opynoBana 11 nepcoHaIbHBIMU
KOMITBIOTEPAMH C JOCTYTOM K JIOKaJbHOU U TT100aTbHONH KOMIBIOTEPHBIM CETSIM.

6. UnranbHbli 3a reorpadudeckoro dakynaprera, Kopn.8, aya. 419. O6opynoBan 6 nepcoHaIbHBIMU
KOMITBIOTEPAMH € JOCTYIOM K JIOKaJIbHOW U T7100a1bHONH KOMIBIOTEPHBIM CETSIM.

Bce kommnbroTephl, yCTaHOBJICHHBIE B TOMEIIEHUSX HAYYHOW OMOJIMOTEKH, OCHAIICHBI CIICTYIOIINM
MIPOTrpaMMHBIM 00€CTICUeHUEM:

Omneparmmonnas cuctema ALT Linux;

Oducnsrii maker Libreoffice.

CnpaBouno-npaBoBast cucrema «Koncynprantlnrocy»



@oHabI OLIEHOYHBIX CPEJICTB JIA ATTECTANMH 10 JUCHUIIIIUHE
Information security and cryptology

I[lnannpyembie pe3yabTaThl 00y4eHHsl 0 TUCHUILIHHE IS GOPMUPOBAHUS KOMIIETEHIIUM.
NuaukaTopbl M KPpUTEPUU UX OLleHMBAHUS

OIIK.2

CIIOCOOHOCTH MPUMEHSATH COBpeMeHHbIe HH(OPMAallMOHHbIE TEXHOJIOTMU U POrPaMMHbIE
CPeACTBA M peliaTh CTaHAaPTHBIE 321244 NPO(PeCcCHOHATBHOM AeITeJIbHOCTH HA OCHOBE
HH(OPMALMOHHOI 1 OMbIHorpadguyeckoil KyabTypbl ¢ IPpUMEHeHHeM HH(pOpMaLMOHHO-
KOMMYHHUKAIMOHHBIX TEXHOJIOTHI M C y4€TOM OCHOBHBIX TPe0OBaHM HH(POPMAIMOHHOMI
0€30I1aCHOCTH, HCI0JIb30BATh PAa3JIMYHbIe HCTOYHMKH MHPOPMALMH 110 00bEKTY
npodeccuoHAIbHON eI TeJIbHOCTH

KoMnerenuus Ili1anupyemMble pe3yabTaThbl KpuTepuu oneHMBaHus pe3y1bTaTOB
(uHaMKAaTOP) o0yueHust o0yuyeHust
OIIK.2 To know the basic information HeynoBjsierBopuresi
CIIOCOOHOCTB IPUMEHATH | Security requirements. The student doesn't know the basic information
COBPEMEHHBIE To know basic cryptography security requirements.
nH(POPMaIMOHHBIE vocabulary. The student doesn't know basic cryptography

TEXHOJIOTHH U
pOTrpaMMHBIE CPECTBA
U peuiaTh CTaHAapTHBIC
3a1a4n
npodeccuoHaNbHOM
JESITEIbBHOCTH Ha OCHOBE
nHGOPMaIMOHHON U
oubmmorpaduueckoit
KYJbTYpBI C
pPUMEHEHUEM
MH(pOpPMalMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTHI U C yUETOM
OCHOBHBIX TPeOOBaHUI
MH(POPMALIMOHHOM
0e30I1acHOCTH,
UCIIOJIb30BaTh
pa3iINyYHbIe HCTOUHUKH
nH(popMaIuu 1o 00BEKTY
npodeccuoHanbHOM
JeSITEIbHOCTH

To know the main regulatory
information security documents.
To know basic cryptographic
protocols.

To be able to use various sources
of information.

To be able to solve standard
information security tasks.

To possess skills to implement
ciphers.

To possess skills to process the
information found.

vocabulary.
The student doesn't know the main regulatory
information security documents.
The student doesn't know basic cryptographic
protocols.
The student is not able to use various sources of
information.
The student is not able to solve standard
information security tasks.
The student doesn't possess skills to implement
ciphers.
The student doesn't possess skills to process the
information found.

YnoBaerBopuTebH
The student knows the basic information
security requirements.
The student knows basic cryptography
vocabulary.
The student knows the main regulatory
information security documents.
The student knows basic cryptographic
protocols.
The student is not able to use various sources of
information.
The student is not able to solve standard
information security tasks.
The student doesn't possess skills to implement
ciphers.




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

YnoBj1eTBOPUTEbH

The student doesn't possess skills to process the
information found.

Xopouo
The student knows the basic information
security requirements.
The student knows basic cryptography
vocabulary.
The student knows the main regulatory
information security documents.
The student knows basic cryptographic
protocols.
The student is able to use various sources of
information.
The student is able to solve standard
information security tasks.
The student doesn't possess skills to implement
ciphers.
The student doesn't possess skills to process the
information found.

Otiamn4Ho
The student knows the basic information
security requirements.
The student knows basic cryptography
vocabulary.
The student knows the main regulatory
information security documents.
The student knows basic cryptographic
protocols.
The student is able to use various sources of
information.
The student is able to solve standard
information security tasks.
The student possesses skills to implement
ciphers.
The student possesses skills to process the
information found.




OueHoYHbBIE CPEACTBA TEKYIIEr0 KOHTPOJISI M IPOMEKYTOUYHOM aTTecTanun

Cxema nocTaBku ;. ba3zoBas

Buja MeponpusiTusi NPOMEKYTOYHOM aTTeCTALMH © 3a4eT
Cnoco0 npoBeneHust MepoONPHUATHS MPOMEKYTOYHOM aTTecTanuy : OlLEHKa 110 JUCHUIUIMHE B paMKax
IPOMEKYTOUHON aTTEeCTAllUU OIPEIEIIEeTCsl HA OCHOBE 0ayIOB, HAOpAHHBIX 00YUYAIOIIUMCS Ha KOHTPOJIbHBIX

MCPONPUATUAX, TPOBOAUMBIX B TCY

CHHUC yqe6Hor0 nepuonaa.

MakcuMajibHOE KoanuecTBo 0a110B : 100

KonBepranusi 60a/U10B B 0TMETKH

«oTiamyHo» - ot 81 no 100
«xopowo» - ot 61 1o 80
«YOBJIETBOPUTEJBbHO» - OT 41 110

60

«HEeYI0BJIETBOPUTEIbHO» / «He3auTeHo» MeHee 41 Oaia

KoMmnerenuus
(uHaAMKATOP)

Meponpusitue
TeKYILero KOHTPoJIs

Kountposmpyemblie 3jieMeHTbI
pe3yJibTAaTOB 00y4eHHs

OIIK.2

CIIOCOOHOCTH MPUMEHSTh
COBpPEMEHHBIE HH(POPMALIMOHHBIE
TEXHOJIOTUH U TIPOTPaMMHBIE
CpeZACTBa M pelaTh CTaHAAPTHBIC
3a71auu Mpo(ecCUOHANBHOM
JeSITEIHOCTH HAa OCHOBE
MH(POPMALIMOHHOH U
oubsmorpaduyeckoit KyJabTypbl ¢
NpUMEHEHHEM HH(POPMAIIOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTUI
U C y4ETOM OCHOBHBIX TpeOOBaHUil
nH(popMaIMOHHOM 0€30MMacHOCTH,
MCTIOJIB30BATh Pa3IMIHBIC
WCTOYHUKH UHPOPMALIUH TI0
00BEKTY MpodecCHOHATIBHON
JIeSITEIIbHOCTH

Organizational and legal
basis of information security
ITncbMeHHOe KOHTPOJIbHOE
MeponpusiTue

The knowledge of basic information
security terms, basic principles of security.
The knowledge of classification of security
threats, technical channel of information
leakage. The knowledge of organizational
and legal basis of information security.




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPOoJIs

KonTposnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

OIIK.2

CIIOCOOHOCTh MPUMEHSTh
COBpPEMEHHBIC HHPOPMAIIMOHHBIC
TEXHOJIOTUH U TIPOTPaMMHBIC
Cpe/CTBa M peliaTh CTaHAAPTHBIC
3a1auu mpoecCuoHaTbHON
JeSITETTIHbHOCTH HA OCHOBE
MH(POPMALIMOHHON U
oubrorpadUIeCcKoi KyIbTyphI C
NpUMEHEHHEM HH(POPMAIOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHI

U C yUYETOM OCHOBHBIX TpeOOBaHMIA

MH(POPMALIMOHHOM O€30MacHOCTH,
UCIOJIb30BaTh Pa3INUHbIE
UCTOYHUKH UHPOPMAIIUH TI0
00BbeKTy MpodecCHoHATHHOM
JeSITeITbHOCTH

Symmetric and asymmetric
ciphers

3amuiaemMoe KOHTPOJIbHOE
MeponpusiTue

The knowledge of basic cryptography
terms. The knowledge of symmetric stream
ciphers, symmetric block ciphers,
asymmetric ciphers.

OIIK.2

CIIOCOOHOCTH MPUMEHSTh
COBpPEMEHHBIC MH(POPMAIIMOHHBIC
TEXHOJIOTUH U TIPOTPAMMHBIC
CpeZACTBa M pelaTh CTaHAapPTHBIC
3ajaun rpodeccuoHaIbHON
JeSITEIbHOCTH HAa OCHOBE
MH(POPMALIMOHHOH U
o6ubnmorpaduyeckoit KyJabTyphl ¢
IpUMEHEHHEM UH()OPMAITMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTUI

U C YYETOM OCHOBHBIX TPeOOBaHUM

nH(pOopMaIMOHHOM 0€30MMacHOCTH,
UCTIOJIB30BAaTh Pa3IMYHBIC
WCTOYHUKH UHPOPMAIIUH TI0
00BbeKTy npodeccrnoHaTHHOU
JIESITSIIBHOCTH

Cryptographic protocols
HTorosoe KOHTpPOJIbHOE
MeponpusiTue

The knowledge of definition of a
cryptographic protocol, properties of
cryptographic protocols. The knowledge of
classification of key distribution protocols.
The knowledge of definition of a
authentication protocol. The knowledge of
examples of key distribution protocols and
authentication protocols.

Cneunpukanusa MeponpusTHH TEKyIIero KOHTPOJIS

Organizational and legal basis of information security

[Ipo0mKUTENTBHOCTE IPOBEACHMS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTecTanuu: 1 yaca

VYcnoBus npoBeaEHUS MEPONIPUATHUS: B YAChl ay/IMTOPHOM padoThI

MaxkcuMaibHbIi 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATUE IPOMEKYTOUHON aTTecTauuu: 30

IIpoxonnoii 6amn: 12.3

IToxa3zaTenn oneHMBaHUA

Baaasl

The knowledge of basic information security terms, basic principles of security. 8




The knowledge of technical channels of information leakage.

The knowledge of organizational steps to secure information.

The knowledge of main legal documents regulating activities in the field of information security.

The knowledge of classification of security threats
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Symmetric and asymmetric ciphers

[Tpo10IKUTETLHOCTD MTPOBEICHUS MEPOTIPUSATHS IPOMEKYTOUHOM aTTECTAIMK: 2 Yaca
Y coBUs TPOBEICHUS MEPOTIPUATHS: B YACHI aAYINTOPHOMH padoThI

MaxkcuMaibHBIN 0aJi1, BEICTABIIIEMBIH 32 MEPONPHUATHE MPOMEKYTOUHOM aTTecTanuu: 30
[Tpoxoxnoii 6amr: 12.3

IToxa3zarTen oeHUBAHUA

Bajaabl

The ability to implement a Feistel cipher.

10

The ability to implement RSA system.

10

The knowledge of basic cryptography terms.

The knowledge of defenitions of symmetric and asymmetric ciphers.

Cryptographic protocols

[TpoaomKUTeTsHOCTD TPOBECHUS MEPOTIPUSATHS IPOMEKYTOUHOM aTTEeCTallUU: 2 Yaca

Y coBUs TPOBEICHUS MEPOTIPUATHSA: B YACHI aAYINTOPHOMH padoThI

MaxkcuMaibHBIN 0aJi1, BEICTABIIIEMBIH 32 MEPONPHUATHE MPOMEKYTOUHOM aTTecTanuu: 40
[TpoxomHoii 6amt: 16.4

IToxa3zarTen oeHUBAHUA

Bajaasl

The knowledge of protocol Kerberos.

10

The knowledge of Schnorr authentication protocol.

10

The knowledge of definition of a authentication protocol, requirements for the authentication
protocol.

8

The knowledge of classification of key distribution protocols.

The knowledge of definition of a cryptographic protocol, properties of cryptographic protocols.




