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1. HammeHoBaHue TUCIUIIIINHBI
3amuTa KOMIbIOTEPHBIX CETEH

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM NMPOrpaMMBbI

JlucuumniauHa BXOAUT B 00s3aTenbHy0 YacTh bioka « b.1 » oOpa3oBarenbHON IporpaMMBI [0 HANIPaBICHUSIM
MOATOTOBKH (CMEIUATBLHOCTSIM):

Hamnpasnenue: 09.03.02 MadopmaiioHHbIe CUCTEMBI M TEXHOJIOTHH

HanpaBlieHHOCTh be3onacHocTh HHPOPMALIMOHHBIX CHCTEM



3. [lnanupyembie pe3y/ibTaThl 00y4eHUs M0 AUCHUILINHE

B pesynbrare 0OCBOCHUS AUCHUILTAHBI 3a1IUTAa KOMIBIOTEPHBIX ceTeill y 00yJaromerocs T0HKHbI ObITh
c(OpPMHUPOBAHBI CIIETYIONTNE KOMIIETECHIIHH:

09.03.02 MadopManiMOHHBIE CUCTEMBI U TEXHOJIOTHH (HAIPaBJIEHHOCTH : be3omacHocTh nH()OpMAITMOHHBIX
CHUCTEM)
OIIK.S Crniocob6eH HHCTaIUTUPOBATh M COMPOBOXKIATh MPOTpaMMHOE obOecrieueHrne HHHOPMAITMOHHBIX
cucTeM u 06a3 JaHHBIX C y4eTOM MHGOPMAIIMOHHON O€30MaCHOCTH
HNuaaukaropsl
OIIK.5.1 3HaeT 0 mpaBOBOM OTBETCTBEHHOCTHU U BJIAJIEET METOAUKON OCYILIECTBIICHUSI UHCTAJUISILIMM U
HACTPOMKHU apaMeTpoB MIPOrpaMMHOI0 o0ecrieueHus: HHPOPMALIMOHHBIX CUCTEM U 0a3 JaHHBIX C yUETOM
MH(POPMALIMOHHON 0€30MacHOCTH
OIIK.5.2 BeInosnHseT HHCTAJUIALUIO U HACTPOUKY POTPaMMHOTO 00ecTieueHHsI
IK.3 CiocoGHOCTh MPUMEHSATh HHCTPYMEHTAIBHBIE CPEJCTBA Pa3paOOTKH ISl CO3AaHUS 3AIIUIIICHHBIX
IIPOTPaMMHBIX CPE/ICTB M CUCTEM; pabOTaTh C MPOTPAMMHBIMU CPEACTBAMH MPHUKIATHOTO, CHCTEMHOTO U
CTEeUAIN3UPOBAHHOTO Ha3HAUCHUS I oOecrieueHHst HH(OPMAIIMOHHOM 0€3011acHOCTH
HNuauxkaropsl
IIK.3.2 [IpumeHseT onbIT pa3paboTKH MPUIOKEHUN U IPOrPAMMHBIX IPOTOTHUIIOB PELICHUI
IIPUKJIAIHBIX 337ja4 HA OCHOBE COBPEMEHHBIX A3BIKOB, METOJIOB M TEXHOJIOTHI IPOrpaMMHUPOBAHUS IS 3AILUThI
MIPOrPaMM U JIaHHBIX
ITK.4 CriocoGHOCTh TPUMEHATh METO/IbI ¥ TEXHOJIOTMH KOH(UTYPUPOBaHUS HHPOPMAITMOHHBIX CUCTEM,
CETEBBIX TEXHOJOTUH U MIATHOPMEHHBIX OKPYKEHUN
Nuagukaropsbl
IK.4.1 Vicrionb3yeT METO/IbI i TEXHOJIOTHH KOH(GUTYpUPOBAHUS HH(POPMAITMOHHBIX CUCTEM, CETEBBIX
TEXHOJIOTHI U MIaTQPOPMEHHBIX OKPY>KEHUH; 3Tallbl BHEIPEHHUS, aJallTAllud U HACTPOUKU UHPOPMAIIMOHHBIX
CUCTEM
ITK.5 CriocoGHOCTh OpraHU30BbIBATh 3ALIUTY JAHHBIX U HHPOPMAIIMOHHBIX CUCTEM TEXHUUYECKUMHU U
IIPOrpaMMHBIMM CPEACTBAMH, BKJIIOUYAs IPUEMbl aHTUBUPYCHOM 3aIIUThI IPH paboTe C KOMITbIOTEPHBIMU
CUCTEMaMH
HNuaukarTopsl
IIK.5.1 [IpumensieT TeopeTHuecKrue OCHOBBI HH(OPMAIIMOHHOHN 0€301MacHOCTH CUCTEM Tepeaun
JaHHBIX, HOPMaTHBHO-TIPaBOBYIO 0a3y 10 3amuTe HH(GOPMAIMK, METOIBI U CPEICTBA 110 3aIIUTEe UH(OPMAIHH B
CUCTEMaXx Mepeaadn JaHHbIX
IIK.5.2 Haxoaut u uconb3yeT UCTOYHUKY HHPOPMALIUH JUTS H3y4eHUs U 0000I1IeHNsT HOPMAaTUBHBIX U
METOAMYECKUX MaTepPHaJIOB, B TOM YHUCIIE MEKAYHAPOIHBIX, IO METOAaM o0ecrieyeHus HHPOPMALIMOHHOM
0€30MacCHOCTH KOMITBIOTEPHBIX CHCTEM
IIK.5.3 [IpumeHsieT 3HaHUS U HABBIKU ITPOBEACHUS CaMOCTOATEIbHOM SKCIIEPTU3HI IO OLIEHKE
napaMeTpoB 0€30MaCHOCTH M 3aIIUTHI IPOTPAMMHOTO OOECTICUEHHUs U CETEBBIX YCTPOICTB
IIK.6 CriocoOHOCTh OpraHM30BaTh padOTHI M YIIPABJIATh paboTaMu MO MPOESKTUPOBAHUIO, CO3/IaHHUIO,
MIPUMEHEHHUIO U COMPOBOKACHUIO HHPOPMAIIMOHHBIX CUCTEM
Nuagukaropsbl
ITK.6.1 Ypasnsger paboramu 1o Moaudukanuu u ynpasienuto UT-undpactpykrypoil npeanpustus



4. O0beM U coJepkaHue TUCHUTITHHBI

HanpaBﬂeHm[ MNOATr0TOBKH

09.03.02 MuadopmanrioHHbIe CUCTEMBI U TEXHOJIOTUN
(HampaBJIeHHOCTh: be3onacHOCTh MH(POPMAITMOHHBIX CUCTEM)

¢opma o0yuenus

O4YHasin

NeNe TpumecTpoB,
BbIJICJICHHBIX /151 H3y4YeHUs!
AUCHHUILINHBI

10

O0beM AUCIHUILIMHBI (3.€.)

O0beM JUCHUILIMHBI (AK.YaC.)

108

KonTakTHasi padora ¢
npenoaaBartesieM (aK.4ac.),
B TOM YHCJIE:

42

IIpoBenenue JeKIUOHHBIX
3aHATHH

14

IIpoBeneHne NpakKTHYECKHUX
3aHATHI, CECMHMHAPOB

IIpoBenenue Jad0paTOPHBIX
padoT, 3aHATHI 11O
HHOCTPAHHOMY SI3BIKY

28

CamocrosiTesibHas padoTa
(ak.4ac.)

66

®opMBbI TEeKyl1ero KOHTPOJIS

3amuiiaeMoe KOHTPOJIbHOE MeporpusiTHe (4)

DopMbI IPOMEKYTOUHOM
arrecTaumu

3auet (10 Tpumectp)




5. AHHOTI/IPOBaHHOC OonmucaHue CoaAcpKanusd pasacjaoB U TEM TUCHUIIJIHHBI

3amura koMnblOTEepHLIX ceTeill. [lepBblii cemecTp
JucuuminHa "be3onacHoCTh pacipeeieHHbIX BEIUUCIUTENIBHBIX CeTeill" UMeeT 1eNbl0 00yYUTh CTYACHTOB
OCHOBAaM MOCTPOCHUA U SKCIITyaTallu BBIYUCIIUTCIIBHBIX ceTeﬁ, NpuHIOUIIaM 1 METOJaM 3alllUThI I/IH(i)OpMaIII/II/I
B KOMITBIOTEPHBIX CETSIX, HABbIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS, TOCTPOCHHUS, OOCTYKUBAHUS U aHAIHN3a
3aIUIICHHBIX BHIYUCIUTEIbHBIX CETEH.

Occe
HCOGXOIII/IMO Harucartb 3CCC Ha 3aI[aHHYIO TeMaTI/IKy 10 CpeI[CTBaM n METOoAaM HOCTpOCHI/ISI KOMHBIOTepHI:IX
ceTel.

Paznen 1. UndopmanmonHasi 6€30acHOCTb B CeTsIX NMepeaaym JaHHbIX
WNnpopmanronHast 6€301macHOCTb — LU U 331a4U. APXUTEKTYPbl OTKPBITBIX CETe, KOPIIOPATUBHBIX CETEH,
ceTeil omepaTopoB CBS3U, IIEHTPOB 00pa0OTKH AaHHBIX. CTaHAAPTHI 10 HHPOPMAIIMOHHOM 06€30MacCHOCTH U
6e3omacHoctu cereit. O630p crangapra ISO IEC 27002:2005. YA3BUMOCTH MOTUTHYECKHE, TEXHOIOTHUECKHE,
KoHuryparmonssie. [Tomutnka 6e3omacHoctu. Knaccudukanus yrpo3 v TUIBI aTak. TeXHOJIOTHH U
HHCTPYMCHTBI aHaJIn3a CCTHU U ITIOTOKOB JaHHBIX. PaCHpOCTpaHGHHI)Ie IIPOTOKOJIbI U UX TCXHOJIOT'MYCCKHE
YS3BUMOCTH. 3alllUIICHHbIE aHAIOTH MOIMYJISIPHBIX TPOTOKOJIOB

Paznen 2. KonTpoJb 1octyna K ceTu
Kontpoins noctyna k cetu
TexHonoruu ayreHTH()HUKALNHN, aBTOPU3AIUH U yUeTa IIPH JIOCTYIE K CeTeBbIM pecypcam. CirykObI 1
MIPOTOKOJIBI MPOBEPKHU MOUTHHHOCTA M KOHTPOJIS A0CTyna. MeTo bl MPOBEPKHU MOITMHHOCTH. [IpuHIIUTIBI
pabotsl cuctem RADIUS, TACACS+, Kerberos.
3amura ypoBHs 10CTyNHa
3amuTa TOMoJIOTUU BTOPOTO YpoBHs. nentudunupyromuii (epexBaThIBAIONINN ) MPOKCH — PealTu3allny,
yS3BUMOCTH. 3alllUIIEHHOCTh CETEBOW MHPPACTPYKTYPHI U 3aIUIIEHHOCTh NoJb30BaTest. KoHTpoib
BeIZIeNeHus [P-anpecoB u yder. 3amura ciayxeOHbIx mpotokoiaoB DHCP u ARP. Cetn XpaHeHHsI TaHHBIX U
0€301acHOCTb.
IPv4 + IPv6 first-hop-security.
KonTpose nocrymna Ha ypoBHE opTa
Hab6op crangaptoB 802.1X B mpUMEHEHUH K MMPOBOJIHBIM U OSCIIPOBOIHBIM ceTsM. [IpoBepka Mo yIMHHOCTH Ha
nopry ycrpoiictBa. OrpaHudeHue Npas I0CTyNa Ha MOpTy. M3o1MpoBaHre NOPTOB IOCTyMA. Y A3BUMOCTH
n3onuposanus noptos. [Ipumenenne 802.1x coBmecTHO ¢ VoIP. Ys3BUMOCTh MIPOTOKOJIOB I€peayu rojioca u
Bujaeo mo [P

Pa3nen 3. BuptyanbHble YacTHbIE ceTH M UX 3amiuTa. UTOroBblii KOHTPOJIb
TexHonoruy NOCTPOSHMsI BUPTYAJIbHBIX KAHAJIOB B OTKPBITBIX CETAX. TEXHOJIOTHH 3alUThl BUPTYalbHbBIX
kaHanoB. [Iporokonsl TyHHenei. Texnonorun u nporokonast VLAN, MPLS, GRE, PPTP, L2TP, PPPoE. O630p
MPOTOKOJI0B Habopa ctanAaapToB IPSec. 3amura TpancnoptHas u TynuenbHast. [Iporokonst AH u ESP.
AnonumHOCTh B cetd HTepHeT. [IpaBoBbie BOIpockl MpuMeHeHUs! N (POBaHUSI TaHHBIX



6. MeToanueckue YKa3aHus /151 00yYaIOUIMXCH 10 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. IlepeyeHb OCHOBHOM M IONOJTHUTEILHON Y4eOHOH JTUTEPATYyPHI
OcHoBHas:

1. CroxacTuyeckue METOAbI M CPEACTBA 3alUThl MH(OPMAaLIK B KOMIBIOTEPHBIX cUCTEMaxX U ceTsx/M. A.
WBanoB [u 1p.] ; mox pexn. U. FO. Kykosa.-Mocksa:KY JIULI-ITPECC,2009, ISBN 978-5-91136-068-9.-512.-
bubmuorp.: c. 504-510

2. @omun, . B. MadopmarmonHas 6€30mMacHOCTh U 3alUTa HHPOPMALIUK: CTICHUATN3UPOBAHHBIE
aTTEeCTOBAaHHBIE POTrPaMMHbBIE U IIPOrPaMMHO-AIINIApaTHBIE CPENICTBA | yueOHO-MeToauueckoe nocoodue / /1. B.
®omun. — CapatoB : By3osckoe obpazoBanue, 2018. — 218 c¢. — ISBN 978-5-4487-0297-6. — Tekcr :
ANIEKTPOHHBIN // DiekTpoHHO-O0nbnoTeunas cucrema IPR BOOKS : [caiiT].
http://www.iprbookshop.ru/77317.html

3. Texuuueckue CpeaCcTBa U METO/IbI 3aLUTH MH(OPMAIHH:yueOHOe ITOCOOHe ISl CTYAEHTOB BY30B,
oOyyaromuxcs no cnenuanbHocTaM 090102 "Kommnbrorepnas 6e3onacuocts",090105 "KommuiekcHoe
obecrieyeHre MHPOPMAITMOHHON 6€30MTaCHOCTH aBTOMATH3UpoBaHHbIX cucteM", 090106 "UudopmarmonHas
0e30MmacHOCTh TeIeKOMMYHUKaMOHHBIX cucTteM"/A. I1. 3aiiues [u np.] ; mox pen. A. I1. 3aiinesa, A. A.
[llenynanoBa.-4-e u3na., ucnp. u gom..-Mocksa:I'opsuas smnus - Tenexom,2012, ISBN 978-5-9912-0084-4..-
616.-buGmmorp.: ¢. 608-609

JlonmoJiHUTEIBHAS

1. ITeixanoB A. B. Metoabl U cpeAcTBa UHTErPAllUU HE3aBUCUMBIX 0a3 TaHHBIX B pacmpeneneHHbix cetsx TCP /
IP:aBTOpedepar auc. ... kaua. TexH. Hayk : 05.13.11/A. B. IIsixanoB.-PocroB-na-/lony,2012.-18.

2. CoBpeMeHHBIC PaJMO3JICKTPOHHBIC CPEICTBA U TEXHOJIOTHH HMH()OPMAIIMOHHON 0€30MacCHOCTH : MOHOTpadHsI
/ B. A. Maiictpenko, A. A. Conosse, M. 1O. [Tnackun, A. 1. TuxoroB. — Omck : OMCKHii TOCYAapCTBEHHBIN
TexHn4eckuil yuusepcutet, 2017. — 356 c¢. — ISBN 978-5-8149-2554-1. — TekcT : 3neKTpOHHBIH //
OnexrponHo-6ubmmoreynas cucrema IPR BOOKS : [caiit]. http://www.iprbookshop.ru/78508.html

3. bezonacnocts UT:[Kpunrorpadudeckue ocHoBbl 6e30macHOCTH. OCHOBBI HHPOPMAIMOHHON 0€3011aCHOCTH.
[IpoToxosibl 6e30macHOro ceTeBOro B3aumMoieicTBusA. CTanaapThl HHGOPMALIMOHHON
6e3onacHocty |/IHTEepHET- Y HUBEpCUTET HHPOPMAIIMOHHBIX TeXHOosIoTui.-M.:HoBb1it 1uck,2006.-1.



9. Ilepeuenn pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIUILINHBI

https://www.intuit.ru/studies/courses/3688/930/lecture/16466 OcHOBBI KOMIIBIOTEPHBIX CETEH

https://www.intuit.ru/studies/courses/3688/930/lecture/16466 AnTuBUpYyCHas 3alMTa KOMIBIOTEPHBIX
ceTeit

https://www.intuit.ru/studies/courses/13845/1242/lecture/27503 be3omacHocTh HH)OPMAITMOHHBIX CUCTEM

https://www.intuit.ru/studies/courses/498/354/lecture/8442 CeteBast 6€301acCHOCTh HA OCHOBE CEPBEPHBIX
npoaykToB Microsoft

10. Ilepeyenb HHPOPMAITUOHHBIX TEXHOJIOT Ui, HCIOJIb3yeMbIX IIPH OCYIIECTBJICHUMN
00pa30BaTeJIbHOI0 MpoUecca Mo AMCHUIINHE

OO0pa3oBarenbHbli Ipolece MO AUCHUILINHE 3aIMTa KOMIIBIOTEPHBIX ceTel Mpe/rnonaraeT UCIoIb30BaHue
CJIEAYIOLIET0 IPOrPaMMHOr0 00ecrieueH sl U MHPOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:!
OO0pa3zoBarenbHbIi Ipolece M0 AUCHUILUIMHE MTPEANoIaracT UCIO0Ib30BAHUE CIEIYIOINX HH(POPMAIIMOHHBIX
TEXHOJIOTUH, IPOrpaMMHOT0 00ecrieyeHus] U MHPOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:!
- IPE3CHTAI[IOHHBIC MaTEPHUAIBI (CITalIbI IO TEMaM JICKIIMOHHBIX M MPAKTUYCCKHUX 3aHITHN);
- 0CTyH B pexume on-line B DnekTpoHHyt0 0ubnnoreunyio cucremy (9bC);
- TOCTYT B 3JIEKTPOHHYIO MHPOPMAITMOHHO-00pa3oBarenbHol cpeny yauBepcurera (ETUC [ITHUY);
- HHTEPHET-CEPBUCHI U 3JICKTPOHHBIE PECYpPCHI (TIOUCKOBBIE CUCTEMBI, AJIEKTPOHHAS 1T0YTa, MPOPECCHOHATLHBIE
TEeMaTU4YeCKHe 4aThl U (POPYMBI, CHCTEMBI ayJJ0 M BUJEO KOH(EPEHIINH, OHJIAIH SHIIUKIONECIUH U T.1I.).
[lepedyeHpb UCTIONB3YEMOT0 IPOTPAMMHOTO 00ECTICUCHHS:
- oTkpbitas cucrema "ALT Linux"
- oucHbI nakeT npunoxkenuii "Libre office";
- IPUIIOKEHHE TIO3BOJISIIONEE TPOCMATPUBATh U BOCIIPOU3BOANTH Meaua KOHTeHT PDF-(aiinos;
- IPOrpaMMBbl IEMOHCTPALIMH BUJIEO MaTepHajIoB (IIPOUTPHIBATEND);
- MporpaMMa IMpOCMOTPpa UHTEPHET KOHTEHTa (Opay3ep)

baza 3nanwmii - k.psu.ru (Buku, paimooOMeH, OJIOT pernoaaBaTes).

Owmynarop Cisco PacketTracer.

Nutepuet ¢ Bo3moxHoCThIO TToNTydeHust BGP full-view c route-cepsepos, Llentp o6pabotku nannusix [I'HUY,
nabopatopusblii crern Axkagemun Cisco, taboparopusiii crena Axkagemun MikroTik.

IIpu ocBOCHMM MaTepUalla U BIIIOJHEHU 3aJaHUM 110 JUCHUIUIMHE PEKOMEHAYETCS UCIIOIb30BaHUE
MaTepHaoB, pa3MelleHHbIX B JInunbix kabunetax odyvaromuxcs ETUC [ITHUY (student.psu.ru).

[Tpu opranu3anuu JUCTaHIIMOHHON paOOTHI M MPOBEJCHUH 3aHATHI B PEXKMME OHJIAH MOTYT
UCTIOJIB30BAThCS:

cucteMa BuIeoKoH(pepeHIIcBs3u Ha ocHoBe miatdopmer BigBlueButton (https://bigbluebutton.org/).

cuctema LMS Moodle (http://e-learn.psu.ru/), koTopas moanepKuBaeT BO3MOKHOCTh UCIIOJIb30BaAHUS
TCKCTOBBIX MAaTCPUAJIOB U Hpe?,eHTaHI/II\/’I, ayJuo- U BUJACOKOHTCHT, a TaK K€ TCCThI, IPOBEPACMBIC 3a/IaHN,
3aJJaHus JJ11 COBMECTHOM paboTHI.

cuctema tectupoBanus Indigo (https://indigotech.ru/).

11. Onucanue MaTepHAJILHO-TEXHUYECKOI 0a3bl, HEO0X0AMMO AJIsl OCYLIeCTBJICHUS
00pa30BaTEJBLHOIO NPoOLEeCcca M0 AUCHHUILIHMHE

JIeKIIMOHHBIE 3aHSTHUS, TPYNTIOBbIC (MHIUBUIYAbHBIC) KOHCYIBTAIUU, MEPOTIPUATHS TEKYIIEr0 KOHTPOJIS U
MIPOMEKYTOYHOM aTTECTAIlMH IPOBOJIATCS B &y TMTOPHU, OCHAIIEHHOH NMPE3eHTAIMOHHOW TEXHUKOH (TIPOEKTOD,
9KpaH ISl MPOEKTOPa, KOMIBIOTEP/HOYTOYK), a TAKKE MEJIOBOM (M) I MapKEPHOM JTOCKOH.



Aynuropus 1 1a00paTOPHBIX 3aHATUH.
JlabopatopHble 3aHATHS MPOBOJIATCS B KOMIIBIOTEPHOM Kjlacce Kadeaphl, TEXHUYECKOE OCHAILIEHUE KOTOPOTO
MIPEJICTAaBJICHO B NACHOPTE KOMIIBIOTEPHOTO KJlacca.

Jlia npaktuaeckux 3ansatuil - [1IK, ¢ yeranosnennoit OC windows uinu linux, 000py0BaHHbIE CETEBBIMU
agantepamu ethernet 10/100/1000.
Ji1s 1a00paTOPHBIX 3aHATUM:
MesxcereBoit 3xpan Cisco ASAS5520 - 2 mir.
MesxcereBoii 3kpan Cisco PIX515E - 2 mr.
1K, ¢ unTtepdeiicom RS232, - 3mT.
KommyTtatopst Cisco Catalyst 2960 - 3 mT.
Mapmpytuzatopst Cisco 2811 - 3 mT.
Touxu nocryna WiFi Ubiquity AirGrid - 2 mir.
IP-Tenedonst Cisco 7911 - 3 mT.
[Tatu-kopabt UTPS - 2Mm, - 6 mT.
Ka6enbsnebrit Tectep Fluke DTX-1800.
KpoccupoBounstit HOX, o0xkuMka Ha KoHHEKTOp RJ45 (8P8C).
Konnexropsr RJ45(8P8C) - 20mT.
[Taty nanens EIA/TIA-568B na 16 mopTos.
Buras napa UTP CatS5 - 10m.
Ayautopus Juisl CaMOCTOSTENbHON paboThl, B TOM uncie nomemenus Hayunoit 6ubnuorexku [I'HUY,
OCHAIICHHbIE KOMIIBIOTEPHON TEXHUKOM ¢ BOZMOKHOCTBIO MOJIKIIIOUEHUS K ceTH «/HTepHeT», o0ecrieueHHbIe
JTOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO Cpelly YHUBEPCHTETA.
[Tomemenus HayuHoii 6ubnuorexku [II'HUY mist oGecrieueHns: caMOCTOATEIbHON PabOThl 00yUYaOIUXCS:
1. Hayuyno-Oubnunorpadudeckuit otaen, xopi.l, aya. 142. O6opynoBaH 3 nepcoHaIbHBIMH KOMIIbIOTEpA C
JOCTYIIOM K JIOKQJIBHOM U I100aJIbHOM KOMITBIOTEPHBIM CETSIM.
2. UnTanpHbIN 32J1 TyMaHUTApHOW JTUTEPATyphl, Kopi. 2, aya. 418. O6opyaoBaH 7 nmepcoHaIbHBIMH
KOMITBIOTEPAMH C JOCTYTIOM K JIOKaJbHOW U TT100aTbHONH KOMIBIOTEPHBIM CETSIM.
3. UnTanbHbBIN 331 €CTECTBEHHOM JIUTEpaTyphl, KOpIL.6, aya. 107a. O6opyaoBaH 5 nepcoHaTbHBIMH
KOMITBIOTEPaMH C JOCTYIIOM K JIOKaJIbHOW U T7100a1bHONH KOMIBIOTEPHBIM CETSIM.
4. Otnen MHOCTPAHHOM HUTEpaTyphl, Kopm.2 aya. 207. O6opynoBan | mepcoHaIbHBIM KOMIBIOTEPOM C
JIOCTYTIOM K JIOKaJIbHOM U T1100aIbHONW KOMIIBIOTEPHBIM CETSIM.
5. bubnuoteka ropuanyeckoro gaxynprera, Kopn.9, aya. 4. O6opynoBana 11 nepconanbHbIMU
KOMIIBIOTEPAMH € JOCTYNOM K JIOKaJIbHOW U T7100a1bHON KOMIIBIOTEPHBIM CETSIM.
6. UuranbHbIi 3a1 reorpaduyeckoro paxyiabTera, Kopi.8, aya. 419. O6opyaoBaH 6 mepcoHAIbHBIMA
KOMIIBIOTEPAMH C IOCTYTIOM K JIOKaJIbHOH M I7T00AIbHOM KOMIIBIOTEPHBIM CETSIM.
Bce xoMmbioTephl, yCTaHOBICHHBIE B TOMEUICHUAX HAyYHOU OMOJIMOTEKH, OCHAILIEHBI CIICAYIOIINM
IPOrpaMMHBIM 00€CTIeYeHUEM:
Omnepanunonnas cuctema ALT Linux;
Odwucnprii maket Libreoffice.
CrpaBouHno-nipaBoBas cucrteMa «Koncynprantlnrocy



DoH/IbI OLIEHOYHBIX CPEACTB JJIsl ATTECTAIMHU MO TUCHHUILIHHE
3ammTa KOMNLIOTEPHBIX ceTel

I[lnannpyemble pe3yabTaThl 00y4eHHsl 0 TUCHUILIHHE IS GOPMUPOBAHUS KOMIIETEHIIUM.
NuaukaTopbl M KPpUTEPUU UX OLleHMBAHUS

OIIK.5

Cnoco0eH MHCTANINPOBATH M CONPOBOKIATH MPOrpaMMHOe o0ecneyeHue HH(POPMAMOHHBIX
CHCTEM M 0a3 JaHHBIX ¢ Y4eTOM HHPOPMAIMOHHOI 0€30I1aCHOCTH

Komnerenuus IInanupyemble pe3y/bTaThl Kpurepun oneHuBanus pe3yibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust
OIIK.5.1 3HaeT 0 MpaBOBOM HeynoBJierBopures

3HaeT 0 MPaBOBOM
OTBETCTBEHHOCTH U
BJIAJIEET METOAMKOM
OCYLIECTBJICHUSA
MHCTAJULILUU U
HaCTPOWKH IIapaMeTPOB

OTBETCTBEHHOCTH M BJIQJICET
METOJIMKOMN OCYILECTBICHUS
MHCTAJUTALIMU U HACTPOUKHU
MapaMeTpoOB MPOTrPaMMHOTO
obecrnieueHns HHHOPMAITMOHHBIX
CUCTEeM U 0a3 JaHHBIX C YYETOM

He 3HaeT 0 mpaBoBOi OTBETCTBEHHOCTH U
BJIa/IE€T METOUKOM OCYIIIECTBICHUS
MHCTAJUISIUN U HACTPONKU MapaMeTpoB
MPOrpaMMHOTO 00ecTieueHus
MH(OPMALIMOHHBIX CUCTEM M 0a3 JaHHBIX C
y4eTOM UH(POPMAIIMOHHOM 0€30MacHOCTH

IIPOrPaMMHOTO UH(POPMALMOHHON O€3011aCHOCTH YaoBierBopuTeabH
o0ecrniedeHus 3naet meHee 50% uHpopMaIUU O IPaBOBOM
UH(GOPMaIIMOHHBIX OTBETCTBEHHOCTH U BJIa/I€ET METOTUKOI
cucTeM U 0a3 IaHHBIX C OCYIIECCTBIICHUS MHCTAJUISIIMA U HACTPOUKHU
y4eTOM apaMeTpOB MPOrPAMMHOTO 00ECIICUCHUS
nH(pOpMalMOHHON WH(OPMAIIMOHHBIX CUCTEM M 0a3 TaHHBIX C
0e30macHOCTH y4eTOM HH(POPMAIIMOHHOW 0€30TTaCHOCTH
Xopoio
3naet meHee 75%, Ho 6onee 50% undopmanuu
0 MIPaBOBOW OTBETCTBEHHOCTH U BJIAJICET
METOJIMKOH OCYIIECTBICHUS HHCTAUISAINN U
HACTPOMKHU TapaMeTPOB MPOTrPAMMHOTO
obecrieyeHrs: THPOPMALMOHHBIX CUCTEM U 0a3
JaHHBIX C yU4€TOM MH(OPMALIMOHHON
0e30macHOCTH
Otiamn4Ho
3HaeT 0 MPaBOBOM OTBETCTBEHHOCTH H BIIAJCET
METOJIMKOHN OCYIIECTBICHHSI HHCTAUISAIIUN 1
HACTPOMKHU mapaMeTpoOB MPOrPAMMHOTO
obecnieueHus HH(GOPMALIMOHHBIX CUCTEM U 0a3
JaHHBIX C yU4eTOM MH(OPMALIMOHHON
0€301acHOCTH
OIIK.5.2 3HaeT TEOPUIO YCTAaHOBKHU U HeynosierBopure
Brimonuser Hactpoiku [10. Ymeer He ymeeT BBIIONHATD HHCTAIUISILUIO U
MHCTAJIISIUIO U BBITIOJTHATh HHCTAUISAUIO U HACTPOMKY MPOrpaMMHOT0 00ecredeHus
HACTPOHKY HACTPOMKY MPOTrPaMMHOTO YaoBieTBOPUTEIbH
IPOrPaMMHOTO oOecrieyeHus. YMmeeT ¢ G0IbIIMMHU 3aTPyTHEHUSIMU
obecriedeHus BBITIOJHATH HHCTAJUIALIUIO U HACTPOIKY

IIpOrpaMMHOI0 obecneyeHus




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3yJbTaThl
o0yueHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

Xopomuo
YMeer ¢ HeOONBIINMHU 3aTPYAHEHUSIMU
BBIIIOJIHATh UHCTAJUIALUIO U HACTPOUKY
IPOrpaMMHOT0 0OecreueHust

OT1au4Ho
YMeeT BBITOJIHATh UHCTALIALUIO U HACTPOUKY
IPOrpaMMHOTr0 obecreueHust

1K .4

Cnoco0HOCTh NIPUMEHATH METOAbI U TEXHOJIOIMU KOH(pUTrypupoBanusi HHPOPMALMOHHBIX
CHCTEM, CeTeBbIX TEXHOJOIMH U IIAT(GPOPMEHHBIX OKPYKEHHU I

Komnerennus IInanupyemsie pe3ybTaThl Kpurepun oneHuBaHus pe3y1bTaToOB
(MHaUKaTOP) o0y4eHus o0y4eHusn
IK.4.1 3HaeT METOJMKHU U TEXHOJIOTUHU HeynosiaerBopurei
Hcnone3yer MeTOABI U | BHEApEHHUS, KOHPUTYpHpoBaHusau | He ymMeeT ncnonb30Bath METOABI M TEXHOJIOTUH
TEXHOJIOTHH afantanuy “HGOPMAIMOHHBIX KOH(UTypUpOBaHHU WHPOPMALIMOHHBIX CHCTEM,
KOH(UTYPHUPOBAHUS CUCTEM. YMeEEeT UCIOIb30BaTh CEeTEBbIX TEXHOJIOTHH U MIaTGOPMEHHBIX
MH(GOPMaLIMOHHBIX TEXHOJIOTHH KOH(UTyparun OKpY>KEHMI; dTalbl BHEAPEHUS, alallTallui 1

CUCTEM, CETEBBIX
TEXHOJIOTHI 1
1aT(OPMEHHBIX
OKpY>KEHUI; 3TAIbI
BHEJJPEHUS, a/IaliTallui U
HaCTPOMKHU
MH(POPMALIMOHHBIX
CUCTEM

WH()OPMAITMOHHBIX CUCTEM,
CETEBBIX TEXHOJIOTUH U
IaT(HOPMEHHBIX OKPYKEHHM.
Biageet HaBBIKaMH MMO3TAITHOTO
BHEJPEHUS, aJaliTAllUU U
HACTPOIKN MHPOPMAITMOHHBIX
CHCTEM.

HACTPONKU UHPOPMAIIMOHHBIX CUCTEM
YnoBj1eTBOPUTEIbH
YMmeeT ¢ G0IbIIMMHU 3aTPyTHEHUSIMU
MCIOJIb30BaTh METO/IbI U TEXHOJIOTUU
KOH(UTYpUpOBaHUS NHPOPMAIITMOHHBIX CUCTEM,
CETEeBBIX TEXHOJOTUH U MIATHOPMEHHBIX
OKpY>KEHMI; STarbl BHEAPEHUS, alallTallud U
HACTPONKU MH(POPMALIMOHHBIX CUCTEM
Xopomuo
YMmeeT ¢ HeOOIBIIUMHU 3aTPYTHEHUSIMU
UCIOJIb30BaTh METO/IbI U TEXHOJIOTUU
KOoH(pUTrypupoBanusi HHGOPMAIIMOHHBIX CHCTEM,
CETEBBIX TEXHOJIOTUH U MIATPOPMEHHBIX
OKPY KCHHIA; dTaIbl BHEAPCHUS, aIallTaI[uN |
HACTPONKH WH(POPMAITMOHHBIX CUCTEM
OT1iu4HO
YMeeT ucnonb30BaTh METO/IbI M TEXHOJIOTHUHI
KOoH(pUrypupoBanusi HHHOPMAIIMOHHBIX CHCTEM,
CETEeBBIX TEXHOJIOTUH U IIATPOPMEHHBIX
OKPY KCHHIA; dTaIbl BHEAPEHUS, aIallTAI[UN 1
HACTPONKN WHPOPMAITMOHHBIX CUCTEM




IIK.5

Cnoco0HOCTh OPraHU30BbIBATH 3AIIUTY TAHHBIX U MH(OPMALMOHHBIX CHCTEM TeXHUYECKUMH U
NPOrpPaMMHBIMH CPeJICTBAMHU, BKJII0Yasi MPUEeMbl AHTUBMPYCHO 3aIIMTHI PHU padoTe ¢
KOMINIBIOTEPHBIMHM CHCTEMaMM

Komnerennus IInanupyembie pe3y/bTaThl Kpurepun oneHuBanus pe3yibTaToB
(uHaHMKaTOP) o0y4eHus o0y4eHus
K.5.1 3HaeT TEOPETUUECKU OCHOBBI HeynosiaerBopure
[Tpumensier UH(POPMALIMOHHOM Oe3omacHOCTH. | He yMeeT IpruMeHATh TEOPETHUECKUE OCHOBBI
TEOPETUYECKHE OCHOBBI | YMeeT MPUMEHSTh TeOpeTHYeCKHe HHPOPMAIIMOHHOM O€30IIaCHOCTH CHCTEM
MH(POPMALIMOHHOM OCHOBBI MH(OPMAITUOHHON nepeiayu JaHHbIX, HOPMATHBHO-IIPABOBYIO

0C30IMaCHOCTH CUCTEM
nepenavyu JaHHbIX,
HOPMAaTHBHO-TIPABOBYIO
0a3y 1o 3ammure
nH(popMaIu, METOIbI U
CpeJICTBA I10 3aIUTe
nH(pOpMaluu B CUCTEMAaxX
nepeavyn JaHHBIX

0€30I1aCHOCTH CUCTEM Iepeayn
TaHHBIX B cucTeMax. Brmageer
HaBBIKAMU MOCTPOEHUS CHCTEM
nepesavyy JaHHBIX Ha OCHOBE
HOPMAaTHBHO-TIPABOBOM 0a3bl 1O
3anuTe nH(popManuu, METOI0B U
CPEJICTB 10 3a1uTe HHPOpMaLUU
B CUCTEMaAxX nepcaadu JaHHBIX.

0a3y 1o 3amure HHPOPMAITUH, METOIBI H
CpeJICTBA 0 3alIuTe UH()OPMALIUK B CUCTEMAX
nepenayn JaHHBIX
YnoBaerBopuTeabH

YMeeT ¢ OONbIIMMH 3aTPyTHEHUSIMU
MPUMEHSITh TEOPETUIECKIE OCHOBBI
MH(POPMALIMOHHOM 0€301MacCHOCTH CUCTEM
nepenavyn JaHHBIX, HOPMATUBHO-TIPABOBYIO
0a3y 1o 3amure HHPOPMAIUH, METOBI U
CpeICTBa MO 3aluTe HH()OPMALIUU B CUCTEMAX
nepeavu TaHHbIX

Xopomuro
YMmeeT ¢ HeOOIbIIUMMHU 3aTPYTHEHUSIMU
MPUMEHSITh TEOPETUUECKIE OCHOBBI
WHPOPMAIIMOHHOM 0€30MMaCHOCTH CUCTEM
nepeavy TaHHBIX, HOPMAaTUBHO-TIPABOBYIO
0a3y no 3amurte nHPOopMaIuu, METOIBI U
CpezcTBa 1O 3auTe HHGOpMaIK B CHCTEMaXx
nepeavyn JaHHBIX

OT1iu4HO
YMeeT NpuMEeHSITh TEOPETUIECKHE OCHOBBI
nH(pOpPMAITMOHHOM 0€30MaCHOCTH CUCTEM
nepeaayy TaHHBIX, HOPMAaTUBHO-TIPABOBYIO
0a3y no 3amure nHGOpMaIK, METOIBI U
CpeJICTBA TI0 3alIUTe HH()OPMAIIMK B CUCTEMAX
nepenavyn JaHHBIX

IK.5.2

Haxonut n ncnone3yer
UCTOYHUKU UHPOPMALIUU
JUIS U3yUEHUS U
0000111eHUs
HOPMATUBHBIX U
METOINYECKUX
MaTepuasoB, B TOM YHUCIIe
MEXIyHapOAHbIX, MO
MeToaaM o0ecreueHust
1H(}OpMalMOHHON

3HaeT CrocoObl MOUCKA, aHATH3a
uHpopmanuu. YMeeT HaX0IUTh U
UCIIOJIb30BATh HCTOYHUKHU
uH(popManuy I N3y4eHUs U
0000111eHUsT HOPMAaTUBHBIX U
METOJMYECKHX MaTePUAIIOB, B
TOM YHCJIEe MEXIYHAPOIHBIX, MO
MeTo/[aM o0ecTieueHuUs
nH(OpPMAITMOHHOM 0€30MMacHOCTH
KOMIIBIOTEPHBIX CHCTEM.

HeynoBiaerBopuren
He ymeeT HaXxoIuTh M UCTIONIB30BAThH
MCTOYHUKH UHPOPMALIUH JIJTSI U3YICHUS U
00001IeHUS] HOPMATHBHBIX U METOJINIECKUX
MaTepHaiOB, B TOM YHCIIE€ MEXKIYHAPOIHBIX, 11O
MeToAaM olecrieyeHuss HHPOPMALMOHHOM
0€30MacHOCTH KOMITbIOTEPHBIX CHCTEM
YnoBaerBopuTeabH
YMeer ¢ OONBIINMU 3aTPYTHEHUSIMHU HaXOUTh
Y MCIIOJIb30BaTh HCTOYHUKH WH(POPMALIAN /TS
U3y4eHus 1 0000IIEHUSI HOPMAaTHUBHBIX U




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3y/bTaThl
o0y4eHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

0€e301acHOCTH
KOMITBIOTEPHBIX CHCTEM

YnoBj1eTBOPUTEbH
METOJIMYECKUX MAaTEPHUATIOB, B TOM UUCIIC
MEXIYHApOAHBIX, IO METO1aM 00ecTieYeHUS
MH(POPMALMOHHOM 0€301MacHOCTH
KOMIThIOTEPHBIX CUCTEM

Xopomuo
YMmeeT ¢ HeOOIbIIUMHU 3aTPYTHEHUSIMU
HaXOIUTh U MCIOJIb30BaTh UCTOYHUKH
uH(pOpMaLUU I U3YYCHUS U 0000IIeHHS
HOPMATHBHBIX U METOAMYECKUX MATEPUAJIOB, B
TOM YHCJIE MEKTyHAPOIHBIX, TI0O METOJaM
obecrieuenrs HHPOPMAITMOHHOM 0€30MMaCHOCTH
KOMITHIOTEPHBIX CUCTEM

OTtau4dHo
VMeeT HaXOAUTh U UCIIOJIb30BaTh HCTOYHUKHU
nHpOpMaIuu U1t U3y4eHUsI U 0000IIICHUS
HOPMATHBHBIX U METOJMYECKUX MAaTepUaJIOB, B
TOM YHCJIC MEXTYHAPOIHBIX, IT0 METOIaM
obecrieuenrs nHPOPMAITMOHHOM 0€30MMaCHOCTH
KOMITBIOTEPHBIX CHCTEM

IIK.5.3

[Ipumensier 3HaHUS U
HaBBIKH MPOBEICHUS
CaMOCTOSITEIbHOM
AKCIIEPTHU3BI MO OLIEHKE
napameTpoB
0C30IMaCHOCTH U 3aIlMThI
MPOTPAMMHOTI0
obecreyeHns U CETEBBIX
YCTPOMCTB

3HaeT METOUKU U KPUTEPUHU
IIPOBEICHUS SKCIIEPTU3 CUCTEM
Hb. YmMeer npuMeEHATh 3HaHUA U
HaBBIKU IPOBEACHMUS
CaMOCTOSITEJIBHOM 3KCIIEPTU3BI 110
OLICHKE I1apaMeTPOB
0€30MaCHOCTH U 3aIIUTHI
POTrpaMMHOT0 0OecrieueH s U
CETEBBIX YCTPOMCTB.

HeynosiierBopuren
He ymeer npuMeHATh 3HaHUS U HABBIKU
IIPOBEJICHUS CAMOCTOSITEIbHON SKCIIEPTU3HI 10
OLIEHKE MapamMeTpoB 0€30M1aCHOCTHU U 3aIUThI
IIPOrPaMMHOT'0 OOECTIEUEHUS U CETEBBIX
YCTPOMCTB

YnoBaerBopuTeIbH
YmeeT ¢ 00JbIIMMHU 3aTPyTHEHUSIMU
MIPUMEHSATH 3HAHUS U HABBIKU MPOBEICHUS
CaMOCTOSITENIbHOM SKCIIEPTU3BI 10 OLIEHKE
napaMeTpoB 0€30MaCHOCTH U 3aIIUTHI
IIPOTPaAaMMHOT0 00ECIIeUeHHsI U CEeTEBbIX
YCTPOMCTB

Xopouo
YMeeT ¢ HeOONMBIIUMHU 3aTPYTHEHUSIMU
MIPUMEHSTH 3HAHUSI U HABBIKU MPOBEIACHUS
CaMOCTOSITEJIbHOM SKCIIEPTU3BI 10 OLIEHKE
napaMeTpoB 0€30MaCHOCTH U 3aIUTHI
IIPOrPaMMHOT0 00€CIIeUeHHsI U CETEBBIX
YCTPOMCTB
OTtiam4yHo

YMeer NpUMEHsTh 3HaHUSI U HaBbIKU
IIPOBEJIEHUS CAMOCTOATEIBbHOU IKCIIEPTU3HI 10
OLIEHKE MapamMeTpoB 0€30MaCHOCTHU U 3aIUTHI
MIPOrPaMMHOT0 0OECTIeUeHUS M CETEBBIX




KoMnerennus
(MHAUKATOP)

IInanupyemble pe3yJbTaThl
o0yueHust

Kpurepun oneHuBanus pe3yibTaToB
o0y4eHust

OT1ian4Ho
YCTPOMCTB

IIK.3

Cnoco0HOCTh NPUMEHATHL HHCTPYMEHTAJIbHBIE CPEICTBA Pa3pa00TKHU /I CO3IaHUA
3alMIIEHHBIX MPOrPAMMHBIX CPEJICTB U CHCTeM; padoTaTh ¢ MPOrPAMMHBIMH CpPeCTBAMM
NPUKJIATHOT0, CHUCTEMHOI0 U CTIeNMATU3MPOBAHHOI0 HA3HAYEHUS sl 00ecrevyeHust
uHGOpMANMOHHO 0€30ITACHOCTH

Komnerenuust IInanupyemble pe3yJbTaThl Kpurepun oneHuBanus pe3yibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust
IIK.3.2 3HAeT OCHOBBI HeynosierBopureJ

[Ipumensiet onpIT
pa3pabOTKH MPHIIOKEHUHN
Y TIPOTPaMMHBIX
IIPOTOTHUIIOB PELICHUN
MPUKJIAIHBIX 33/1a4 Ha
OCHOBE COBPEMEHHBIX
SI3BIKOB, METOJIOB U
TEXHOJIOTUI
MIpOrpaMMUpPOBaHUS IJIs
3alIUTHI IPOrPAMM U
JTAHHBIX

IPOrpaMMUPOBAHHUS U OCHOBBI

nH(}OpMaAITMOHHONW 0€30MMaCHOCTH.

YMeeT NIpUMEHATH OIBIT
pa3pabOTKH MPUIOKEHUN U
MPOTPaMMHBIX MTPOTOTHUIIOB
pelIeHn TPUKIIaIHBIX 3aa4 Ha
OCHOBE COBPEMEHHBIX SI3bIKOB,
METOJIOB U TEXHOJOTHUI
IPOrpaMMUPOBaHUS AJIs 3aIUThI
porpamMm U JaHHbIX.

He ymeer npuMeHATH OMBIT pa3padOTKu
MPUJIOKEHUN U TPOrPAMMHBIX TPOTOTUIIOB
penIeHni IpUKIaJIHbIX 3a7a4 Ha OCHOBE
COBPEMEHHBIX S13bIKOB, METOJIOB U TEXHOJIOTUI
MIPOrpaMMHUPOBAHUS JUISl 3aIUTHI POrpaMM U
JAHHBIX
YnoBaerBopuTebH

YMmeeT ¢ 60IbIIMMH TPYTHOCTSIMU TPUMEHSATD
OTIBIT pa3pabOTKU MPUIIOKEHUN U
MIPOrpaMMHBIX POTOTUIIOB PELIEHUI
MIPUKJIAHBIX 33]1a4 HA OCHOBE COBPEMEHHBIX
SI3BIKOB, METOJIOB U TEXHOJIOTHUMA
MIPOrpaMMHUPOBAHUS ISl 3AIUTHI IPOTpaMM U
JTAHHBIX

Xopouo
YmMeer ¢ HeOOMBITUMHU TPYIHOCTSIMHU
MIPUMEHSATH ONBIT PAa3pabOTKU MIPHIIOKEHUN 1
MPOTPaMMHBIX MPOTOTUIIOB PEIICHUH
MIPUKJIAHBIX 33]1a4 HA OCHOBE COBPEMEHHBIX
SI3bIKOB, METOJIOB U TEXHOJIOTUI
MPOrpaMMHUPOBAHUS VISl 3AIUTHI IPOTpaMM U
JAHHBIX

Otiamn4Ho
YMeeT NpuMEHSTh OIBIT pa3paboTKu
MPUIOKEHUN U TPOrPAMMHBIX TPOTOTUIIOB
peuieHni NpUKIaJHbIX 3a7a4 Ha OCHOBE
COBPEMEHHBIX S13bIKOB, METOJIOB U TEXHOJIOTUI
MIPOrpaMMHUPOBAHUS JUISl 3aIUTHI IPOrpaMM U
JAHHBIX




IIK.6

Cnoco0HOCTh OPraHu30BaTh PadoThHI U YNIPABJATH PA00TAMH N0 MPOEKTUPOBAHUIO, CO3IaAHMIO,
NPUMEHEHHI0 U CONMPOBOKAEHNI0 HH(POPMAIMOHHBIX CHCTEM

Komnerenuus IInanupyembie pe3yjbTaThl Kpurepun oneHuBaHus pe3yibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust
IIK.6.1 3HAeT TEOPETUYECKUE OCHOBBI HeynoBierBopureJ

Yupasinser paboTaMu 1o
MoAu(UKAIINH |
ynpasyienuto 1UT-

uH(ppacTpyKTypoi
IPEIPUITUS

noctpoenus UT-

UHOPACTPYKTYPhl OpraHU3aI|H.

VYMmeer ynpaBiaTh paboTamMu 1O
MoU(UKALMK U YTIPABICHUIO
UT-undpactpykrypoit
HIPEIIPUITHS.

He ymeer ynpainsats paboTamu 1o
MoubuKauu u ynpasieruro UT-
UHPPACTPYKTYPOH NpeAnpUiTUS
YoBj1eTBOPUTEIbH
YMeer ¢ OOIBIIUMU TPYIHOCTSIMU YTIPABIISATh
paboTtaMu o MOAM(UKALNY U YIPABICHUIO
UT-undpactpyKTypoil npeanpusTus
Xopomuo
YMeer ¢ HeOOIBIIUMH TPYAHOCTSIMHU YIIPABIISATH
paboTtaMu o MOAM(UKALNN U YIPABICHUIO
UT-undpactpyKTypoil npeanpusTus
OT1au4nHo
YMeer ynpaBisaTh paboTamMu 0 MOJU(PHUKAIIUN
u ynpasieruto UT-ungppactpykrypoit
IIPEITPUSITHS




OueHo4YHbIE CPEACTBA TEKYHIET0 KOHTPOJIS U MIPOMEKYTOYHOM aTTecTalun
Cxema gocTaBku ;. ba3zoBas

Buja MeponpusiTusi NpOMeKyTOYHOM aTTecTANMH : 3a4eT

Cnioco0 npoBeneHust MepoONPHUATHS MPOMEKYTOYHOM aTTecTanuy : OlEeHKa 0 JUCHUILUIMHE B paMKax
POMEKYTOUHOW aTTEeCTAllUU OIPEIENIIETCSl Ha OCHOBE 0a/IoB, HAOpAHHBIX 00YUAIOIIUMCS Ha KOHTPOJIbHBIX
MEpONPHUATUSAX, IPOBOJUMBIX B TEUEHUE YUEOHOT 0 MEPHOAA.

MaxkcumanbHoe Koan4yecTBo 6a/ios : 100

KonBepranusi 6a/U10B B 0TMETKH

«otau4Ho» - ot 81 g0 100

«xopomo» - ot 61 o 80

«YOBJIETBOPUTEJIbHO» - 0T 46 10 60
«HeYI0BJIETBOPUTEIbHO» / «<He3aYTeHo» MeHee 46 Oaiia

Komnerenuus Meponpusitue KonTposnpyembie 3jieMeHTBI
(mHaUKaTOP) TeKYILero KOHTPoJIs pe3yJbTaToB 00y4eHHs
IIK.5.2 Occe Occe.
Haxonut 1 ucnone3yer 3ammiaemMoe KOHTPOJIbHOE
WUCTOYHUKY WHPOPMAITUH JITIS MeponpusiTHe

U3y4yeHus U 0000IIeHUS
HOPMAaTHBHBIX U METOJAMYECKUX
MaTepuaioB, B TOM YHUCIIE
MEXIYyHAPOAHBIX, IO METOAAM
obecniedyeHus HHGHOPMALIMOHHON
0€30MacHOCTH KOMIBIOTEPHBIX

CUCTEM
OIIK.5.2 Paznen 1. Undopmarmonnas | 3HaHue BapUAaHTOB peal3aluii YaCTHBIX
BrInonHAeT MHCTAUIALUIO | 0€30I1acCHOCTh B CETSAX nonutuk Ub cereli nepenayn TaHHbBIX.
HACTPOUKY HPOTPAMMHOTO TNepeaauM JTaHHbIX [Mpumenenne nommruk UB B CIT/.
obecredeHHs 3ammiaeMoe KOHTPOJIbHOE
OIK.5.1 Brianenve HaBpIkaMl MOHUTOPUHTA

. MeponpusiTie

3HaeT 0 MpPaBoBOM oe3omacHoctu CIT/I.

OTBETCTBEHHOCTH U BIIAJICET
METOJIUKOMN OCYILIECTBIECHUS
MHCTAJUISILIUN U HaCTPONKHU
napaMeTpoB MPOrPaMMHOTO
obecriedeHrs1 HHPOPMALTMOHHBIX
cucTeM U 0a3 TaHHBIX C YYETOM
MH(POPMALIMOHHOM 6€30MaCHOCTH




Komnerennus
(MHaUKATOP)

Meponpusitue
TeKylero KOHTPOoJIs

KonTposnpyemble 3jieMeHTbI
pe3yJbTaTOB 00yYeHUs

IMK.4.1

Hcnonb3yeT MeTobl U
TEXHOJOTHUH KOH(PUTYypUpOBaHUs
MH(GOPMALIMOHHBIX CUCTEM,
CETEBBIX TEXHOJIOTHI 1
1aTGOPMEHHBIX OKPY>KEHUM;
ATaIbl BHEAPEHHUS, IaNTAllN 1
HACTPOWKH MH(POPMALTMOHHBIX
CHCTEM

IIK.5.3

[TpumeHsieT 3HaHUS U HABBIKU
MIPOBE/ICHUS CAMOCTOSITEIHLHON
HKCHEPTHU3BI MO OLIEHKE
napaMeTpoB 0€30MaCHOCTH U
3aIUTHl IPOrPAMMHOTO
o0ecreyeHns U CETeBBIX
YCTPOMCTB

IIK.5.2

Haxonut u ucnone3yer
UCTOYHUKU UHPOPMAIUH JIJIs
W3y4deHus U 0000IeHUS
HOPMATUBHBIX U METOHYCCKUX
MaTepHaJioB, B TOM YHCIIE
MEXTyHApOAHBIX, 10 METOJIaM
obecrieyeHrs UHPOPMALMOHHOM
0€30IacHOCTH KOMITbIOTEPHBIX
CHCTEM

Paznen 2. Kontposb gocrymna
K CETH

3amuiaemMoe KOHTPOJIbHOE
MeponpusiTue

3HaHMe aHAIN3HPYEeMBbIe TI0Ka3aTen
0€3011acCHOCTH CeTell nepeayu JaHHbIX.

YMeHue aHanu3upoBaTh XapaKTEPUCTUKU U
nokasarenu cereil. HaBbIkuM orieHKH

3¢ (PEeKTUBHOCTH MTOKa3aTENICH
0€3011acHOCTH ceTel.




Komnerenuus Meponpusitue KonTpoaupyembie 3jieMeHTbI

(MHaUKATOP) TeKYyIero KOHTPOJIs pe3yJbTaTOB 00yYeHUs
IIK.3.2 Paszpnen 3. BuptyanbHbie [Tonutuka 6e3onacuoctu b CIT/I.Cxema
[Tpumenser OTBIT pazpaboTku HaCTHBIC CeTU U UX 3ANTA. | 3ampiieHHON CeTH Nepeauy JaHHbIX.
IIPHUIIOKCHHUU U IIPOTrpaMMHBIX VITOroBBIN KOHTPOJIb
" Pesynprat ananuza 3amuimenHocty CII u
HPOTOTHIIOB pertietut 3amumaemoe KOHTPOILHOE cooTBeTcTBUA nTonutnke b
IMPUKJIAAHBIX 3a1a4 Ha OCHOBEC MeponpusiTue ’

COBPEMEHHBIX SI3BIKOB, METOJIOB U
TEXHOJIOTUH MPOrpaMMHUPOBAHHUS
JUTSL 3aIIUTHI TPOTPaMM U JTaHHBIX
IK.5.1

IIpumeHsieT TeopeTuuecKue
OCHOBBI HH()OPMAITMOHHOK
0€30IacHOCTH CHCTEM Tepeiaun
JAHHBIX, HOPMAaTHBHO-TIPAaBOBYIO
6a3y 1o 3amure HHHOPMAaIHH,
METObI M CPEJCTBA IO 3aLIUTE
MH(POPMALIUU B CUCTEMAX
nepeaayy JaHHbIX

I1K.6.1

VYmpasiser pabotamu 1o
Moaudukanuu u yrnpasiaeHuto UT-
UHPPACTPYKTYPOH MPeNIPUITHUS

Cneunpukanusa MeponpusTHH TEKylIero KOHTPOJIS
Adcce

[Ipo0mKUTENTBHOCTE IPOBEACHMS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTecTanuu: 1 yaca
VY cnoBus IpOBENECHNS MEPOIIPUATHUS: B YaChl ayAUTOPHOMH padoThI

MaxkcuMaibHbIN 0aJl1, BEICTABIIIEMBIH 32 MEPONIPUATUE IPOMEKYTOUHON aTTecTauuu: 1
IIpoxoaHoii 6ann: .5

IToxa3aTeIu onleHUBAHUS Baaasl

[TucemenHast paboTa o OpraHU3aIuy 3alUIIeHHON CeTH JOMAITHEH/KOPIIOPaTUBHOM. 1

Paznen 1. UndopmanuoHHas 0€30IaCHOCTDH B CETAX MepeIavyu JaHHbIX

[IpoomKUTETBHOCTE TPOBEACHNS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTeCTaluu: 22 yaca
VY cnoBus NpOBENCHNSI MEPOIIPUATHUS: B 4aChl CAMOCTOATEILHON PadoThI
MaxkcuManbHbIi 0aJ1, BHICTABIIIEMBII 32 MEPONPUATHE IPOMEXKYTOUHOM aTTecTauuu: 33
IIpoxoanoii 6ann: 15

IToxa3aTeIu onleHUBAHUS Baaasl
CryneHT KoppeKkTHO uaeHTuduiupyet He MmeHee 10 HanboIee KPUTUIHBIX YTPO3bI 0€30MaCHOCTH 11
CII/[] mo 3amaHHOM cXeMme, JaHHBIM MOHUTOPHUHTA M OMUCAHUSIM OU3HEC-TTPOIIECCOB
CrtyneHT KoppekTHO co3naeT yacTHyro nonmutuky Mb CIIJ] mo 10 uaeHTHdUIMpOoBaHHBIM 11
yrpos3am
Crynent koppekTHo peanusyet 10 mep u3 yactHoi nonutuku Ub CI1J] 11




Paznen 2. KoHTpoJb J10CTyNnA K CETH

IIpoaomKUTENLHOCTD IPOBEIEHUS MEPOIIPUATHS IPOMEXKYTOUHOM arTecTanuu: 18 yaca
VYcnoBus NpoBeaeHUS MEPONIPUATHUS: B YACHI CAMOCTOSITEIbHON PadoThI
MaxkcumanbHbIi 0an, BEICTABIsIEMbIi 32 MEPONPUATHE IPOMEKYTOUHOM aTTecTanuu: 33
ITpoxoanoii 6amn: 15

Iloka3aTesin oneHUBaHUSA Basbl

3naeT He MeHee 10 mokazareneil 6€30MacHOCTH CETel mepeiayu JaHHbBIX. 11

CTyaeHT KOpPEKTHO aHATM3UPOBaTh HEe MeHee 10 XxapakTepUCTHK U MOKa3aTenei paboThl ceTei 11

nepeaadu JaHHBIX.

KoppexTHo onenuBaet 3pdextuBHocTh 10 peanuzoBannbix mep Ub 3apannoit CI1J] 11
Pa3zgen 3. BupryanbHble YacTHbIE CeTH M UX 3a10UTa. UTOroBbIii KOHTPOJIb
[IpoaoKUTENBHOCTS TPOBEICHHS MEPOIIPUATHS IPOMEXKYTOUHOM arrectaruu: 20 yaca
VYcnoBus mpoBEAEHUSI MEPOTIPUSITHUS: B YAChI CAMOCTOSAITEJILHOM padoThI
MakcumanbHBIA 0asll, BRICTABISEMBIN 32 MEPOTIPUATHE POMEKYTOYHOM arTecTanuu: 33
[Ipoxoanoii 6ain: 15

IToxka3aTeu oneHUBaHUS Baaasl

CTyaeHT KOPPEKTHO MTPOBOJIUT aHAJIU3 3AIUILEHHOCTH CETU Mepeaadyn JaHHBIX 110 3alaHHOU 9

CXEMe€ WM TEXHUYECKOMY 3aJaHuto. [IpoBoAUT aHANIN3 COOTBETCTBUS OJIUTHKE 0€30aCHOCTH.

He menee 10 pa3znuuHbIX Mep.

CTyzeHT co3/laeT TEXHUUECKOE 3a/JaHie Ha MOJIEPHU3ALIMIO CETU Tepejaur JaHHbIX C LEIbI0 9

MIPUBECTH CETh B COOTBETCTBHE TPEOOBAHUSAM MOJUTHKHU O€30MacHOCTH npeAnpustus. He menee

10 myHKTOB 4YaCTHOM MOJIEJIH YTPO3.

CTyneHT co3/laeT MOJIUTUKY O€30MaCHOCTH CETH Nepeaun JaHHBIX COOTBETCTBYIOIIYIO 9

TpeOOBaHUSIM 3aKOHOIATEILCTBA U MOJUTHUKH TipeAnpustus. He menee 10 myHKTOB, COrIacHO

YaCTHOM MOJIeNU yTpo3.

CTyaeHT co3/laeT apXUTEKTYPHBIH TUIaH 3alIUIIEHHON CeTH Nepeaadn JaHHBIX, 6

COOTBETCTBYIOIIEH MOJUTHKE O€30ITaCHOCTH U TeXHUUECKoMY 3aianuto. He menee 10 equnumI
aKTUBHOTO U MaCCUBHOTO 000pynoBaHus, He MeHee 10 y3110B ceTu.




