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1. HammeHOBaHMe JUCHUIIINHBI
be3onacHOCTh KOMIIBIOTEPHBIX CETEN

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM NMPOrpaMMBbI

JlucuumniauHa BXOAUT B 00s3aTenbHy0 YacTh bioka « b.1 » oOpa3oBarenbHON IporpaMMBI [0 HANIPaBICHUSIM
MOATOTOBKH (CMEIUATBLHOCTSIM):

Hamnpasnenue noarorosku: 01.03.02 Ilpuknagnas matemaTuka u nHGopmMaTuka

HamnpaBlieHHOCTh VHXeHepus: mporpaMMHOro oOecreyeHust



3. [lnanupyembie pe3y/ibTaThl 00y4eHUs M0 AUCHUILINHE

B pesynbrare 0OCBOCHUS IUCIUILTHHGI be30nacHoCcTh KOMIBIOTEPHBIX ceTell y 00ydJaronerocs JOIKHBI
OBITH C(HOPMUPOBAHEI CIIETYIOIINE KOMIIETCHIINH:

01.03.02 Ipukiannas MatreMaTrka U HHGOpMaTHKa (HAIpaBIeHHOCTD : IH)XKeHepHs MpOrpaMMHOTO
obecrieueHus )
OIIK.2 Croco6eH pa3pabaTbIiBaTh arOPUTMBI U KOMITBIOTEPHBIC TPOTPAMMBI, IIPUTOTHBIE JIS
MPAKTUYECKOr0 IPUMEHEHUS
HNuaaukaropsl
OIIK.2.1 Vicionb3yeT 3HaHUs OCHOBHBIX TOJIOXKEHUN U KOHILIETIUK B 00aCTH IPOrpaMMUPOBAHUS,
aApPXUTEKTYpPY A3BIKOB IIPOrPaMMUPOBAHMSI, OCHOBHYIO TEPMHUHOJIOTHUIO U 0a30BbIE€ aITOPUTMBbI, OCHOBHBIE
TpeGoBaHus HHPOPMAITMOHHON OE30MAaCHOCTH JJISl IPAKTHYECKOTO MPUMEHEHHS
IK.8 CriocobeH o0ecnieunTs 3aiuTy HHPOPMAITUH B aBTOMAaTU3UPOBAHHBIX CHCTEMAaX B MPOIECCE HX
JKCIUTyaTaluu
HNuaukaropsl
I1K.8.2 Pa3pabatbiBaeT mporpaMMHbIE CPEACTBA JJISI CUCTEM 3alUThl HH()OpMaIIH
aBTOMATU3UPOBAHHBIX CUCTEM



4. O0beM U coJepkaHue TUCHUTITHHBI

HanpaBﬂeHm[ MNOATr0TOBKH

01.03.02 IlpuknanHas MaTeMaTuka 1 UH(GOpMaTHKa (HApaBIEHHOCTh:
WuxeHepust NporpaMMHOro o0ecrieyeHus)

¢opma o0yuenus

(ak.4ac.)

O4YHast
NeNe TpumecTpoB, 7
BbI/ICJICHHBIX 1JIS1 U3y4YeHUS
AUCHMILINHBI
O0beM AUCIHUILIMHBI (3.€.) 3
O0beM JUCHUILIMHBI (AK.YaC.) 108
KonTakTHasi padora ¢ 42
npenoaaBartesieM (aK.4ac.),
B TOM YHCJIE:
IIpoBenenue JeKIUOHHBIX 14
3aHATHI
IIpoBenenue Jad0paTOPHBIX 28
padoT, 3aHATHI 1O
HHOCTPAHHOMY SI3BIKY
CamocrosiTesibHas padoTa 66

@®opMBbI TEKyl1ero KOHTPOJIS

Bxonnoe tectupoBanue (1)
3amuiaemMoe KOHTpoJibHOE MeporpusiTie (1)
HTorosoe KOHTposIbHOE MeponpusTue (2)

DopMbI IPOMEKYTOUHOM
arrecTauuu

3auer (7 TpumecTp)




5. AHHOTI/IPOBaHHOC OonmucaHue CoaAcpKanusd pasacjaoB U TEM TUCHUIIJIHHBI

be3onacHoCcTh KOMIIBIOTEPHBIX ceTel
I[I/ICI_[I/IHHI/IHa HUMECT L CIIBIO O6y‘II/ITI> CTYACHTOB OCHOBAM IMOCTPOCHUA U SKCIUTyaTallu BBIYUCIIUTCIbHBIX
ceTeﬁ, INpuHIMIIaM 1 METOJaM 3alllUThI I/IH(i)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX, HABbIKAM KOMIIJICKCHOT'O
MIPOEKTUPOBAHMUSL, TIOCTPOCHHUSI, 0OCITYKUBAHUS U aHAJIN3a 3AIUIICHHBIX BHIYUCIUTEIbHBIX CETEH.

1. MudpopMannoHHas 0€30MACHOCTH B CeTAX NMepeaayn JaHHbIX
Bxo/1HO# KOHTPOIIb UMEET LIENBI0 OIICHUTh HaBBIKU U 3HAHUS CTYJIEHTOB, HEOOXOUMBIE I YCIEIIHOTO
OCBOCHUA HaHHOﬁ AJUCHUIIIINHBI. Ha BXOHHOﬁ KOHTPOJIb BBIHOCATCH 6330BI>I€ 3HAHUA U HABBIKHN paGOTLI CcO
ciry>k0amu cetu VIHTEpHET, aKTUBHBIM U TACCUBHBIM 000pyaoBanueM BC, HaBBIKM KOH(PHUTYpUPOBAHHS
ocHOBHBIX ceTeBbIX cepBrcoB B OC Linux, Windows, RouterOS, Cisco 10S.

2. KoHTpoJb 10CcTYyna K ceTH
KonTpons nocryna k cetn
TexHonoruu ayreHTH(UKALNU, aBTOPU3ALUH U yueTa IPH JOCTYyIE K ceTeBbIM pecypcam. CirykObl 1
IIPOTOKOJIbI MPOBEPKU MOAJIMHHOCTH U KOHTPOJISI 10CTyIa. MeTo bl MPOBEPKU MOATUHHOCTHU. [TprHIINIIBI
pabotsl cuctem RADIUS, TACACS+, Kerberos.
3amuTa ypoBHs JOCTYIIA
3aimra TOMnoJOTuH BTOPOro ypoBH:. MaeHTuguuupyronuii (mepexBaThIBatOLINi) IPOKCH — pealn3aluy,
YSI3BUMOCTH. 3alUIIEHHOCTh CETEeBON MH(PPACTPYKTYPHI M 3aIIUIIEHHOCTH MMosb30BaTelst. KoHTpob
BbiieneHus [P-agpecos u yuer. 3amura cityxe0HbIX mpotokosioB DHCP u ARP. Cetu xpaHnenust JaHHBIX U
0€301acHOCTb.
IPv4 + IPv6 first-hop-security.
KonTposne nocrymna Ha ypoBHE opTa
Habop crannapros 802.1X B MpUMEHEHUHU K IPOBOJHBIM U OECTIPOBOIHBIM ceTsM. [IpoBepka MoAIMHHOCTH Ha
opTy ycrpoiictsa. OrpaHMYeHue NpaB JOCTyna Ha NopTy. M301mupoBanne NOpTOB 10CTyMA. Y A3BUMOCTH
n3zonuposanus noptos. [Ipumenenne 802.1x coBmMecTHO ¢ VoIP. Ys13BUMOCTh IPOTOKOJIOB II€peayu rojioca u
Buaeo o 1P

3. BupryajbHble YaCTHbIE CETH M X 3alIUTA
TexHonoruu NOCTPOEHMs! BUPTYyaJIbHBIX KaHAJIOB B OTKPBITHIX CETSIX. TeXHOJIIOTUH 3alUThl BUPTYaJIbHBIX
ka"ayioB. [Ipotokonsl TyHHenel. Texnonoruu u nporokonsl VLAN, MPLS, GRE, PPTP, L2TP, PPPoE. O630p
pOTOKOJIOB Habopa crannaptoB IPSec. 3amura TpancnopTHas u TyHHedbHas. [Iporokonst AH n ESP.
AnonuMHOCTh B cetu MHTepHET. [IpaBoBbie BOMPOCH! MPUMEHEHHsI IU(PPOBAHUS JAHHBIX.

4. Uncnekuus NOTOKOB JAHHBIX: MeKCeTeB0e IKPAHUPOBAHUE M CUCTEMbI O00HAPYKEHUS U
npeAoTBPallleHUs] BTOPsKeHU I
Cucrtembl 00HapYKEHUS U MPEIOTBPAILLIEHUS BTOPKEHHIMA
ApXUTEKTypa CUCTEM OOHAPY>KEHUS U MPEAOTBpaIlleHUs] BTOpKeHHH. [ 1yOokast MHCTIEKIUs MakeToB. TUmoBkie
CTIIOCOOBI aHATN3a MTOTOKOB JAHHBIX. DBPUCTUYCCKUE aNTopuUTMbL. Kimaccudukarust moTokoB Tpaduka.
Kontpoinb knaccupuimpoBaHHBIX MOTOKOB. Pacro3HaBanue MpuiioeHuid. ACCUMETPUYIHBIC IOTOKU JAHHBIX.

5. Texnosoruu odecrneyeHusi HENMPEPbLIBHOCTH PadOTHI CeTH
HemnpepsiBHOCTH OM3HECA, HAIE)KHOCTh, OTKA30yCTOMYHUBOCTD
PesepBupoBaHue pa3nTuUHBIX YPOBHEH CETEBON TONOJIOIMU U UHPpAcTpyKTypbl. Touku oTKa3a.
B3aumoneiicTBue cetu u o0cmykuBatomei nHGpacTpykTypsl. Jlucrnerdepusans, KOHTPOJIb IapaMeTpoOB
OKpY>Karollel cpe/ipl Ha y3iax cBs3u. [Iporno3upoBanue Harpy3ku U OTKa3oB. [|BOMHbBIE OTKA3bI.
banancupoBka Harpy3ku u pacnpeneaeHue Harpy3Ku.



6. MeToanueckue YKa3aHus /151 00yYaIOUIMXCH 10 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. [lepeyeHb OCHOBHOM M IONOJHUTEIbHON YUeOHOM JIUTEPATYPbI
OcHoBHas:

1. [Tenemenko, B. C. MeHe)KMEHT UHITUIEHTOB HH()OPMAITMOHHONW 0€30MTaCHOCTH 3alTUIIICHHBIX
aBTOMATHU3MPOBAHHBIX CHCTEM yIpaBieHus : yaeoHoe nocoodue / B. C. [Tenemenko, C. B. 'oBopoBa, M. A.
Jlarmuna. — CraBponoins : CeBepo-KaBkasckuii ¢enepanbabiii yauBepcuteT, 2017. — 86 ¢. — ISBN 2227-
8397. — Tekcrt : aneKTpOoHHBIN // DnekTpoHHO-0nbanoTeunas cucrema IPR BOOKS : [caiiT].
http://www.iprbookshop.ru/69405.html

2. AepuenkoB B. 1. Aynut unpopmaronHoit 0ezonacHoctu: YuebHoe nocobue ais By30B/ABepueHKOB B.
WN..-bpsiack:bpsaHCckHil rocyiapcTBeHHBIN TexHu4Yeckuil yauepeurteT,2012, ISBN 978-89838-487-6.-268.
http://www.iprbookshop.ru/6991

JlonmosiHUTEIBHAS

1. F'onukoB, A. M. OCHOBBI TPOSKTUPOBAHMS 3AIIUIICHHBIX TEJICKOMMYHUKAIIMOHHBIX CUCTEM : y4eOHOE
nocobue s cnienuanurera: 10.05.02 Madopmarmonnas 6€30mMacHOCTh TEIEKOMMYHUKAIIMOHHBIX CHCTEM.
Kypc nexuuii, KOMIbIOTEPHBIN IPAKTUKYM, KOMITBIOTEpHBIE J1ab0opaTopHble pabOThI U 3aJjaHKe Ha
camocrosTensHyo padoty / A. M. I'onmukoB. — Tomck : ToMckuii rocy1apcTBEHHBI YHUBEPCUTET CUCTEM
yIIpaBJIeHUsS U paiuodIeKTpoHUuKH, 2016. — 396 c. — ISBN 2227-8397. — TekcT : 27eKTpOHHBIH //
OnexkrponHO-OnbHoTeuHas cucremMa IPR BOOKS : [caiir]. http://www.iprbookshop.ru/72158.html

2. CoBpeMeHHbIE PaIn03IEKTPOHHBIE CPEJCTBA U TEXHOIOTUU MH(POPMAITMOHHON 6€30MaCHOCTH : MOHOTpadus
/ B. A. Maiictpenko, A. A. Conosbe, M. 1O. [Tnackun, A. M. TuxoHoB. — OMck : OMcKHii TOCYJapCTBEHHBIH
TexHHuueckud yausepcuteT, 2017. — 356 ¢. — ISBN 978-5-8149-2554-1. — TekcT : 3MeKTPOHHBIH //
DnexTpoHHO-0nbIuoTeyHas cucremMa [PR BOOKS : [caiit]. http://www.iprbookshop.ru/78508.html

3. Texuuueckue CpeaCcTBa U METO/IbI 3aLIUTH HH(OPMAIHH:yueOHOe ITOCOOHE ISl CTYAEHTOB BY30B,
obyuatomuxcs 1o crenuaabHocTsM 090102 "KommbrotepHas 6e3omacHocTs", 090105 "KommiekcHoe
obecrieyeHre MHPOPMAITMOHHON 6€30MTaCHOCTH aBTOMAaTH3UpoBaHHbIX cucteM"”, 090106 "MudopmarmonHas
0e30MacHOCTh TeIeKOMMYHUKaMOHHBIX cucteM'"/A. I1. 3aiiueB [u np.] ; pen.: A. I1. 3aiines, A. A.
[llenynaHoB.-4-e u3na., ucnp. u gom..-Mocksa:I'opsuas nmunus - Tenexom,2012, ISBN 978-5-9912-0084-4.-616.-
bubmuorp.: c. 608-609



9. Ilepeuenn pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIUILINHBI

https://blog.ipspace.net/search/label/security IpSpace.net security
https://dyn.com/blog/category/security/ Dyn research
10. Ilepeuenb uHGPOPMAITUOHHBIX TEXHOJIOT Ui, HCIOJIb3yeMbIX IIPH OCYIIECTBJICHUMN
00pa30BaTeJIbHOIO MpoIecca Mo JMCIHUIINHE

O06pa3oBarenbHbIii poliece No AucuuIinHe be3onacHocTh KOMIIBIOTEPHBIX ceTell Ipeanoiaraer
UCIOJIb30BAHUE CIIEIYIOIIETr0 MPOrpaMMHOro ooecnedeHus: 1 HUH(HOPMAIIMOHHBIX CIIPABOYHBIX CUCTEM:
1) npe3eHTalMOHHbBIE MaTepHUalibl (CIAlIbI 10 TeMaM JIEKIIMOHHBIX U MPAKTUYECKUX 3aHATHUIN);

2) mocTym B pexume on-line B DnekTpoHHyt0 0nbanoTeunyto cucremy (ObC);

3) AOCTYM B 3NEKTPOHHYIO HH(DOPMALIMOHHO-00pa30BaTeNbHYIO Cpely YHUBEPCUTETA;

4) UHTEPHET-CEPBUCHI U NEKTPOHHBIE PECYPCHI (IOMCKOBBIE CUCTEMBI, JIEKTPOHHAS MI0YTA);
[TepeyeHr HEOOXOIUMOTO JTUIIEH3MOHHOTO U (MJIM) CBOOOJHO PaCIpOCTPAHSIEMOTO TPOTrPAMMHOTO
o0ecrniedyeHus

Omnepanmonnas cuctema ALT Linux;

Oducuelii naker npunoxxenunit «LibreOfficey.

Jns npaktudeckux 3anatuil - [1K, ¢ ycranosnennoit OC windows mimu linux, 060py10BaHHBIE CETEBBIMU
amanrepamu ethernet 10/100/1000.

Jlnist 1abopaToOpHBIX 3aHATHIL:

MesxceteBoit akpan Cisco ASA5520 - 2 .

MesxceteBoit 3kpaH Cisco PIX515E - 2 mr.

1K, ¢ unTtepdeiicom RS232, - 3mT.

KommyTtaropsr Cisco Catalyst 2960 - 3 .

Mapmpytuzaropst Cisco 2811 - 3 miT.

Touku noctynma WiFi Ubiquity AirGrid - 2 .

[P-Tenedonst Cisco 7911 - 3 mT.

[TaTu-kopapt UTPS - 2m, - 6 mt.

KabGenbusiit Tectep Fluke DTX-1800.

KpoccupoBounslii HOX, 00x1MKa Ha KoHHEKTOp RJ45 (8P8C).

Konnexrtopsr RJ45(8P8C) - 20mT.

[Tatu nmanens EIA/TTA-568B Ha 16 mopTos.

Buras napa UTP Cat5 - 10m.

[Tpu ocBoeHHMM MaTepHalia U BHIMTOJHEHHS 3aITaHHH TT0 JUCIUTUINHE PEKOMEHYETCS HCTIOJIh30BaHNE
MaTepuasoB, pa3MemeHHbIX B JImunbix kabuHeTax ooyuatomuxcss ETUC [ITHUY (student.psu.ru).

[Ipu opranuzanuu TUCTaHIIMOHHON paOOTHI U TPOBEJACHHUH 3aHATHUN B PEKUME OHJIAWH MOTYT
WCTIOJIh30BAThCS:

cucteMa BusieoKoHpepeHIcBs3u Ha ocHoBe miatdopmer BigBlueButton (https://bigbluebutton.org/).

cucrema LMS Moodle (http://e-learn.psu.ru/), koTopast moaiep>KkuBaeT BO3MOKHOCTh HCIIOJIb30BAHHUS
TCKCTOBBIX MAaTCPUAJIOB U Hpe3€HTaHHﬁ, ayJJuoO- U BUJCOKOHTCHT, a TaK K€ TCCThI, IPOBCPACMBIC 3a/IaHN,
3aJJaHuA JJ11 COBMECTHOI paboThI.

cucrema tectupoBanus Indigo (https://indigotech.ru/).

11. Onucanue MaTepuaJIbHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOM VIl OCYLIECTBJICHUS
00pa3oBaTeJIbHOI0 Npouecca 1no AMCuMIINHe

Jnst mpoBeieHN s JICKIMOHHBIX 3aHSATHM:



Aynuropus, OCHallleHHasl MPE3EHTAI[MOHHOM TEXHUKOU (ITPOEKTOp, IKpPaH, KOMIBIOTEP/HOYTOYK) C
COOTBETCTBYIOIIUM MPOrPaMMHBIM 00€CTieYeHHEM, MEIOBOH (1) MIJIM MapKEPHOIl TOCKOM.

Jnst mpoBeieHNs MPaKTHYECKUX 3aHATUM — KOMIBIOTEPHBIN Kiacc, OCHAIEHHBIA NepCOHAIbHBIMU DBM 1
COOTBETCTBYIOILIMM IIporpaMMHBIM obecrieueHreM. CoctaB o6opynoBanus omnpenesneH B [lacropre
KomnsrorepHoro kmnacca.

Ayautopuu Ui MPOBEIEHUS TEKYILEro KOHTPOJIS;
KomMmnbroTepHslii K1acc, OCHaILIEHHBIA IepcOHANBbHBIMU DBM 1 COOTBETCTBYIOIIUM IIPOrPaMMHBIM
obecnieyenneM. CoctaB 0060pynoBaHMA onpenieneH B [lacropTe KOMIBIOTEPHOTO KiIacca.

AynuTopHuH 11 TPYNIOBBIX (MHIUBUYaJIbHBIX) KOHCYJIbTAIUA;
AynuTopusi, OCHaIlleHHas! IPE3EeHTAlMOHHON TEXHUKON (IIPOEKTOP, 3KpaH, KOMIBIOTEP/HOYTOYK) €
COOTBETCTBYIOLUM ITPOrPAMMHBIM 00€CIIeYeHUEeM, MEJIOBOM (M) IIM MapKEPHOU JOCKO.

AyauTopus Uisl CaMOCTOSTEILHON pabOTHI:

AyIuTOpUs OCHAILIEHHAs! KOMIIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOAKIIIOUEHUS K ceTu «HTepHeT»,
o0ecrnieueHHasi JOCTYTOM B 3JIEKTPOHHYI0 HH(GOPMAIIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.
[Tomemenust Hayunoii 6u6mmortexku [ITHUY

[Tomemenust HayuHoii 6nbmuoreku [IITHUY mist oGecrieueHus: caMOCTOSTETbHONU PabOThl 00yUYaOIUXCS:

1. Hayuyno-Oubnuorpadudeckuit otaen, xopi.l, aya. 142. O6opynoBaH 3 nepcoHaIbHBIME KOMIIBIOTEpA C
JOCTYTIOM K JIOKQJIBHOM U II100aIbHON KOMITBIOTEPHBIM CETSIM.

2. YnTanpHbli 3aJ1 TyMaHUTApHOM JUTEpaTyphl, KopI. 2, aya. 418. O6opyaoBaH 7 nepcoHaIbHBIMU
KOMIIBIOTEPAMH C IOCTYIIOM K JIOKaJIbHOM U INT00AIbHOM KOMIIBIOTEPHBIM CETSM.

3. UnTanbHBIN 321 €CTECTBEHHOH JIUTEpaTyphl, KOpIL.6, aya. 107a. O6opyaoBaH 5 mepcoHaIbHBIMH
KOMIIbIOTEPAMH C IOCTYIIOM K JIOKaJbHOM U INT00ANbHOM KOMIIBIOTEPHBIM CETSIM.

4. Otnen MHOCTPAHHOM NHUTEpaTyphl, Kopm.2 aya. 207. O6opynoBan 1 mepcoHaIbHBIM KOMIBIOTEPOM C
JOCTYIIOM K JIOKQJIBHOM U I100aJIbHOM KOMITBIOTEPHBIM CETSIM.

5. bubnuoTteka opunuyeckoro axynprera, kopmn.9, aya. 4. O6opynoBana 11 nepcoHaIbHBIMU
KOMIIBIOTEpPAMH C JOCTYIOM K JIOKaJIbHOW U T7100a1bHONH KOMIIBIOTEPHBIM CETSIM.

6. YurtanbHbll 3a1 reorpaduueckoro ¢axynibrera, kopn.8, aya. 419. Obopynosan 6 nepcoHaIbHbIMU
KOMIIBIOTEPaMH € JOCTYIOM K JIOKaJbHOW U T7100a1bHON KOMIIBIOTEPHBIM CETSIM.

Bce xoMIbloTephl, yCTaHOBJICHHBIE B TOMEUICHUAX HAyYHOU OMOINOTEKH, OCHAIIIEHBI CIICAYIOIINM
IIPOTPaMMHBIM 00€CTIeYeHUEM:

Omnepanuonnas cuctema ALT Linux;

Oducusliii maker Libreoffice.

CrnpaBouHo-1nipaBoBas cucreMa «Koncynprantlnroc»



DoH/IbI OLIEHOYHBIX CPEACTB JJIsl ATTECTAIMHU MO TUCHHUILIHHE
Be3onacHOCTh KOMNIBIOTEPHBIX ceTeHl

I[lnannpyemble pe3yabTaThl 00y4eHHsl 0 TUCHUILIHHE IS GOPMUPOBAHUS KOMIIETEHIIUM.
NuaukaTopbl M KPpUTEPUU UX OLleHMBAHUS

OIIK.2

Cnoco0eH pa3padaTbiBaTh AJITOPUTMbI U KOMIIBIOTEPHbIE IPOrPAMMBI, IPUTOAHbIE LIS
NMPAKTHYECKOT0 IPUMEHEeHU s

Komnerenuus IInanupyemsle pe3yJibTaThl Kpurtepun oneHnBanus pe3yjbTaToB
(MHAUKATOP) o0y4eHust o0y4eHust
OIIK.2.1 3HAaTh OCHOBHBIE IOJIOKEHUS U HeynosiierBopureJ

Hcnonb3yet 3HaHuA

OCHOBHBIX ITOJIOKEHUI 1

KOHIICTIIINK B 001acTH
POTPaMMHUPOBAHHS,
APXUTEKTYPY S3BIKOB
POrPaMMHUPOBAHHUS,
OCHOBHYIO
TEPMHUHOJIOTHIO 1
0a30BbIe ANTOPUTMBI,
OCHOBHBIE TPeOOBaHUS
nH(pOpMaAITMOHHOM
0e30macHOCTH s
MPaKTUIECKOTO
IPUMEHECHHUS

KOHLENINU B 00J1aCTH
IpOTPaMMHUPOBAHUS, 3HATH
APXUTEKTYPY S3BIKOB
IPOTPaMMHUPOBAHUSI, OCHOBHYIO
TEPMUHOJIOTHIO U 6a30BbIE
QITOPUTMBI, 3HaTh OCHOBHBIE
TpeGoBaHus HH)OPMAITMOHHON
0€3011aCHOCTH, UMETh HaBBIKU
pa3paboTKu MPOTrPaMMHBIX
CpenCTB

CTylleHT He MOXET TPUMEHHUTh 3HAHUS
HEKOTOPBIX TOJIOKEHUN ¥ KOHLIETIUH B
00J1aCTH TPOTrPAaMMHUPOBAHUS, HE 3HAET
APXUTEKTYPY S3BIKOB MIPOTPAMMUPOBAHHS,
OCHOBHYIO TEPMHUHOJIOTHIO 1 0a30BbIE
ITOPUTMBL,HE 3HACT TPEOOBAHUS
nH(OPMAITMOHHON 0E30MMaCHOCTH, HE MOXKET
MIPOJIEMOHCTPUPOBATH HABBIKU Pa3pabOTKU
YnoBaerBopurTeabH

CTyneHT npuMeHSIET OT/EIbHBIC 3HAHUS
HEKOTOPBIX MOJIOKEHUI U KOHLIETIUHI B
o0yacT MPOrpaMMHUPOBAHHUS, HE 3HACT
ApPXUTEKTYPY SI3bIKOB ITPOTrpaMMHUPOBAHUS,
3HAET OTJIENIbHBIE TPEOOBaHUS
MH(POPMALIMOHHOM 6€30MacHOCTH,
JEMOHCTPUPYET HauaJbHbIE HABBIKU
pa3paboTku

Xopouo
CTyaeHT npUMEHSIET 3HaHUS HEKOTOPBIX
MMOJIOKEHUH M KOHIIEIHI B 00J1acTH
[IPOrpaMMHUPOBaHUs, 3HAET APXUTEKTYPY
SI3bIKOB ITPOTrPaMMHUPOBaHUs, OCHOBHYO
TEPMHUHOJIOTHIO U 0a30BBIE ATOPUTMBI,
HEKOTOpbICe TpeOoBaHMSI HHHOPMAITMOHHON
0€301acHOCTH, IEMOHCTPUPYET HEKOTOPHIE
HaBBIKH pa3pabOTKu

OTtau4dHo
CTylleHT npUMEHSET 3HaHUsI OCHOBHBIX
IMOJIOKEHUN M KOHIIEIIMI B 00J1aCTH
MPOrPAMMHUPOBAHUS, 3HAET APXUTEKTYPY

S3BIKOB IIPOIrpaMMHUPOBAHUA, TCPMUHOJIOTHUIO U

0a30BbIC AITOPUTMBI, OCHOBHBIC TPCOOBAHUS
nH(OPMAITMOHHON 0€30MMaCHOCTH,
JEMOHCTPUPYET HABBIKK pa3pabOTKH




I1K.8

CnocodeH o0ecneuyuTh 3alluTy an)opMamm B aBTOMATHU3HPOBAHHBIX CUCTEMAX B IIPOLECCE UX

IKCILIyaTalluu
Komnerennus Ilnanupyemsble pe3yibTaThl Kpurtepun onennBanus pe3yJibTaToB
(MHAUKATOP) o0y4eHust o0y4eHust
IIK.8.2 3HaTh TPUHLHUIBEI pa3paboTKu HeynosierBopureJ
Pa3pabatbiBaer IIPOTrPaMMHBIX CPEACTB AJIs HE 3HAeT MPHUHIIUIILI pa3paboTKU

IpPOTrpaMMHBIE CPECTBA
JUISL CUCTEM 3allUThI
uH(popMalun
aBTOMATHU3UPOBAHHBIX
CUCTEM

CHCTEM 3aIINTHl HH(HOPMALIUH
aBTOMATU3UPOBAHHBIX CHCTEM,
yYMeEEeT MOJIb30BaThCsl CPEICTBAMHU
pa3paboOTKU U IEMOHCTPUPYET
HaBBIKU YCIIEIIHOM pa3pabdoTKu
nporpaMMHBbIX cpeacTs ans C3U1U

MPOrPaMMHBIX CPEJCTB AJISl CUCTEM 3aIlUThI
WHPOPMAIINN aBTOMATH3HUPOBAHHBIX CUCTEM, HE
YMEET T0JIb30BaThCS CPEICTBAMH Pa3padOTKU
MIPOTPAaMMHBIX CPEICTB
Y0BJ1€TBOPUTEIbH

YactuyHo c(hOpMUPOBAHHBIE 3HAHUS
MPUHITUIIOB pa3pabOTKH MPOTPaMMHBIX
CPE/CTB ISl CHCTEM 3aIlUuThl HH)OpMAITUH
aBTOMATH3HPOBAHHBIX CHCTEM, JIEMOHCTPHPYET
YMEHHE TI0JIb30BaThCS CPEIICTBAMH Pa3pabOTKH
MIPOTPaMMHBIX CPEJICTB

Xopouro
CdhopmupoBaHHbIC 3HAHUSI TPUHITUIIOB
pa3pabOTKU MPOTPAMMHBIX CPEIICTB ISl CUCTEM
3amUThl HHYOPMAIIUK aBTOMATH3HPOBAHHBIX
CUCTEM, YMEET I0JIb30BAThCS CPEICTBAMU
pa3paboTKH MPOTPaMMHBIX CPEJCTB U
JEMOHCTPHPYET HABBIKU YCIIEITHON pa3padOTKH
IIporpaMMHBIX cpencts A C3U

O1anyHo
Xopoio chopMUPOBAHHBIE 3HAHUS
MIPUHIIAIIOB Pa3pa0OTKH MPOTPAMMHBIX
CPEJICTB JIJIsl CUCTEM 3alUThI HHPOPMAITUU
ABTOMATHU3MPOBAHHBIX CHCTEM, B COBEPIIICHCTBE
BJIa/ICCT HABBIKAMHU M YMEHHEM I10JIb30BAThCS
CpeICTBaMU pa3pabOTKU MPOTPAMMHBIX CPEICTB
mst C3U




OueHoYHbBIE CPEACTBA TEKYIIEr0 KOHTPOJISI M IPOMEKYTOUYHOM aTTecTanun

Cxema pocrtaBku : 2021

Bujx MeponpusiTusi NpOMeKyTOYHOM aTTecTANMH : 3a4eT
Cnioco0 npoBeeHust MepoONPHUATHS IPOMEKYTOYHOM aTTecTanuy : OlLEHKa 10 JUCIUIUIMHE B paMKax
IPOMEKYTOUHON aTTEeCTAallUU OIPEIENIIeTCsl Ha OCHOBE 0ayIoB, HAOpAHHBIX 00YUYaIOIIUMCS Ha KOHTPOJIbHBIX
MEpOTNPHUATHSAX, IPOBOJUMBIX B TEUEHUE YUEOHOT 0 MEPHOAA.
MakcumanbHoe Koan4decTBo 6aios : 100

KonBepranusi 60a/U10B B 0TMETKH

«oTianyHo» - ot 81 1o 100
«xopowo» - ot 61 1o 80

«y0BJIETBOPUTEJBbHO» - 0T 43 10 60
«HEeYI0BJICTBOPUTEIbHO» / «<He3a4TeHo» MeHee 43 Oaiia

KoMmnerenuus
(uHaAMKATOP)

Meponpusitue
TeKYILero KOHTPoJIs

Kountposmpyemblie 3jieMeHTbI
pe3yJibTAaTOB 00y4eHHs

BxoaHoii KOHTPOJIb

1. UudpopmannonHas
0€30I1aCHOCTD B CETIX
nepeavyn JaHHBIX
BxoaHoe TrectupoBanue

[TpoBepsitoTcst 6a30BbIe 3HAHUS M HABBIKU
paboTsI co cayxOamu cetn HTepHeT,
aKTHBHBIM M TACCHBHBIM 000pyI0BaHUEM
BC, HaBbIKM KOHQUTYpUPOBaAHUS
OCHOBHBIX ceTeBbIX cepBrucoB B OC Linux,
Windows, RouterOS, Cisco 10S.

IK.8.2

Pa3pabarbiBaeT nporpaMmHbIe
CPEICTBA JJISl CUCTEM 3alUThI
uHpOopMaun
aBTOMAaTH3HPOBAHHBIX CUCTEM

3. BupryanbHbie yacTHBIC
CeTH U WX 3allIHTa
3amuiaeMoe KOHTPOJIbHOE
MeponpusiTiue

3HaHuE BapUAHTOB peaU3aliil YaCTHBIX
nonutuk Ub cereli nepenayn TaHHbBIX.

[Tpumenenue nonutuxk b B CII/I.

Branenue HaBbIKaMi MOHUTOPUHTA
6e3omacunoctu CI1/I.

OIIK.2.1

Vcnonb3yeT 3HaHUs OCHOBHBIX
OJIOKEHUN U KOHIIEIIIIUN B
00Jy1acTy IpOrpaMMHUPOBaHMUS,
apXUTEKTYpPY S3bIKOB
IPOTPaMMHUPOBAHUS, OCHOBHYIO
TEPMHUHOJIOTHIO ¥ 0a30BbIE
aJITOPUTMBI, OCHOBHBIE
TpeGoBaHus HHPOPMAITMOHHON
0€301acHOCTH JJIsl TPAKTUYECKOTO
IPUMEHEHHUS

I1K.8.2

PazpaOaTbiBaeT nporpaMMHbIe
CpeACTBa JJIsl CUCTEM 3allUThI
uHpOpMaLUU
aBTOMAaTH3HPOBAHHBIX CUCTEM

5. TexHomgorun odecIeueHus
HETPEPBHIBHOCTU PAaOOTHI CETH
HTOorosoe KOHTPOJIbHOE
MeponpusiTue

3HaHUE aHATU3UPYEMbIC TTOKA3aTeIH
0€30macHOCTH CeTel mepeaayn JaHHbIX.

YMeHue aHanmu3upoBaTh XapaKTEPUCTUKU U
nokasaresnu cereil. HaBbIku onjeHKH

3 (PEKTUBHOCTH MTOKa3aTEICH
0€30IacHOCTH CETEH.




Komnerenuus Meponpusitue KonTpoaupyembie 3jieMeHTbI

(MHaUKATOP) TeKYyIero KOHTPOJIs pe3yJbTaTOB 00yYeHUs
OIIK.2.1 WToroBslii KOHTPOJIb [Tonutuka 6e3onacuoctu b CIT/I.Cxema
HCHOJ‘IBSY@}“ SHAHMA OCHOBHBIX HTorosoe KOHTPOJILHOE 3AIUIIEHHON CETU Mepeauy JaHHbIX.
ITOJIOKEHHUHN U KOHICIIIIUHA B Meponpusitue

Pesynprat ananuza 3amuimenHocty CII u

00J1acTH TpOrpaMMHUPOBaHMUS,
cooTBeTcTBUS nmonutuke Ub.

apXUTEKTYpY S3BIKOB
IPOTPaMMHUPOBAHUSI, OCHOBHYIO
TEPMHUHOJIOTHIO U 0a30BbIe
aJITOPUTMBI, OCHOBHBIE
TpeGoBaHus HHPOPMAITMOHHON
0€30MacHOCTH ISl IPAaKTHYECKOTO
IPUMEHEHHUS

I1K.8.2

PazpabaTbiBaeT nporpaMMHbIE
CpeACTBa JJIsl CUCTEM 3allUThI
uHpOopMaLuu
aBTOMATH3MPOBAHHBIX CHCTEM

Crnenudukanuss MeponpuATHI TeKylIero KOHTPOJIA

1. MudpopmanronHasi 0e30MaCHOCTH B CeTAX NMepeaayn JaHHbIX

[TpoaomKUTET HOCTD MTPOBECHUS MEPOTIPUATHS IPOMEXKYTOUHOM aTrTecTanuu: 1 yaca
YcnoBus mpoBeaeHUS MEPOTIPUATHUS: B HAChl ayIMTOPHOI padoThI

MakcumanbHbIH 0asul, BRICTABISEMBIN 32 MEPOTIPUITHE MPOMEKYTOUHOM atTectanuu: ()
[Tpoxoanoii 6amt: 0

Iloxka3atenu oueHMBaHUSA Banabt
KoppexTnas Hactpoiika 2 ceteBbix cepBucoB B Cisco IOS u RouterOS 4
Koppekrtnas unrepnperanus cxemsl JIBC ¢ nonkmouennem k Uatepuer 2
KoppexTHas HacTpoiika 2 ceTeBbiX cepBucoB B Linux 1 Windows 2
KoppekTHas uHTEpHpeTanus anropurMa padoTsl 3 ceTeBbI3 IPOTOKOJIOB KaHAJIBLHOTO, CETEBOTO U 2
TPAHCIIOPTHOI'O YPOBHEMN
3. BupryajibHbIe YaCTHbIE CETH M UX 3al[UTA
ITpoaomKUTENPHOCTD IPOBEAEHUS MEPOIIPUATHS IPOMEKYTOUHON aTTECTALMU: 2 Yaca
VYcnoBus NpoBeAEHUS MEPONIPUATHUS: B 4AChl ay/ANTOPHOM PadoThI
MakcumanbHBIA 0ajl, BRICTABISIEMBIN 32 MEPOTIPUITHE MMPOMEKYTOUHOM arTectanun: 30
[Tpoxoxnoii 6amr: 13
Iloxka3atenu oueHMBaHUSA Banabt
CTyaeHT aieKBaTHO paclo3HaeT yrpo3bl 0€30MaCHOCTH MOCPEICTBOM MOHUTOPHHTA 16
oe3omacHocTu CITJ]
3HaHue BapuaHTOB peanu3aluil yacTHbIX noauTuk b cereil nepegaun JaHHBIX. 15
ITpaBmibHO npuMensiercs noautuka Ub B CI1/I. 14




5. Texnosoruu odecneveHnsi HEMPEPbLIBHOCTH PA0OTHI CeTH

IIpoaomKUTENLHOCTD IPOBEECHUS MEPOIIPUATHUS IPOMEKYTOUHOM arTecTanuu: 1 gaca
VYcnoBus npoBeaEHUS MEPONIPUATHUS: B YAChI ayINTOPHOM padoThI

MaxkcumanbHbIi 0ai, BEICTAaBIsIEMbIi 32 MEPONPUATHE IPOMEKYTOUHOM aTTectanuu: 30
ITpoxonnoii 6amn: 13

Iloka3aTesin oneHUBaHUSA Basbl
3naeT He MeHee 10 mokazareneit 6€30MacHOCTH CETel mepeiayu JaHHbBIX. 20
CTyneHT KOppPEKTHO aHaIU3UpyeT He MeHee 10 XxapaKTepucTHK U noka3aTeseld paboThl ceTeit 20
nepeaadn JaHHBIX.
KoppexTHo oniennBaet 3gdextuBHoCTh 10 peanmsoBanubix mep Ub 3apannoit CI1J] 20
HNToroseiii KOHTPOJIb
[IponomKUTENbHOCTD TPOBEACHHSI MEPOIIPUSATHUS TPOMEKYTOUHOM aTTECTAlluu: 2 yaca
VYcnoBus npoBeAEHUS MEPONIPUATHUS: B YAChl ayANTOPHOH padoThI
MaxkcuManbHbI{ 0aJl, BEICTABIISIEMBIH 32 MEPOTIPUSATUE POMEKYTOUHOU aTTecTanuu: 40
ITpoxoanoii 6amn: 17
Iloka3aTesin oneHUBaHUsA Basbl
CTyaeHT KOPPEKTHO MTPOBOJIUT aHATU3 3AIIUIIEHHOCTH CETU Nepeaadn JaHHBIX 110 3aIaHHON 10
cXeMe WM TeXHHYECKOMY 3aaHuto. [[poBOAUT aHANINU3 COOTBETCTBHS MOJIUTHUKE 0€30MacCHOCTH.
He menee 10 paznuunbIxX Mep.
CTyneHT co3/laeT TEXHUYECKOe 3aJaHie Ha MOJIEPHU3AIIMIO CETH Nepeaun JaHHbBIX C HEIbI0 10
MIPUBECTHU CETh B COOTBETCTBUE TPEOOBAHMIM MOJUTUKHU Oe30macHOCTH npenrnpusitus. He menee
10 MyHKTOB YaCTHOM MOJIETHU yTPO3.
CTyneHT co3/iaeT MOJUTHKY 0€30IaCHOCTH CETH Nepeadl JaHHBIX COOTBETCTBYOIILYIO 10
TpeOOBaHUSM 3aKOHOIATENbCTBA U MONUTUKU npeanpusitus. He menee 10 mMyHKTOB, COTJIACHO
YaCTHOW MOJIETIN yTIPO3.
CrylieHT co3/1aeT apXUTEKTYPHBIH TUIaH 3alMIIEHHON CeTH MepeIaun TaHHbIX, 10

COOTBETCTBYIOIIEH MOJIUTHKE OE30MIaCHOCTH U TeXHUYecKoMy 3afanuto. He menee 10 enunung
aKTHUBHOT'O M NTACCUBHOI'0 000pyA0BaHMs, He MeHee 10 y370B ceTH.




